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A VIDEO CONFRENCING SECURITY FRAMEWORK FOR SYNCHRONOUS
ELEARNING

Abstract

Many higher education institutions offer educatiac@urses online on ELearning basis with web
2.0 applications to support and conduct their cansk. One of the novel tools used in such
learning platforms is video conferencing. LittlesH@een done so far to ensure the security and
integrity of information transmitted over video ¢erencing platforms in ELearning. Since this
style of education so heavily relies on the welgdlts uncommon to other forms of learning are
encountered. Security measures implemented fon@alpplications have not been very
successful in securing such systems due to thejuamature.

This research sought to develop a security framiedasruse in securing video conferencing
systems as used in synchronous ELearning in itistisi of higher learning. The paper looks at
the current security measures in use, their shisrtiad proposes a framework of implementing
video conferencing security.

The main problem addressed is how to effectivetyisea multi user learning video
conferencing system that is accessible remotelgénitrally hosted. The goal of the research
was to provide institutions of higher learning watliramework for deploying secure video
conferencing educational programs in the most seand effective manner. The framework was
developed from a study of current information sggumodels employed in securing video
conferencing and correlating them to the synchrerielearning environment. Three relevant
models were examined; The Conceptual model for i@gcDutsourcing (Samarasinghe et al.
2007), The Information Security Conceptual Architiee Approach (Oracle, 2011) and The
Dependability model for e-learning systems (Al-Datidb et al. 2010).

The developed framework was then tested by sinmatnd the results analysed to validate its
effectiveness.

Key words: Video conferencing, Web 2.0, ELearning, Elearrfit@ Synchronous ELearning,
security and Synchronous videoconferencing.
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Chapter 1

1.0INTRODUCTION

With the increased demand for higher educationta@dyrowing number of students, institutions
of higher learning are being faced with a new @rajke of availing course content to students
who cannot attend classes physically. In ordechoexe effective remote education, training has
to be approached differently from the traditiongtems. This has given rise to remote learning
programs (Furs-Bowe 1997), the most effective oictvins synchronous ELearnirffamla

2009). This mode of learning relies on synchronadso conferencing for knowledge transfer
and interaction.

However this brings about a new plethora of riské experienced by traditional education
systems (SANS institute 2003). This form of knovgedransfer is heavily dependent on public
communications networks and is exposed to thrdads face users of public networks. The
integration of different applications and intercgglity pose a security challenge since access to
the system is not centralized. This requires awbfit approach to security that ensures the data
is not only secure from outsider tampering but dteon insider mishandling (Bevanda et al.
2009).

1.1  Background of the study

Within higher education, one of the major teachihgllenges has always been helping students
to bridge knowledge with real life practice. Thesaispecially important in applied academic
disciplines including medicine, education, soc@ésce, and engineering where professional
knowledge are constantly being renewed and readateugh real practice (Nicol et al. 2010).
Compared to traditional methods of teaching thatleasize classroom lectures; the deployment
of ELearning has increased the flexibility and efifeeness of teaching and learning by
removing the restrictions of time and space in kieolge delivery and capturing (Nicol et al.
2010).

Video conferencing is one aspect of ELearning émaibles students to access knowledge from
experts in their fields of study without havinge physically in their presence. Students taught
via video conferencing have been found to grasg&ois taught as well as students in a class
(Furs-Bowe 1997).
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There are several security concerns in video centang, namely; physical security of the
endpoints, eavesdropping on the video or audiagof a connection (meeting security),
denial of service attacks, administrative secuatyd malicious “monkey-wrenching” of the
endpoints(Furs-Bowe 1997).

Because of the diversity of the security challengadtidimensional security approaches are
required. But first understanding the motivatiorposible attackers is important.

1. A business competitor or someone within your gany might want to listen into an important
meeting.

2. A competitor might want to launch a denial afveze attack, so that an important
videoconference never takes place.

3. A student that uses videoconferencing to redessteuction at a distance might want to make

the system inoperable in order to avoid havingsctashaving to take a test.

4. A thief might want to steal an endpoint in orttesell it. (SANS institute 2003)

Due to the unique nature of the design of videder@mcing solutions, securing them is specific
to the way the video signals are transmitted. is plaper we will be looking at desktop solutions
using IP networks to communicate with a centraéwidonferencing service provider. The
designed security framework will be compatible vilike International Telecommunications
Union Standardisation Sector (ITU-T) H.323 umbreligrotocols for IP videoconferencing.
The service will be facilitated by three elements:

. Multipoint Control Unit (MCU) that has IP-ISDN tgavay capacity;

. Call routing that allows users to simply dial @tlusers across the network the same way
as making phone calls and Gatekeepers that proaitiadmission control which allows IP
videoconferencing to be managed by user organizattworks.

. A Global Dialling Scheme (GDS), a mechanism thiatks in tandem with the local,
national and international gatekeepers in routeltsc

(Papageorgiou 2001).

In this set up, it is necessary to protect theeatiservices and personal data not only from the
external users of a system, but also from themalassers of a system, including the

development and administrative users (Bevanda €08aD).
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1.2  Definition of key theoretical terms
To create the context of this research, this sedliefines the terms that will be used, among

others; Synchronous ELearning, Video conferendigb 2.0, and ELearning2.0.

A Mode

A model is a way of representing a real or conc@ptomplex system in a tangible form. It is
designed to display the key features and charattayiof the system which is the focus of study,
SO as to be able to predict, modify or control siystem's behavior. It therefore only includes
some, but not all, aspects of the system being lreddé_aw and Kelton 2000).

A security framework

A security framework is a code of practice and @ples that includes process, policy and
procedures used to protect and govern informatienurdtly. A comprehensive security
framework boils down to three familiar basic comeots: people, technology, and process
(Stamp et al. 2007).

ELearning

This is a learningystem based on instructional packets, which dreeded to students over a
network and the assignments are then evaluateldeateacher. (Grossack 2009).

Web 2.0

This refers to the social use of the internet wiag that allows people to work collaboratively,
participate in an active manner in content creafwaducing new knowledge and to share
information online (Grossack 2009)

ELearning 2.0

This is ELearning that places increased emphassooial learning and use of social software.
(Grossack 2009)

Synchronous EL ear ning

This is a mode of ELearning 2.0 thatésl-time, with multiple students online and leddvy
instructor. (Toffler 2012).

Video conferencing

A combination of communication technologies thatkvogether in such a way that allows
people in different geographical locations reaktiom a two-way video and audio streams (PIM
toolkit 2008).

IP Video conferencing: Video conferencing done across the internet usig |

13



1.2.1 Sourcesof problemsin Synchronous EL ear ning Video conferencing

Video conferencing in synchronous ELearning is spsble to challenges faced with main
stream [P video conferencing. It has been seenwhah a new technology is deployed on a
dedicated network to which access is a connectiitim Mmited accessibility, security concerns
are usually minimal. The new technology is con®desecure because its access is controlled.
But it has also been seen in technologies like V@here are new security challenges once
technology moves out into the public networks asdiisible to the global Internet (Frost &
Sullivan 2005).

The challenges can be looked at from two dimensitires technical security challenges of the

providers and the user related security challenges.

For the technical security aspects, the followisgues are paramount as listed by Frost &
Sullivan (2005):
1). Firewalls and NAT Traversal

Firewalls are a mechanism that is used to keepioestpes of traffic out of a network. They are
normally deployed in critical points in a networlrdrastructure, mostly between the public
Internet and an organization's private network etween different offices and the private
network or even between segments of the same erhattvork. In reality, it is very difficult in
the connected environment that exits today to implet a firewall that completely separates
networks. (Frost & Sullivan 2005).

Alot of videoconferencing systems available todag the H.323 protocol for communication.
H.323 has a number of security challenges majoelgabse it requires the opening of a large
number of ports in order to function. (Frost & $tdh 2005).

Network Address Translation (NAT) poses anotheramahallenge for IP videoconferencing.
NAT is a preferred method for allowing a one-to-mamlationship of IP addresses in a
corporate network. NAT is also used to hide thataidootprint of the private network. This

security feature provided by NAT causes a seve@lirity problems for videoconferencing over
IP. Since many IP video conferencing systems useltiPesses for dialling, NAT makes it more
complicated as a video conferencing endpoint ingidenetwork will have a different internal IP
address than it would show by the NAT to the pub&bwvork (Frost & Sullivan 2005).
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2). End Point protection

IP Videoconferencing endpoints are also subjecgrtawing attacks in the form of denial of
service attacks and automated or unsolicited aagibvideo calls. Enterprises are realizing more
and more the importance of protecting the endpaattonly from attacks active attacks but also

from passive attack such as eavesdropping angsipo

To increase the ease management of Video Confegeerid points, some may choose to have
them logically placed outside the firewall. Thisaglice circumvents the issues associated with
H.323 opening many ort and NAT traversal problemisdpens the videoconferencing endpoint

to attack and misuse since it is now visible onitiernet.
3. User related security issues

User related security issues, as listed by Tomas<$3bn (2001) are passive and active attacks.

Some of the passive attacks include;

Unwanted guests, call snooping and recording cdagdnferencing media

It is possible, albeit theoretically possible timaéin H.323 set up, for a third party to snoop a
session and therefore able to record or even teagonference. Also by being able to inspect
data in transit, a snooper is able to silently piconference by simply connecting to an MCU.
This is safer for an attacker as it reduces theahaf detection and being later traced (Janet
2011).

Whereas active attacks, as stated by (Gurmeet Pio@tude:

1). Masquerade Attack: This is an attack wherebg entity pretends to be another entity all
together to gain unauthorized access. This attagklly includes one of the other active attacks.
2). Replay Attack: It involves the capturing of reages being transmitted and retransmitting
them to produce an unwanted effect.

3). Modification of Messages: Some portion of atletate message is altered of messages are
delayed or reordered to produce an unauthorizedteff

4). Denial of Service (DoS) Attack: DoS Attacks vcevhen packets are sent to flood a system

or a video conferencing node .The aim being to thegsystem and consume the bandwidth and
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making it hard to refuse the requests of the aéigakithout also refusing legitimate requests for

service.

1.3 Problem Statement

Whereas there has been an influx of higher learBicgarning programs, enough has not been
done in terms of securing information shared ouehsnteractive platforms. Information on the
Internet is continuously exposed to security treeds a consequence of ELearning having to
depend on the Internet or, specifically, mostlywib applications, the ELearning environment
has also become affected by security threats. (@&tagtal. 2010). Synchronous ELearning
requires active online presence for the partiesnsomcating; meaning exposure to threats is
constant.

Synchronous ELearning uses video conferencingeam#jor tool of knowledge transfer and
such a system is fully online and visible from thiernet while in use. There is therefore need to
secure the system to ensure the integrity of tfeenmation shared on it.

There are several security concerns in synchroBbearning: The system’s integrity,
availability and confidentiality of information, w¢h may lead to serious legal and academic
consequences. The disclosure of sensitive infoomatdr the unauthorized participation in e-
training activities must be prevented. (Grandd,&2@l1). Securing the e-learning environment
requires avoiding the four types of threats; fadtiam, modification, interruption and
interception. Currently, little research has beamduicted to secure the e-learning environment.
Researches in security mainly focus on three nr@asa policy, identity (which refers to access
management) and intellectual property. (Hayaai.€2010). This research seeks to come up
with a wholesome and conclusive security framework/ideo conferencing in synchronous

ELearning.

1.4. Problem Justification

Information Security Management measures usedhier dields of information exchange is not
relevantly flexible when applied to synchronous &ireng video conferencing. As observed by
Hayaati et al. (2010) , due to the dynamic ELeaymilatforms and different user behaviors,
novel ELearning media require a security managemetihodology which can act as a guide in
helping the ELearning provider (institutions) inmaging the information security within the

ELearning environment. A good combination of ISMiaurrent information security
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technology can be used to provide a good secumiyalfor video conferencing in synchronous
ELearning (Hayaati et al. 2010).

As observed by, Khalil et al. (2003), most e-leaginnovations have focused on course
development and delivery, with little or no consateon to privacy and security as required
elements.

The academic integrity of information shared isceypsible to some of the common video
conferencing dangers, namely; a confusing interfaaemakes many conferencing applications
too complicated to use and the fear that privatewdisions shared via the public internet will be
leaked. From literature reviewed, it was seenale encryption protects the data that is on
transit and that users are afraid of online listeraad watchers (Slayden et al, 2007).

Previous studies have shown that barrier to a made-spread adoption of online Education is
the security of such systems (Hayaati et al. 2010).

There is therefore a need for a security framevi@riELearning video conferencing that will
boost the user confidence in the security of syorobwus eLearning and positively impact online
education as a whole.

1.5 Resear ch Aim and Objectives

151 AIm

The main aim of this research is to develop a sgcinamework for synchronous ELearning
video conferencing systems that will be used biitutgons to secure their synchronous
ELearning systems and enable them to design raieeanrity models for their ELearning video

conferencing systems.

1.5.2 The specific objectives of the study:

1. To evaluate the security status of video confereneis used in synchronous ELearning
by higher learning institutions.

2. To analyze the security challenges facing videderemcing in synchronous ELearning
applications in higher education.

3. To design and implement a security framework fatew conferencing in synchronous
ELearning used higher education.

4. To simulate and validate the security framework

17



1.6 Scope

This paper focuses on creating a security frameworkvideo conferencing in synchronous
ELearning in higher education. This is deliberatece video conferencing in synchronous
ELearning is a novel area in higher learning (Hrst2008). Thus the security framework
created will hopefully be replicated with equal sesgs in other areas of video conferencing.
Secondly, synchronous ELearning has been seemr asast effective form of ELearnir{gamla

2009) thus securing it will enhance its effectivene

1.7 Importance of the Research

With the advent of Web 2.0 technologies, educatias become more online than ever before. A
lot of learning is interactive and over a netwoskmaany services and day to day work activity
are executed over networks. As the work place ddmamore interactivity and online
collaboration, the education system needs to respeaoordingly and train students on how to
use such tools since they are required in theweald. As synchronous ELearning becomes
more and more part of higher learning, securing ivvery important and will preserve and
hopefully improve the quality of education offered.

As pointed out by Hayaati et.al (2010), previousigs have shown that barrier to a more wide-
spread adoption of online Education is the secwfityuch systems. By creating a frame work of
securing synchronous video conferencing (VC) systameducation, this research will promote

the adoption of synchronous ELearning as the nféstteve means of online learning.

1.8 Significance of the Study/ Contribution

1. There is a need for security framework for aggilons used in ELearning, students’
information and the platform’s integrity need tofretected. (SANS institute 2003). The
security framework developed by this research fGriN synchronous ELearning can be applied

in other fields of video conferencing.

2. The results of this research will shed moretlmhissues surrounding synchronous VC
enabling institutions providing the service to sedheir VC ELearning platforms.

3. The simulated security framework will help highearning institutions make informed
security policies for synchronous ELearning andidkeon the security measures to take. Since

simulation can improve education effectiveness lalg to develop the art of decision -making.
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Simulation can be used as a facilitator of commatmg ideas up and down within the
organization (Greasley 2004)

4. With the validation of the security frameworkcan be used as a tool to advice institutions
offering ELearning VC service on how to do it sedyrand also expose any flaws in the systems
currently in use. System Dynamics models help weustand the relationship between behavior
patterns and the design of a system. Problemsecetat a system’s behavior can therefore be
resolved by altering the system design as obsdyyddarquez and Blanchar (2004).

5. Previous studies have shown that barrier to eemide-spread adoption of online Education
is the security concern of such systems (Hayaatle®010). The success of this security
framework will boost the confidence of users offsisystems resulting in a more widespread

adoption of online education, specifically synchoos video conferencing.
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Chapter 2

20LITERATURE REVIEW

2.1 Introduction
In this chapter the researcher reviewed literatome ELearning, Synchronous VC, system

simulation and information security models and \&Cwsity vulnerabilities. This was of essence
in developing a framework that evaluates vulneriadsl of synchronous VC security and

provides a way of securing synchronous ELearniagfgims.

2.2 Review of relevant video conferencing security solutions
The researcher in this section presents securigyeladhat are relevant to synchronous VC and

have been used to secure VC systems.

i). Criticom’s solution
a). The DI-366 Optical Dialing Isolator

This solution is tested up to a TEMPEST Level 1 @né certified optical dial isolator that
enables secure endpoint to endpoint dialling isstfeed environments. It provides the required
isolation for a classified environment for isolatiof between the red side (codec) and the black
side (IMUX).The solution is considered secure bseawuting the dialling signals through this
optical coupler, since there is no contact whatsodwetween the codec and the IMUX.
(Wainhouse Research, 2004).

It gives end-users the option of being able to H@th secure and non-secure videoconference
calls from the user interface greatly easing thairy of video calls. This solution is only
manufactured in the US to ensure there is no comiging of security guidelines. The DI-366
can be used independently or together with othé&ic@m's products. (Wainhouse Research,
2004).

This is a proprietary solution, available in the /8y and certified by US’ standards. The cost

of set up is considerably high.
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(b). The ISEC-STS Secure Teleconferencing System

The ISEC-STS was the first secure/non-secure RS$3836d videoconferencing solution to be
TEMPEST tested and certified. Each ISEC-STS systsnlisted by (Wainhouse Research
2004),include:

» A comprehensive TANDBERG codec

* A variety of display screens

* A Criticom's ISEC-320 switch

* A Criticom's DI-366 optical dialing isolator
* An Integrated multiplexor

» Special furniture for housing the equipment

This solution still requires the addition of an gqtion device (KIV-7 or KIV-19), for users to
videoconference. It can also be used with other elitryptors for secure, IP-based

videoconferencing (Wainhouse Research, 2004).

This was a solution targeting the US Governmengsnaies and was still proprietary and

requiring a high investment. A cheaper and easi@nplement solution is required.
(ii). One space solution

This is Hp created concept of having an integrateer friendly user interface. It enables all
users in different connected locations to enjoystume experience in terms of the user interface:
the same view of and control over the user intetfathe user interface is simple with no
submenus and private information cannot be accesgbdut the necessary authorisation. All
icons are pictorial and represent common objeasdoin and around the conference room
(Slayden et al, 2007).

This solution is focused on a centralized systemeralparticipants to the meeting are in known

geographical locations such as different officekh@ugh it addresses the user's need to be
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confident of the system’s security, the securitjuson needed for synchronous video

conferencing needs to be decentralized due togheeof its implementation.
a). State of the art of video conferencing security in Synchronous EL ear ning

The adoption of e-learning technologies in highsraation has shown a commendable increase
in the use of technology. A research was done &on@xe the status of e-learning in African
Universities, based on 358 responses from 25 Afrazauntries. It showed that 174 respondents
(49%) had used a learning management system (ffd$@aching in the previous 12 months
while 185 respondents (52%) had interracted withM® in a learning environment (Unwin et
al., 2010). This shows the uptake of ELearninginca is at encouraging levels, thus there is
therefore need to create a way of securing sudemsgsand consequently encouraging more
uptakes.

In tertiary education, one of the biggest challenigeteaching for a long time has always been
how to help students connect the knowledge acquirethss with real life practice. This is
especially important in many applied academic gigees including medicine, education, social
science and engineering where there is a condtange in the knowledge base as a result of
practice and innovation (Nicol et al. 2010).

New web 2.0 applications have been seen to prandevenue to facilitate e-learning, but this
has been with new security risks that were notdekperienced earlier. Mainstream research
has for long only focused on technical solutiomsl-aincreasingly—pedagogical issues but
privacy and security have not yet been adequatilyessed, as observed by Weippl and Eber in
2008. They put forth several valid concerns, stptirat there are three potential risks: First the
complexity of the applications can result in vubdalities in design and coding errors. Secondly
plagiarism is hard to detect since there can baawy sources not acknowledged and finally
publicly owned ELearning platforms may risk stugemirivacy by exposing their personal
information and privacy to the public.

The exposure is not just to the student, but alsthé tutor and the institution offering the e-
learning course and the platform being used.

Effective teaching needs constant feedback from s$tudent and numerous interaction
opportunities (Ebner, 2007). Since conducting sachlass requires the tutor to be online,

exposure to security risks is inevitable.

22



For the institutions offering ELearning courseg ithitial infrastructural investment may be
quite high and outsourcing the service can be asenviable option as a survey by the Columbia
University (2010) noted. This means that the datasferred, stored and processed on such
platforms are not controlled by the institutionasfhg the ELearning course. The main risk
comes from the fact that students and teachersnotaye entirely aware that their institution
does not control these services. The can servelseated in a different countries and therefore
privacy laws may differ.
In addition, as most Web applications are mostiit lag three-tier architecture and this results in
typical security weaknesses such as invalid inplack of server side checks, and excessive
privileges. These can expose an institution to msgaourity risks.
It is notable therefore that there is a need toesiithe security of synchronous ELearning. This
is primarily because the security challenges fdgeguch programs are unique and different
from the mainstream security threats. Researchaded to explore security and privacy of
information issues in new learning media in edwraf{Maleko, 2011).
Sadly, although new teaching technologies have bdepted in ELearning, such as
synchronous VC, much has not been done to ensaiigetturity of such systems.
There are several security concerns in synchroBbearning: The system’s integrity,
availability and confidentiality of information, w¢h may lead to serious legal and academic
consequences. The disclosure of sensitive infoomatdr the unauthorized participation in e-
training activities must be prevented. (Grandd.€2@il1).

b). State of Practice of synchronous video conferencing security in EL earning.
Today, e-learning mainly takes the form of onlimeirses offered by colleges and universities.
As a consequence, the dominant learning techn@agloyed today is a type of system that
organizes and delivers online courses; the leammagagement system (LMS), Downes ,
(2005). In general, content is traditionally instinnodel and availed either exclusively online or
together with normal teaching classes to cohorwafents, led by a lecturer, following a
specific teaching plan to be completed at an ayrsatl pace also known as asynchronous
ELearning (Toffler, 2012).
VC is a promising state of art technology that @mes the synchronous distance learning
experience. Synchronous VC is seen as the mostigfeand practical way of delivering

ELearning 2.0 courses, because it allows facede-f@eraction. Information is richest when it
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is delivered face-to-face because you see the spsdlody language, hear the tone of voice and
natural language is used (Kamla, 2009).

Although the effectiveness of synchronous videoemnicing in ELearning 2.0 is undeniable,
security issues such as authentication, fast synoregtcryption and secure key exchange are
almost completely neglected, this is risky sincausiy is very important in ensuring private

sessions are confidential, and billing. (Geyer ¥rels, 1998).

While a lot of effort in the e-learning domain heeen put into modern infrastructure and content

delivery, major security issues have not been defitly addressed (Webber et al. 2007).

The recent terrorist activities and the global ®oun security have increased the interest in
secure videoconferencing. The market has been ddedrby legacy videoconferencing security
solutions were inconvenient, complex and quite axpe, requiring dedicated networks and
heavy infrastructural investments, such as Critisd®EC. (Waine house research, 2004).

The proprietary solutions cannot serve well in &ed&ning setting because of the inflexibility
and high infrastructural investment required.

Other solutions involving SIP and H.323 protocold@een seen to be more appropriate for
synchronous VC for ELearning due to their flexiyiliThe two solutions still have their
shortfalls. Without any security provisions, thesseges in both protocols face the risk of being
intercepted, modified, dropped or duplicated. Thei@us solution is to apply security
mechanisms to ensure integrity, privacy and noerarice of the messages (Papageorgiou,
2001).

Video conferencing can be shown to offer severalaathges in the delivery of distance
education, it is equally clear that the chanceealizing the potential is greatly enhanced if the
implementation process is preceded by very camdéisign, paying due attention to ensuring
selection of optimal systems, as these relate tth muipment and transmission media
(Dallas,2010 ). There is need for a framework teuea careful implementation of video
conferencing security.

This research seeks to develop a security framethatkwill address these issues.
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Chapter 3

METHODOLOGY

3.0 Introduction
This section focuses on the methods that will ke design the security framework, and ways

collect and analyze data to validate it. Researethadology is defined as the general approach
to the research process, beginning from the hypotigroundwork of the research approach to
the gathering and analysis of data (Collis, 2008 methodological approach selected for this
research is literature review, data analysis ameulsition. This research shall rely on the

following guidelines;

» Review and analysis of current synchronous VC s$igcliterature, including vulnerability
models, ISM models and security practices.

* Conduct an analysis of the effectiveness of eachhwodelogy, vis-a-vis the ideal
framework.

» Design a security framework covering all the mogiherable areas of synchronous VC
security in education.

« Simulate the functionality of the developed framewand provide the results.

* Provide recommendations and implications of theettged framework on synchronous
video conferencing security in education.

3.1 Review of recent resear ch methodologies used in el ear ning

Several researchers have done work in the fieltlefrning using different approaches. Mixed

methods have been applied in designing a modeldoption of social networked learning,

comprising okurvey and interviews was adopted in the colleabibdata for building the model

(Maleko et al. 2011).

Another approach used a combination of contentyaisadnd semi-structured interviews to

collect data (Lwonga 2012).

In the above cases, a quantitative approach ld#tetgoals of the research being achieved with

valid data acquired.
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For this research, qualitative methods will be usé&ath more research needs to be undertaken

to accomplish best practicesin the implementation of security by using a combination qualitative
and quantitative research (Dr. Malik 2011)

Three qualitative models will be examined; the infation Security Conceptual Architecture
Approach (Oracle, 2011), The Conceptual model tmusity Outsourcing (Samarasinghe et.al.
2007) and The Dependability model for e-learningtsmns (Al-Dahoud et.al. 2010). These
methods and others will be analyzed to come up avgbcurity framework for VC in
synchronous ELearning.

The developed framework will also theoreticallyibirmed by the Technology Acceptance
theory(Venkatesh et al, 2003) and the information seguniaturity model (Dr. Malik 2011).

A simulation of the developed framework will be @édi establish its effectiveness and verify its
attributes.

3.1.1 ELearning Video conferencing security models

At present, information security technology, hardevand software have been used in order to
secure the e-learning environment (Najwa et al020This section will examine the information
technology approaches used in securing elLearningomments such as synchronous video

conferencing.

3.1.2 TheInformation Security Conceptual Architecture Approach

The Information Security Conceptual Architecturepfgach (Oracle, 2011) lists several access
control areas of consideration when designing médfon security control architectures;
1 Confidentiality

1 Integrity

1 Availability

"1 User Management

"1 Network Security

"1 Key Management

1 Security Management

"1 Governance

1 Risk

"1 Regulation
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Figure 1: Oracle Information Security Conceptuatiitrecture, 2008

The model is positioned as an outline of the bogddlocks required when considering the topic
of Information Security, but is by no means an ewtiae list of the controls, frameworks or
challenges related to Information Security in gahand specifically in synchronous ELearning

video conferencing.

It discusses the importance of providing an endftd; deep defence across an organization’s
Information Security architecture with practicaliqgs to check ensuring business and IT

requirements for control as well as enabling trganisation to meet their desired goals.
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This is a good security model for a standaloneesysin a dedicated network that is only
accessed through the fixed terminals; it does mbtiggo consideration remote access across a

public network, outsourcing or hosted services.

3.1.3 The Conceptual model for Security Outsourcing
The Conceptual model for Security Outsourcing byn&asinghe et al., 2007, is a model that
can be used in making security management and wuteg decisions. It outlines several

considerations;

The first step is to decide whether there is reallpeed to outsource IT security or not, the
second steps is to select a chosen Security SeRigeider (SSP) that meets the required
specifications. The third step is to prepare a iBerkevel Agreement (SLA) that covers areas of
performance and expected levels performance. Thehfcstep is to implement the security
outsourcing and finally the last step is to monttoe Security Service Provider’s (SSP) delivery

of service.

This model provides a concise overview of the $testep process involved in outsourcing IT
security and identifiable key steps. The model loarused to guide an organisation through the
process of outsourcing IT security. It gives thiorale of security outsourcing by dividing the

key steps into sub processes and explains howotieeptual model addresses each.

Since the security of VC in synchronous ELearnimgy require the services of an external
security service provider, a good security framdéwir the system should also consider the
option of outsourcing. An effective security frammw for synchronous VC must have both

aspects of a self-hosted and outsourced security.

3.1.4 E-learning Dependability model

Another model of interest, The Dependability mofitel e-learning systems (Al-Dahoud et al.
2010) was also examinedhis model presents dependability aspects of aameting system as
the availability, interoperability, usability, stéty, scalability and security of software and

hardware components of e-learning systems. Itsoagiffropose the business continuity of an e-
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learning system as a major dependability factorhakdware high availability approach was

presented and ways of monitoring the underlyingises were outlined.

The authors presented an inexpensive yet intemdilearning platform for reliable online

lectures creation, which assures lectures deliverg timely manner as would be desired by

students to make ELearning more convenient and efticeent.

Dependability is a crucial aspect of any novel neay system, and the developed framework

must ensure dependability.

3.2 The proposed framework for synchronousVC security in ELearning
The developed framework considers that the ingtitubffering the VC service can either host

the service and students access it remotely oinitgution can provide the information/content

and outsource the service.

3.3 Characteristics of the developed framewor k

The developed ELearning video conferencing sectngyework will cover the following security areas

of a video conferencing system;

Security area

Control areas

Factor s affecting security

Policies and

procedures

Access control

Authentication and Authorization of onsite users
Remote access for off-site users — Passwords gitdldi
certificates.

Physical access security control

High level IT security e.g. Firewalls and databas
security systems.

User management

Differentiatec users and access rigl

System access for information use
System access for Information Production
System access for information management

Identity management

Policies : Managed by the ACL
Identity classification

ACL management

Security policy actualization

Cryptograph

Maintaining the confidentiality of information thugh
encryption.
Maintaining the integrity of Information by digitalgning

a. Availability
b. Usability
c. Scalability

Legal and regulatory requirements.
External commercial relationships(interoperability)
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Dependability d. Interoperabilit « Internal organizational factors

e. Stability » SLA agreements and checks
f. Security. » System capacity
Outsourcing Decisic » Decision: outsource or not

o Decide the services to outsource
» Select appropriate SSP.
 Create an SLA for the SSP
* Roll out the service
e SSP performance monitoring.

Auditing and Monitoring * Information Access
Risk Management « Policy Administration
» User Administration
 Information storage

Table 1: Characteristics of the Framework

3.4 How the specific objectives wer e achieved
The specific objectives are listed below and teghes that were used to achieve them are laid

out as follows:-

* To Identify shortcomings with the current modeledith securing ELearning systems

* To identify key variables for inclusion in the déweed security framework

* To develop a synchronous ELearning security frammkvior use as a decision support
tool by service providers.

» To validate the model by simulation

* To make recommendations to the vulnerable usersamite providers

3.5 The developed framework
Existing literature was reviewed including techhipapers, electronic journals, and reports to

establish how VC systems are secured and the \alliiies associated with the methods used.
After examination of the key areas of concernnapse framework was developed that addressed
the major security concerns of synchronous ELegrki@, namely;

1. Security of the users — Identity, informatiorargdd/generated, privacy of the sessions and

encryption of their passwords
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2. System security — Endpoint security; Access wasss, user right management, data

encryption, simple user interface and capacityast A big number of simultaneous users.
3. Security of data — Encryption of transmittedadatd encryption of stored data.

3.5.1 Identifying Variables
The variables used in the simulated framework vgertten from reviewing of literature on VC

security and focused by the researcher to servartgeof synchronous eLearning. They include;

1. Ease of use for the user interface and simplicit
2. Passwords for the users and the strength ofetlpasswords, storage of the passwords

(hashing).
3. Encryption of user data, both during generaticansmission and storage
4. Number of ports required to be open througHfiteevall.

3.5.2 Validation

The variables were then weighted and simulatedguSMiATLAB R2009a neural networks
module. The researcher believes the simulatioriteesere valid, as asserted by Law and Kelton
(1991). Law and Kelton stated that a model is vélithe decisions made with the model are
similar to those that would be made by physicakgegimenting with the system it models. They
also asserted that a model is credible when italation and results are accepted by the relevant

body and the system’s users as being valid, atietisused as a tool in decision making.

The simulated framework will able to show the mesture of several VC solutions that will be

analyzed by it.

31



Chapter 4

THE CONCEPTUAL FRAMEWORK

4.1 Scope
The research focused on the analysis of Synchro¥@usecurity mechanisms and the efficient
ways to dynamically determine the security of a $&tem. Open source VC solutions were
examined using a software simulation tool due sodbnstraints of time, unavailability of local
educational video conferencing implementations emst. It also examined the various factors

that can be used to determine how secure a VCicolist

All the above findings were used to derive VC segurariables which were then tested and
validated through simulation. The period of studypsidered is 2011 to 2013.

4.2 Definition of Data Types
The primary data used in this research was souirced technical data of the open source
software’s examined. A number of key variables wexamined, from encryption, password
hashing, number of open ports required, and siitylaf the user interface among others. All

these variables were derived from relevant litemtaview.

4.3 Conceptual Framework
A conceptual Framework in form of a diagram is esginted below in a way that explains the set
up and operation of a secure VC solution for a Bymrwous ELearning scenario. The conceptual
framework depicts a synchronous VC system impleatenising the developed security

framework. Showing how the different aspects indera
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The above conceptual framework depicts four mammanents; with encryption being at the

center of the whole system. The VC’s system secisidetermined by the following steps as

depicted in the above diagram:

1. The VC endpoint is accessed through an applicaover, and the data is encrypted.

2. Access to the data is only allowed to users whassetity has been verified.

3. There is a user identity management system th#tegethe identity of users allowed on

the system and a mechanism of securely storingdagar

4. There is a provision to outsource this service, andy of managing the security service

provider through SLA agreements and auditing.

5. Stored information is encrypted and access reglilate
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The conceptual model presented a useful founddtiodeveloping a simulation model of the

synchronous VC framework created. Variables of eaththe components, weighed and

correlated to the required level of functionalitgne used for the simulation.

The most key variables were selected for the sestaredard framework design. The variables
were then ranked and weighted as per their relathmortance and effect on a VC system’s
security.

Below is the list of key variables;

Variables

User log in Passwords :Allowed characters
Passwords :Required to Join a Conference
User interface : Simplicity in design

User interface : Ease of use

Secure Key exchange

P/w hashing

SSL traffic

Varying IP for different calls

Video and audio encryption

Number of open ports

OO |IN|O U~ WINIF

-

Table 2: Secure VC Variables
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Chapter 5

IMPLIMENTATION

5.0 Introduction
Although detailed implementation of a synchrono dystem are inherently determined by the

developer or the institutions offering the syncloes VC ELearning learning, the security

considerations can be examined by checking on sp@efic variables.

5.1 How the specific obj ectives wer e achieved
The specific objectives are listed below and teghes that were used to achieve them are laid

out as follows:-

1. To evaluate the security status of VC as used imclspnous ELearning in higher
learning institutions.
Literature was reviewed on the current securitytsahs used in synchronous VC by institutions
of higher learning. It was realized that the solns were specific to the specifications of the
mode of VC used.
2. To analyze the security challenges facing videderencing in synchronous ELearning
applications in higher education.
Again literature was reviewed on the security téghes used in securing synchronous VC
solutions and the key challenges and variablednote
3. To design and implement a security framework for MGynchronous ELearning used
higher education.
A security framework was designed from literatuegiew and evaluation of current IS models
used in securing synchronous VC solutions.
4. To simulate the security framework
Using variables derived from literature review rawation was done for the developed security
framework.

5.1 Shortcomings with the current approaches
Throughout the reviewed literature, the researdistnot come across a comprehensive security

framework for VC in synchronous ELearning. The 8Rg models and approaches were
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evaluated by the researcher to come up with a ggdusamework for VC in synchronous

ELearning.

Most of the research reviewed by the researchérerarea of synchronous ELearning had been
done primarily through qualitative approaches; thsearch however, chose a quantitative
approach. This was deliberate as and as mentionu.tMalik F., (2011) who stated that;

Much more research needs to be undertaken to adishrbpst practices in the implementation

of security by using a combination qualitative ajdntitative research (Dr. Malik F. 2011).

5.2 Proposed approach
The researcher proposed a focused approach to 8M@ityein synchronous ELearning, starting

with identifying areas of risk and dealing with thek by either accepting , transferring it (by

outsourcing) or reducing the risk.

The researcher identified variables in synchronéGsin ELearning security and developed a
weighted matrix of analyzing them in a system. Hecpeded to use the developed weighting
framework to analyze the security of existing omEurce VC solutions using MATLAB'’s

R2009a neural networks module.
The results of the simulation were then discussed.

5.3 Identified Variables
Several variables were identified. Since most V@tfptms are commercial, the cost of an

institution developing its own system was high caneg to using commercial or open source
solutions. For this reason, several open souragisnt were examined, and their security levels

evaluated.

The variables were picked from the different arafaisiterest in the VC security considering the

way their interact and affect each other.
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System security

Access passwords, simple user interface, number of open ports and capacity to host a large number of simultaneous

users.

Security of data

Encryption of transmitted data and encryption of stored data. Secure key exchange.

Security of the users

User rights management, Identity management, strong passwords and hashing of password data.

Figure 3: ldentification of variables

5.3.1 Definition of Variables

Through literature review, it was noted that a geedurity frame work for a given system
depended on three main factors; people, policiesmocedures and technology (Khalid et.al
2007).

Policies and procedures dictate the usage of teeesy access parameters and controls. The
different kinds of users are a factor, wherebycsttategorization and access rights regulation
are required. The technology used, dictates theevabilities, either inherent of the standard it is

based on or product/provider specific.

Considering that policies and procedures are org#innal factors, this research sought to focus
exclusively on the security variables that are pobcbr provider specific, since these are the
major concerns in securing a VC system in synchuseril_earning.
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The key identified variables, as pointed out by iBedet al. (1998) are;

1. Secure key exchange

2. Symmetric encryption

3. Authentication.

Weippl and Eber (2008) put forth several valid ames; among them the complexity of the
applications can result in vulnerabilities in desand coding errors. Therefore another factor to
consider is the simplicity of the VC solution.

In a synchronous VC this set up, it is necessapratect the, services, content and personal data
not only from the users who access the system fyatside, but also from internal users of a
system such as the development and administragixspnel (Bevanda et al. 2009). The use of
passwords and hashing the password data can béoudedhis.

These control areas could be broken down to sormesumable variable, such as the password
strength, encryption type, password hashing, soitplof the user interface etc.

The scale was from 0 to 5, 5 being most securélted scale.

(i) Target variables

Secure standard
Variables weighted value

User log in Passwords :Allowed characters 5
Passwords :Required to Join a Conference 5
User interface : Simplicity in design 5
User interface : Ease of use
Secure Key exchange

P/w hashing

SSil traffic

Varying IP for different calls
Video and audio encryption
10 | Number of open ports

OO |IN|O |0~ WIN| P

gaojoor oo

Table 3: Target Variables

The target variables are the weighted from liteeateview and a standard established for the
developed framework. The variables for the evatliafgen source VC solutions were measured

against the developed framework’s standard.
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(i)Input variables

Hear
Variables Skype | Tynychat | Me 00V00
1 | User log in Passwords :Types characters 4 2 1 1
Passwords :Required to Join a
2 | Conference { 5 0 0
3 | User interface : Simplicity in design 3 4 3 3
4 | User interface : Ease of use 3 4 3 2
5| Secure Key exchange 5 5 5 0
6 | P/w hashing 5 5 5 0
7 | SSl traffic 5 5 5 0
8 | Varying IP for different calls 0 0 1 0
9 | Video and audio encryption 4 5 4 0
10 | Number of open ports il 3 2 2

Table 4: Input variables

The input variables were derived from the technilzd& of the open source VC solutions being
evaluated and weighted against rating of a sec@@3ing the target standard of the developed

framework.
Data on the number of open ports was acquired frenport scan website.

5.3.2 Simulation of the M odd

The variables were modeled and simulated with MABLRR2009A, using its neural networks
module. MATLAB was selected because of its usefotioles for computer technical data
analysis and simulation. The neural networks toolvas selected because of the ability of
neural networks to be trained to compare an inpatgiven target until the network matches the

target. The neural network can be trained to belraaecertain way consistently.

In this case, our target is the developed secftratmework and the variables being fed in to the
neural network are the weighted values from thelsgonous VC systems being evaluated. The

neural network was effectively trained and was ablmodel the security framework.
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Figure 4: A neural network

The neural network was able to effectively matahitiput variables to the target framework for
all the variables for each open source Video Cemfeing solution. The result was out put on a
chart that was easy to interpret and thus make&elon the most secure open source
synchronous VC solution.

5.3.4 Simulation Model Development

The simulation tool of choice used in the impleragioh of this thesis is Artificial Neural
Networks (ANN). MATLAB R2009a was selected as timawgation software of choice because
it has been widely used develop valid electronidet® In MATLAB, one of the toolboxes
ANN was used. This was because ANN provides an ¢éasyse interface that effectively
displays complex interaction of variables in anyets understand manner. One is able to
observe from the interactive graphical user int&féhe quantitative interaction of variables
within a system (Hagan and Demuth 2013). The gcapbhiser interface can be used to describe

and analyze very complex mathematical systems.
ANN was the best suitable simulation module beeadghe following reasons;

0] It expresses all the variables into cause andteféationship. This is necessary because
we are examining several variables that affecstwirity of a VC system.

(i) ANN gives a solution to the vulnerabilities by armahg each VC solution by identifying
the origin of the vulnerability, and how it relategh the other variables.

(i)  ANN enables the vulnerabilities of different VCsggms to be examined against a set

standard, the developed framework, thus determithiay security.
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5.4 Validation
The researcher was able to develop a frameworlkntastsuccessfully used to analyze a number

VC software and rank them in terms of security.sTWas done using the individual system’s

technical data. The ranking was plotted graphically

According to Law and Kelton (1991), a model is galvhen decisions made with the model
should are the same as those that would be magéysically experimenting with the system

being modeled.

The developed framework can be said to be validesih gave the correct ranking that could

have been obtained by analyzing security datadif egstem.
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Chapter 6

DISCUSSION, CONCLUSIONS AND RECOMMENDATIONS

6.0 Overview
In this chapter the researcher looks at how theables of the research satisfied through
modeling and simulation. The findings and the fioahtributions of the thesis to synchronous

VC in ELearning are examined. Conclusions and resendations are also given.

6.1 ANN Modelling and training.
.ﬂ MNeural MNetwork Training {r‘rr‘l—traintc:cl}_ Iil—%

PMeural Metwork

It

Algorithms

Training: Scaled Conjugate Gradient (traimsoco)
Perforrmance: Pdean Squared Error (rmise) II
Dhata Diwision: Randomrm (diwidera 13
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[ ]
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Figure 5: Training of ANN with input variables.

The ANN was trained to correctly model the inputiafales. After 28 iterations and 6 validation

checks, the ANN was able to match the input vagisbb the target variables.
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Figure 6: Best Validation Performance for the ANN.

The network performance improved after 10 epodtesnetwork training performed best at the
22nd epoch. This indicates that after trainingrtevork it was able to give the correct feedback

following the repeated iterations during the tragi

Figure 7: Confusion Matrix for the performance foé tANN
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The network produced the right output at 62.5% witres target from the input as opposed to the
37.5% tendency of producing the wrong output. Bhisws that with training the ANN is able to
predict whether a VC synchronous solution is setorenot secured.

The ANN produced the correct output after the gikerations and allowed the researcher to
infer that with a given number of iterations, givie right input and correct variables it is

possible analyze and even develop a secure SyrasdfC solution for ELearning.

INPUT “ARIABLES FEATURES OF CHAT SOFTWARES

12

1o T

] Skype
:|Tynychat
[ JHear Me
oo

input wariables

Types of chat softwares

Figure 3: Modeled VC software solutions ranking

The developed model was able to effectively evaldiferent open source VC platforms’
vulnerabilities. The technical data of four VC d@us were examined. The result of the

simulation was an easy to understand 3D rankinghgca

The security ranking of the four showed Tinychatheesmost secure solution, followed by

Skype, Hear Me and finally Oovoo.
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6.2 Discussion

The researcher achieved the objectives of the stgthg a number of techniques. Identification
of vulnerabilities with the current VC security nse@es in ELearning and open source video

conferencing software were examined and the vasal$ed in the simulation model.

Three security models were investigated, takindoimraccount the accuracy, focus, non-bias,
inclusiveness, and ease of use. The strength acas fof each model was reconciled to

synchronous VC in ELearning and a framework deedop

Through the developed framework, the problem statgnwas overcome by results of the

simulated model.

The developed framework was able to effectivelyleat® the security aspects of several VC
open source solutions and yield a simple mechawischoosing a synchronous VC software

solution for an institution.

6.2.1 Limitations
The research was done primarily on technical datailwed from literature review of the
evaluated open source software. There is needtteefuexamine the performance of the

developed framework on proprietary and commergiatsronous VC solutions.
6.3 Conclusion

The framework was able to effectively identify test secure synchronous VC solution
through simulation. It can therefore serve decisawi to help institutions in selecting or

developing secure synchronous Video conferencinggliling programs.

6.3.1 Recommendations for policy makers
With the simulations’ results, it was notable tHas solution was primarily technical and for it

to be effectively used by an institution, it woustjuire several policy considerations to be made;

» Develop comprehensive policy on the access andfude VC platform. This is because
security of any system is not merely technical dutolistic view of a system. Policies

define parameters and interactions of key playeessystem. A good security framework
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for a given system depends on three main facta@sple, policies and procedures and
technology (Khalid et.al 2007).

Perform comprehensive security assessments pallyd{cegular/random intervals). As
with many matters security, loop holes are discedarven in systems that were initially
seen as impregnable. Regular checks are imporiace & is important to protect the
system and the data on it from both external ueém®s system and the internal users,

including the development and administrative pengb(Bevanda et al. 2009).

Train users in computer security awareness and askociated with online applications.
From literature review, it was seen that one ofrttagor security breaches were caused

by improper use of the synchronous VC systems.

Establish a security and technical approval progess to deploying VC program.
Video conferencing is a technology use in educatmay require approval from
regulators of the education sector.

Establish a strong SLA with the choice providettlt# service if it is outsourced, and if
an open source solution is opted for, a propersassent of the required security features
must be evaluated for the best suited solutioretedbected.

6.3.2 Technical Considerations

The solution requiring the least number of porterops best. The fewer the number of
ports, the harder it is to exploit the system.(i%ah Whitepaper, 2005)

Encryption of passwords and the streaming mediaetsessary. Transmitted data and
stored information should always be encrypted tevemt unauthorized access.
Encryption protects the data being transmitteday(@n et al. 2007).

Turn off VC endpoints when not in use. Leaving aridfs on after use provides an easy

loophole for security breaches. Endpoints accessldlalso be regulated by passwords.

Ensure all default passwords for the endpointscheenged and auto answer is disabled.
Failure to change default passwords can resulikpdogation by malicious parties and
unauthorized access to a synchronous VC systems.
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» Applications with the ability to be embedded ortte provider's website are more secure.
Ease of use being one of the factors that make @l&tfrm more secure, embedding it
to a website, without having the requirement of dimading the application, ensures

control of the system remains only with the syndorgs VC service provider.

» Users to ensure the use of secure passwords angooina access to be controlled by
pre-shared passwords. Virtual class attendancddsheuwegulated by unique pre-shared

passwords to lock out intruders.

» Stored data of conference record should be enatygoid access password regulated. All
data on a VC system should be encrypted to pratdobm exploitation even if it is
intercepted on an unauthorized access is done.sAdwethe data must be controlled

centrally.

» The best solution must have a secure way of kehange and digital certificates for
authentication of users. To ensure information estham a synchronous VC platform is
secure, the initial connection must be tamper pimofensuring secure key exchange
(Rudiger et al. 1998).

This research only sampled open source solutibesefore further research can be conducted in
institutionally approved ELearning VC solutions apbprietary solutions to further test and
develop the security framework. There is still macbre to be done in this novel area, including

developing a comprehensive security model for syorabus ELearning VC.
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