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ABSTRACT

In today’s technology many institutions and bustnesmmunities have embrace computer network
connections to facilitate communication and shadhgvailable resources as means of exchanging
electronic information locally and externally witither network. Wirelesdevices in a network are
used to detect any intrusion and director types techecking effect of attaqiCarl, 2004). Network
security devices/software like snort, firewall edce installed as the first step of securing netaor
after the implementation of any networ®nort IDS is a security tool and an intrusion dibec
system, capable of performing network real-timeadaaffic analysis and also data packet logs on IP
networks(Caruso, 2007). Snort IDS software uses defined rules and polimesheck each packet
reaching to its network interface card in any catioa.

Despite the usage of this software in securitynibigvork there are a lot of intrusion and attack int
private networks even with the implementation sigdools. Organizations, institutions and other
network implementers therefore are not certain thair networks are truly protected due to
external attacks and intrusions subject to thenplémentation of firewall and snort software will
help to monitor, detect, observe and examine apdrreany intrusion and attack to the network
either known or unknown attacks. To achieve thisframework implementation of Wireless
Network in Intrusion Detection system (WIDS) withiretwork perimeter to examine SNORT
operation in detecting any attack and intrusionsed. The technology which can be implemented
here is WIDS used for detecting inappropriate, irexi, or anomalies activity on a network. WIDS
are suitable for any types of organization for ecting the networks and associated devices
systems.

The main objective for this research writing iset@amine snort operations using intrusion detection
systems (IDS)Judy (2002), IDS identifies any attacks and protects the sysigainst attack, threats,
misuse and Denial of Service in computer netwdike framework developed will examine the IDS
software operations to monitor any anomalies withi& network. To achieve this objective, IDS
will be implemented on a network to examine itsragiens to determine their shortcomings in

protecting the network.
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CHAPTER ONE

1.1INTRODUCTION
With the development of new network technologied applications, network attacks are

greatly increasing both in number and severity amape network. Every enterprise using
communication devices nowadays it is very importamtmaintain a high level degree
security to ensure safe and trusted communicatitmmand outside the organization. These
organizations are not sure of their data secuntyntrusions from un trusted public network.
Intrusion detection is of significant in many ajpglions in detecting malicious or
unexpected intruder(s) into the private network (¢/2013).

The purpose of data security in a network is taused from external network intrusion that
leads to anomalies within the network communicathetwork Intrusion detection systems
contain essential components used for securingamnktthirough detects these attacks before
they widespread and damage the internal networkshaRl, 2000). Intrusion Detection
System plays vital roles in detecting differentdgnof attacks and securing the internal
networks

An intrusion into a network is any successful vilmia of a network’s security set policy that
is already in place (Zhoet al, 2005) [26]. Intrusion detection tools are useaddress any
problems that are associated with the DoS attaetls as death of Ping, flood attack, SYN
attacks, smurf attack etc. NIDS software are usedetect, identify, assesses and report
authorized/unauthorized traffic and approved neftvamtivities so that appropriate measures
can be put into place to prevent and detect anyadarn the private network (Abdelhalim,
2010). The Network Intrusion Detection System (NJB8ch as snort or firewall software
are used to keep track of IDS functionality aneetiiveness based on IDS policies and rules

set for network security implementation.



1.2 Background

The intrusion detection systems are used to betalbdetect and prevent any intrusion or
attacks from un trusted network. Several intrustttection tools are used to monitor
network operations based on set rules and policies.

Akinwale (2004) Snort Intrusion Detection Systeme aystems that have the ability

capability and to detect any intrusion from botlvgte and public network on computer data
and undertake appropriate measures to eliminata.tii@ese tools include Snort, firewall,

suricata, BASE, Nice, Sguil, which are used to cleéed prevents any network intrusion in

most cases denial of service to legitimate users.

The framework examines the snort IDS which is & fopen source network intrusion

detection and prevention system, developed by Nd&besch (1998). Firewall and Snort

IDS runs on windows and linux implementation enmirent. Through the use of protocol

analysis, data content searching, and various qeepsors devices IDS can detects
thousands of worms, port scans, vulnerability, ex@ttempts and other suspicious behavior

on the network from other networks.

1.3 Problem Statement

Any anomaly intrusion detection system are impdrtam current network security
framework but network security devices are stilable to detect high rate of false alarms
triggered off by both external and internal attrsk

Wireless networks still pose a number of unresoldteallenges and optimization problems in
setting of Network security measures like rules aulicies that governs the intrusion
detection. Also network administrators have notiggilemented proper control necessary to
secure networks from any external attacks. Intensilvorks also face a lot of insecurity
threats from public attacks through intrusion anthcks. The research study investigate

problems faced by a snort IDS as per set rulegpahdes in securing the network



1.3.1 Justification

With rapidly growing of unauthorized activities wetrks, intrusion detection systems as a
component of defense- in-depth usage are very sacgedecause past IDS firewall
techniques used cannot provide complete protecgainst many intrusions (Kobayashi,
2003).

Any network either wired or wireless computer natkvare all subject to various threats
such as attacks from unauthorized access througjliea access point either internally or
externally this includes virus, worms etc. Intrusitetection systems have become essential
key components for computer security is to detectinese attacks before they inflict
widespread damage on our network resources (RicBaam).

Therefore the main focus relies on the implemeoatf snort security software that are
used to access any data in a given access pombmnitor any access to the network from
different public network users, thus the implemgataof IDS will enable administrators to
detect and block any entry of either worms, viruamy form of attack and intrusions.
Intrusion-detection systems are used to monitoruage of such systems and to detect the
insecurity states on a network. Network IDS detdt@mpts and active misuse by legitimate
users of the network systems or external partiebtse of user privileges or exploit security
vulnerabilities of a given network (Herve, 1999).

Snort IDS system was chosen because excellent lasirperformance and
functionality as compared to other commercial I&igons, and no other open source IDS
comes close to Snort in functionality during deteztunknown attack and the firewall in
detection of known intrusion. Another significant wsing Snort is large number add on

products that can be used to expand its functitynatid functionality



1.4 Aim of the study

1.4.1 General objectives.
I.  To develop a framework for detecting any wirelessuork intrusion using IDSs

in securing wireless networks.

1.4.2 Specific Objectives
I. To investigate the existing frameworks for wirelesstwork Intrusion

Detection systems.
ii. To examine snort operations in detecting any imrugn the wireless network and
documenting the outcomes.
iii. To design and implement a Framework for Examinibgp loperations and its
functional requirements in detecting network attack

iv. To test and validate the framework for detectirtgusion in Wireless Network.

1.5 Scope of the Project

The main scope is snort IDS implementation plart thauld be to install the security
solution in a test network environment, test theeguand policies data filters and then

implement the solution in real life situation likedistributed wireless network.
1.6 Significance of the Project

The study and the tool developed shall have a fldiemefits in securing wireless
networks by the use of IDS that will help in detlegtany intrusion or any attacks to private
internal networks from public network attack. Tt software will be implemented within
the private network of organization or institutido facilitate monitoring, detection,
analyzing and reporting any anomalies within thievoek through a common access point to

the network administrator.



1.7 Project Limitation

In order to undertake the successful implementatbrthe project | shall require to
overcoming some challenges/ limitations that masaitlsuccessful implementation of the
framework. These include:

1. Knowledge

In the design, development, implementation, momgpand managing the network security
using the security tools requires sufficient knadge and skill which might be a challenge.

2.  Amount of traffic flow

Another problem is associated this IDS tool impdatation is the capability of holding a lot
of data traffic (in megabyte) that maybe transrditt®m the public network to the private
network at a given period of time may overwhelm B8 result to over logging the system.
3. Eefficiency of the intrusion detection system pgsiRg is also a challenge.

The efficiency of intrusion detection will be detened by the flow of network data traffic
so that effectively facilitate the device abilitydccurately examine the various operations of

snort in intrusion detect making sure that no gatekets are lost during transmission time.

1.8 Assumption

The assumption of Intrusion detection systemsl@ged on the fact that the intrusion
detection software snort will continue functionifagg a specific period of time. And at the
same time some attack will be sent or introducedh® private network so that any
anomalies will be detected and alert communicateth¢ network administrator server at
that time.

1.9 Definition of Terms

1. Security-refers to safeguarding the computer nékvdata and other related facilitates

against any unauthorized access or usage.



2. Sensor- is a hardware device that produces a nadsuesponse signal to a change in a
physical condition.

3. IDS- refer to a mechanism that monitors networksgstem activities for malicious
activities or rule and policy violations and prodsacreports to a management server
station.

4. FIREWALL-software that filters incoming traffic anarotects the resources of a private
network from users from other networks.

5. ATTACK- is any attempt by illegitimate user to dest, expose, alter, disable, steal or
gain unauthorized access to or make unauthorizedfusetwork device.

6. INTRUSION- is any attempt to make unauthorized asc@buse or make unauthorized
use of a network resource.

7. A network intrusion detection system (NIDS) - isiatrusion detection system that tries
to detect malicious activity on a network resource.

8. Snort: an open source IDS tool which uses rule<bdaeguage combining signature,
protocol and anomaly inspection methods.

9. A packet sniffer — tool used to capture and dispbagkets from the network with
different levels of detail on the console showigious logs and alerts.

10.Packet Decoder- tools that takes packets fromréiftetypes of network interfaces and
decode them.

11. Signatures pattern used inside a data packet andised to detect one or multiple types
of attacks on a network.

12. Alerts are any sort of user notification of an urter activity on a network.

13.Log -are messages usually saved in file in netwiatkkbase system.

14.False Alarms - refers are alerts generated due todication that is an intruder activity.



CHAPTER TWO

LITERATURE REVIEW

2.0 SNORT

Snort IDS is network an open source security soBwaol which runs over any
networks it analyses all real-time incoming dataffic for detection of any misuses,
intrusion and attacks. Snort security software isetwork security tool used for intrusion
detection system, which have capability of condwurthetwork data traffic analysis and
packet logs within networks from public network (@so, 2007). Snort IDS performs
network protocol analysis, data examination contemtatching and detect a variety of
intrusion attacks and probes, such as port scars, ©GI attacks, SMB probes etc. (Vyatka,
2011). A firewall software on other hand is a séglgoftware used to filter and control data
traffic into or outside a private network duringsmission, (Gouda and Liu, 2002) [9].
Snort security software Components are logicailyded into various components which
work together to detect various network attacks gederates output in a required format
from the security software. Snort component inctludacket decoder, processors, detection
engine, logging, alerting system and output modatekitecture for detecting any intrusion
(Vyatka, 2011).

Intrusion Detection Systems (IDS) eg snort andwigdé technologies in computer security
domain that identifies, detect and prevent any ali@® into a network computer networks.
Snort ids is supported by several network systenestd it flexible configuration, network

user online support, snort cost, cross platform |émentation, performance and
functionality etc. IDSs are Snort installed on awwek to identify various attacks and to

react by usually generating an alert or blockingpstious activity to the legitimate users.

Snort IDS is the real time data packet analyser@auket logger used to perform network

packet payload inspection through data packet Beey@and matching algorithms with the



interior of detecting any anomalies. Snort IDS bagn considered as a better option to
expensive and serious duty (on NIDS). This researclk as focussed on analysing the
effective functionality and performance of IDS undeeavy network traffic conditions

communicating to a central access point withinitiernal private network.

Figure 1 - Placement of Snort Sensors

Figurel. Placement of snort sens@ource http://www.sentinix.org.

(Source: Snort 2007) Snort IDS security tool stiche installed in a standardized dedicated
server which acts as the sensor on a given netvart software and firewall are used to
monitor the network for any threats from publicwetk using set rules, signatures, and
pattern matching on a given traffic. Snort alsocgiseon network log activity so that network
security administrators can monitor the networkorSrgenerates various alerts through

emails messages, pop-up windows, and SNMP traps.

Snort IDS contains flexible rules with over 240(pkext signatures in its computer based
database (Hwanet al.,2003) [11].

Snort IDS software can also performs protocol aig)ycontent searching & matching detect
a variety of attacks then check on probes suchufferboverflow, DoS, attempts from the

external network .



2.1 Snort Requirement
Snort software works in both Linux and windows dgufations environments. Snort

software is widely used as IDS security tool witldevapplication documented (Hwaeg
al., 2003) [11]. The basic snort security software agunfation requirement basically

classified into functional and nonfunctional regarents. (Hwangt al.,2003)

2.1.1 The functional requirements
1. The snort set up is integrated with IPS to amthe effectiveness implementation of the

IDS. It can use snort, firewalls, Virtual PrivatetWorks (VPN) etc.
2. IDSs uses up to 256MB of (RAM) Sensors use 512¥IRAM in their applications.

3. Snort uses layer two/three switch in a segmeihtedetwork

2.1.2 Non-functional requirements
1. Requires to provision of physical security towak devices in any configuration.

2. Should have good practices on the use of newdorsources like passwords.

3. Requires training students and staff on netwskkand security rules and policies.

2.1.3 Snort Advantages in wireless network

i) Markedly accelerated pace of snort development tsode
i) A vast community of security experts that contityalorks on snort.

iii) Security engineers and specialists are requiregbt& with snort.

2.1.4 Required Software

Libpcap and WinPcap are used for supporting sawapjured packets to a file and receiving
saved packets. They read network data traffic amadyit, in order to matching the saved

data packets to the set rules and policies.
b. PCRE

The PCRE IDS is library software open-source secymiograms. They are used to detect

any attack on private networks.



c. Barnyard — this is an output security systemdue intrusion detection in various
network set up. Barnyard is reads the saved netdat file, and then retransmit the traffic

to a database back-end side within the network

2.1.2Classification of IDS

TYTES OF IDS

HOST IDS

NETWORK IDS

RULE-BASED NIDS ANOMALY NIDS

Figure 2: Classification of IDS
2.1.4.1 Network based IDS:
These are set systems used to monitoring netwankemting links and associated backbones

that are used that are examining all attack sigaat his involves the following:

2.1.4.2 Distributed IDS
These are networks devices functioning as rematgose in various locations and reports to

a central access point.

2.1.4.3 A gateway IDS

This refers to network device deployed betweenigaf@ network and external network,
with application IDSs that understands and parsei®ws application of data traffic and uses

underlying network protocol to check on any malisi@attack.
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2.1.4.4 A network-based IDS
Network Intrusion Detection Systems (IDS) check \arious behavior and alerts on

potential malicious network traffic system (Bak2004). The IDS system is placed on a

network segment and keeps track of all incominfji¢ran that private segment.

2.1.4.5 A host-based IDS
This type of ids involves installing program oniwidual computer systems to be monitored.

This network program checks the integrity of sysfdes within the network (Josepdt al.,
2003) [12]. It checks or monitors host systems witthe network that the agents are

installed on and do not monitor the entire netwarkvities analysis.

Application
Server.

Firewal|

Untrusted
I Network

DHCP Server

Agent Consola

Figure 3 HIDS agent console

2.1.4.6 A knowledge-based (or signature-based) IDS
This ids is used to check the data base of systaimst various known vulnerabilities and

any intrusions and also monitors the behavioub& bn security network.
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2.1.4.7 A behavior-based (or statistical anomalgeddDS
Anomaly detection is any behavior based detectioigemeric intrusion detection. Model

(Josephet al, 2003) [12]. The IDS are referenced to a basalmpattern of normal system
activity to clearly identify active intrusion attgns to the network. It can generate four
results based on intrusion detection system whicludes true positive alerts, true negative

alerts, false positive alerts and false negatieetsaas shown below.

Intrusive Event MNon-imtrusive
Event

Intrasive Deci- Trme Positive False Positive
S1OT1L
Non-imtrusive False INegative True Negative
Deaecision
(1ncluding
misseaed events)

Table 1: Possible outcomes of IDS
The table above shows analysis of IDS in evaluatmeffectiveness in intrusion detection.
This involves:

1. True Positive: justifies malicious events and réploem to the administrator.

2. False Positive: IDS justifies a non- intrusive dvas malicious and report alert.

3. False Negative: this refers to when a malicioussigtis ignored by the IDS and it

fails to report to administrator about it.

2.1.5IDSs approaches for event analysis

Snort Signature Detection uses over 2400 intrusignatures in its application database
(Hwanget al.,2003) [11]. In short intrusion signatures are stare MySQL database and

detect intrusion through matching incoming traft@ the LAN using the set rules and

policies.

12



2.2 Snort configuration modes
The Snort is configured using various modes sucBrafer mode that detect the incoming
traffic, also uses the packet logger for checkingpming data packets and also network

configuration IDS for checking al the associated psed for intrusion attack.

2.3 Snort Architecture

Snort IDS consists architecture packet sniffervedl@n application or a hardware device that
can eavesdrop on data network traffic within nelwofFhe snort ids are also used for
analysing, troubleshooting, monitoring performaacel analysis the network etc. In Packet
sniffer, data packets are saved and processed edackmced as a packet logger. Second
parties pre-processor that takes the packets amck dhem against set plug-ins traffic like
port scan in the plug-ins are used for checkingkgabehaviour. Plug-ins are enabled or
disabled on need basis of the administrator. SHa® support different kinds of pre-
processors attached plug-ins, covering network ymetbcols. Michael (2004). In a DIDS

implementation network sensors are only elemerthefIDS architecture that is exposed to

public network.

Figure 4: Snort Architechure

From: Nalneesh Gaur 2001
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2.3.1 Five Components of Snort

1. A Packet Decoder- this part collects data packetsming different network interfaces

then prepares the data packets for further praogsgthin internal network.

2. Pre-processors component is used for arrangingvaotifying the data packets so

that they can be analysed using the third compaooieaichitecture.

3. Detection Engine —they receive the data packetshthee passed through the pre-
processor part. The detection engine uses thaiksst and policies to check the data
packets. Matching of data packets against the solm$ on the data base the alert is

sent to the alert processor. Also if Snort datketcare processed matching the rules

then the alert is triggered.

4.  Logging and Alerting System- this part is usedyémerate alerts and transmit them

to a common centralised main master IDS.

5. Nalneesh Gaur (2001) the output modules or plug:amérols outgoing traffic that is
produced after logging and triggering of alerts wh#ack access. The main function

of this IDS is to generate various traffic, trapgempts logs reports in a common

database server.

[ Internet Z\—'\ Packet Decoder

__________________ :
H
Logging and i :
yping @ H
— ] Detection e H I
Preprocessors . Alerting H
V] Engine . . ;
= System '
H
1 ey | :
! Output Alert or §

H .

Log to a file
Packet is

Crutput

(]
dropped Modules

Figure 5: components of snort
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2.4 Snort data flow
Intrusion Detection Systems with Snort.
In bigger organisations Snort IDS needs to be liestan different location and run in those

locations in avoidance of problem of managing amahtaining bulky multiple database. All

sensors are supposed to be centralised and caediguand a common data base with logs.

Previously Logged -OR - B il
Network Traffic & Live Network Traflic J
e,
Snort
Snort Rules
i“l NIDS |
¥
Metwork Trame Log |- Alerts (Database)
Alerts (File)

Figure 6 Data-Flow Diagram demonstrating the flexibility in utilising SHORT.

2.5 Discussion

In network sniffer mode data packets are taken ¢oramon database for storage in main
database after short configured and therefore ramdd#able to network administrator. He

checks on all ports, data and time protocols, siddresses of the frame packet used.

These snort rules and policies must be passeatbid NIDS that facilitate the detection and
reporting various network anomalies and alert agss that are sends the message to the

network administrator server through alert database

2.5.1 Benefits of snort

1. File open source software.
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. Combines benefits of protocols, signature and deglon IDS/IPS.

. Performs protocol analysis and content or datéid¢ra¢arching/matching.
. Used to detect a variety of attacks and probegieation of intrusion.

. Available to all users for free.

. Snort evaluates and fine tunes access control onlégewalls and routers.

2.5.2 Snort Disadvantages Lawton (2002)

1.
2.

3.

Large logs produced during capturing network packet
Collecting and analysing vast log/alert is probigeneral.

The analysis console attempts to reduce the expostimetwork vulnerabilities on
network segments.

Traffic generated is about the normal network icataptured on different nodes sending
to central management server.

Snort is more vulnerable to vast amount of alenknown attack thus detect good alert
is a problem.

2.5.3 Challenges with snort

1. Misuse detection — avoid known intrusions detection

2. Database rules grow in large volume.

3. It continues to grow to large volumes.

4. Snort spends 80% work time to do string match heotraffic data.
5. ldentify new attacks in Anomaly detection

6. Probability of detection is low in detecting anyaak.

2.5.4 How the Snort works with Network packets

1. Snort IDS data is gotten easily.
2. A number of data packets are sent to snort.
3. Snort receives these data packets.

4. The time between two received packets varies fremaer to receiver.
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2.6 SNORT

This is Network Intrusion Detection System & Packaiffer/logger basically used for

detecting any anomalies to the network to detegirnusion.

2.6.1 Output modes and destinations of snort.

Using NIDS mode in Snort can be configured in salverays to receive outgoing traffic.
The snort logging and alerting mechanisms are ds lo decoded in ASCII format and use
complete alerts. Data packets are logged as biogrfjles via to the switch for transmission
to take place.

The four options modes are ( Michel Bisson 2003jJusesnort configuration includes:-
Output Modes

-“A full” writes: for alert message and full packetaders used in data traffic.

- Fast alert which writes: timestamp, alert messagerce and destination ports used by data
traffic.

-A none turn off alerting for detecting the traffic

Output destinations

-Unix socket for unsock send alert.

- Screen console for fast style alerts.

- Syslogd alert port.
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2.7 Snort rules /protocols/ characteristics/ s@sficontrols

2.7.1 Snort configuration rules

O Inasingle line

O

Snort Rules

Rules are created by known intrusion signatures.
O Usually place in snort.conf configuration file.

rule header

rule options

/\.

l Action I Protocol ] Address l Port | Direction | Address I Port I

log tep 1192.168.0-24 any -» 192.168.0.33 I'Ijlﬂ.'! -ﬂﬂtill{.“ I'im'-r attompt:)

Figure 7: snort rules

Source .Snort rules by Mitchell (1997).

bad-traffic.rules exploit.rules scan.rules

finger.rules ftp.rules telnet.rules

smtp.rules rpc.rules rservices.rules

dos.rules ddos.rules dns.rules

tftp.rules web-cgi.rules web-coldfusion.rules
web-attacks.rules sql.rules x11.rules

backdoor.rules shellcode.rules policy.rules
virus.rules local.rules attack-responses.rules

Table 2: Snort rules
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2.7.2 Snort protocols

Network security protocols: Sohraby (2007)
Secure shell (SSH) these are shell based protsools as telnet, or other remote logins as

well as FTPs and remote file copy protocols likeFRC

2.7.2.1 Protocol Stack levels
A simplified protocol stack for a WSN is summarizedigure below.

Application

Network
Data Link

Physical

Figure s: Architectural layvers of a WSIN

Five main levels

a. Application layer: it defines network interface o@action and a set standard of
services available to application software. It desibusers to interact with
computer application.

b. Transport layer: This layer provide logging andessing system connected to
the Internet or to external networks to maintaowflof data packets.

c. Network layer: this layer is meant to determine tbating path for the data
packets it chooses various route defining the soantl destination ports.

d. Data Link layer: this layer provides medium accesstrol (MAC), multiplexing

of data packets, data frameset detection on a mietwemnection.
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e. Physical layer: this layer is responsible for pdiwg network various data signal
frequency, power selection, modulation, and dagaads encryption in a network

system.

2.7.3 Characteristics

The Wireless Sensor Network should Provides aticghipn layer solution in a network.
Wireless Sensor Network uses connection-orientaedcgeusing TCP/IP protocol.
Snort IDS also uses public cryptography key in otdgprove the authenticity of remote user
connection to a public computer network. This gystatilizes fingerprint mechanism
referred to as snapshot of an individual host’s @seactual public key mechanism.

2.7.3.1 Advantages
1. Secure http sessions (HTTPS) are used to estaldilP.

2. TCP implementation can better handle longer agessdata traffic using TLS supports.

2.7.3.2 Disadvantages
1. In securing the network the server and clienuthsupport PKI features implementation.

2. All workstation and solutions can support PKdwggty technique because of their complex

computing environments.

2.7.4 Network service

Network service includes things like data storatgga manipulation, data presentation, data
communication etc, which is used implemented useripus architecture based on network
protocols running at the network application lage©SI reference model.

Various network services are provided by the nétwaerver running connected
workstations which can be accessed via a networkndiyn host components running any
application. This service offered on a network uggls E-mailing, printing, Directory
services, File sharing, Online game, Instant mesgaand Network file system services are

common services on local area networks.
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2.7.5 Snort controls

Snort IDS controls are basically configured in ergeprovide both Linux/windows network
environment. The Snort ids configuration first ol @erforms this command line
_enable_control_socket option. After this port ogunfation various control sockets are
controlled using the command line argument in gaftion. A snort ids command control
are installed alongside with snort IDS in the sdmmedirectory during the installation phase

of snort to be able to determine intrusions.

2.8 Types of snort

2.8.1 SnoGE
This refers to a Snort IDS that is used to unifyioi#s reporting tools used in detecting

various processes of data packets and represamsab place-marks on an application like

Google Earth.

2.8.2 Pulled Pork
This is Snort IDS software tool that uses snorésub it is written using Perl program. It

consist the following features:
1. Snort automatic rules used for file downloads
2. MD?5 verification new set rules prior to downloadifigs
3. Also snort contains Full handling of Shared Objeitgs sets.
4. Stub files are used to generation snort rules

5. Snort state should have modified rule set

2.8.3 PE Sig
PE Sig is another snort tool which is written inbgyprogramme that generates various

signatures used by portable executable files iouarprogram applications.

2.8.4 DumbPig
DumbPig is Snort IDS tool which is used to deteatious automated bad-grammar

based on snort rules for snort IDS. DumbPig basieabrks by parsing various set rules
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in a file and reporting on fake or incorrect utlion of data traffic, detect badly
formatted entries to the network, and any othentaléo the possible network

performance issues.

2.9 FIREWALL
Firewall refers to security program software tleused to filter the incoming data traffic

from external network or from internal network tabtic. It is network devices hardware
associated with protecting the network resourcegrofate network users from public
networks by filtering the incoming data packetsattow or block unwanted traffic in the
private network. The following model shows a cornaap framework connecting various
devices that communicate with external networkho pirivate network. The firewall checks
on known intrusions and attacks using set firewakts and policies. This tested traffic is
either allowed entry or blocked from reaching theetinal network. The snort IDS then is
used to detect unknown attack also should perfberteésting therefore allowing or denying
the entry of data traffic into the private netwoik.also consist of central server where
network administrator should monitor any intrusion attack where set rules used. The
network internal users can effectively communicabe external network. Also users

computer are installed with ids to support security
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CONCEPTUAL MODEL

Perimeter

device firewall
Incoming
traffic

IDS
—>{ SNORT

l IDS rules

Check
bad
traffic

firewall rules

Outsdo User Private
Sto Check -
trafpf)ic ncoming wireless
traffic network client

admin attack

Reportknown
false alerts to Yes Report unknown

R
Q Server Database
containing false

alerts

Figure 9: conceptual model used in intrusion detact

2.9.1 How firewall works
Firewall is software installed between the privatel public networks as intrusion detection

software that next to router and server. Therefrewall examines the incoming traffic
and outgoing traffic and filters the incoming dé&dagprivate network. Firewall software also
is able to detect and prevent any penetrationtackd un trusted networks. This device is
able to stop illegitimate ingoing traffic from extal network. Firewall is also able to detect
any information that passes through to the privegvork from external network then it
passes the right data packets Crothers, Tim (2003).

Firewall program/software also defines the rulesdocess or passing the data packet by
examining bad traffic and blocking the known attackl allows the data entry to the IDS the
unknown attack that passes the firewall. The sn@® should able to detect all unknown
attack or intrusion the pass right to internal asetherwise report the intrusion to the

network administrator through logs and alerts. magvork administrators should be able to
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protect and enforce good security policies andsriteensure that network is secure. The

purpose is to prevent occurrence of denial of ses/to legitimate users.

2.9.2 Benefits of Firewall
(Gouda, 2008), (Brian, 2010) and (Sheth, 2011)cu8ty features installed, configured and

implemented to provides individual users, orgamiret and institutions in line their security
policies interests to provides the majorly the deoling benefits to the entire network
connections. These benefits include the following:

I. it provides protection of internal network agsti external attacks using set rules and

policies

ii. It provides inspection using port states onddta packets of all data packets both on
inbound and outbound traffic based communication.
iii. The firewall operates in three layers on OSidual i.e network, transport and application

layers.

2.9.3 Limitation of Firewall
However Firewalls IDS cannot provide complete prbte against some attacks and

intrusion coming from external network (Kobayasl&iQ03). Firewalls have various
limitations, such as inability to prevent or detect known network attack from external
attacks (Katkar, 2010).

Others include (Brian Komar, 2010) and (Sheth, 2011

i. The firewall can't stop all anomalies in netwdréffic;

il. Firewalls software does utilize manually configd set of rules and policies on a network.

iii. The firewall can’t react to a network attackae a static policy is defined within the

network (NIST 2010);

iv. Network packets pass are that through Firewaaksonly examined

v. Firewalls have no sufficient capability to armdynetwork traffic.
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2.9.4 Firewalls in Network Security
Firewalls IDS controls all inbound and outboundruston data traffic coming from the

public network and private network with securityesias seen in OSI ref model. Firewalls
also embrace the use of static security rules, aignconfigured security rules and policies
that differentiate legitimate data traffic from nagitimate data traffic coming from public

network. In security implementation firewall wilkamine any intrusion based on network

using set rules and policies to govern the netwexdurity issues.

2.9.5 Shortcomings of Intrusion Detection

Intrusion Detection

Signature-Based| Behavior-Based | Data Leakage | EWS
Host | Network | Host |Network| Host |Network|Network

Configuration X X v \ X X (V)
Zero Days % X v v — - v
Signature Delays X X \ \ - - \
Bandwidth X X V () V () ()
Database Sizes X X \ \ ' A ()
Application Layer | (V) V) (V) X V (V) \
Encrypted N N |

Communication ¥ 5 b ) 1 8 :
Targeted Attacks X % (V) (V) — = X
Distributed Attacks| x (\) X v — — \

v means uncritical while x shows shortcomings of the particular systems. () means restricted applicable.
— stands for not applicable. Note that EWS are inherently network-based. therefore there is no colunmn
for host-based systems.

Table 3: shortcomings for IDS

: are summarized as follows

1. Complex configuration of IDS.

2. Delays for signature updates of IDS

3. There is much data Rising bandwidth and datarmelin a network
4. Increases in volumes Sizes of pattern databases

5. There are frequent Application-Layer attacks

6. Encrypted network connections occur
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CHAPTER THREE

METHODOLOGY

3.0 Introduction

In order to ensure security is effectively impleagion to computer network there is a
need to implement various network IDS to enhaneeefficient communication and sharing
of resources. The implementation of wireless netwiavolves several steps that try to solve

problems associated with them the following steps.

3.1 Problem identification
The purpose of this research is to formulate infdrom that can be gathered from various

publications in order to clearly show the operatiof the snort as used in wireless network.
Wireless network usually faces insecurity probletas to the attacks subjected to them from
public or external network. This research aimsdantifying the main problem faced by
individual, private and public organizations andctmme up with objectives of research,
scope of research identify importance of reseanchlianitations faced in implementation of

wireless network system.

3.2 Snort security evaluation

This framework gives an opportunity to audit netkvatevices such as snort, firewall
network analyser etc to quickly and efficientlylie able to monitor operational practices of
these devices. The framework is used in evaluatargpus capability of the securing the
network from external attacks and intrusion to phigate network. The ids will evaluated as
per its performance and efficiency in the detectbmany anomalies and sending an alert to

the network-administrator
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3.2.1 Snort security

Snorts ids allows user to separate the networksaccentrol from the operating system, it
safeguards the network against any threats, at@wksntrusions. Therefore the snort can be
evaluated using the following: Manufacturers siibf details.

This details shows the application/usage of thetang. installations, configuration etc.

3.2.2 Snort design

This defines the architectures of running the sribat contains the firewall IDS that
facilitates the detection and security issues. fiflegvall should be able to detect any known

intrusion and snort IDS should be able to monitdtnown attack.

3.2.3 Snort database/information

This defines the logs of snort towards the attethgienetration from external network

defined by the set standards, rules and polici¢kseoflevice.

3.2.4 Testing snort intrusion penetrations.

Test will be performed as per set rules and pdicie IDS devices, the attempted intrusion
can be done by scanning the basic penetration apo#sts by the hackers to the networks.
A plan should be set in order to allow effectivstiteg to take place that covers the results of

the two devices.

3.2.3 Testing snort basis principles:

The test should be based on the basic rules goxethe implementation of the firewall and
snort in wireless network basically check on the:

Snort security issues

I.  Confidentiality of the network data packets
ii.  Access control implemented within the network

iii.  Incoming and outgoing transmission of data packetthe network.
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iv.  Availability of services to legitimate users.
v. Functionality of the firewall and snort IDS.
vi.  Check for services availability with the network.

vii.  Should also check intruder’s activity from publietwork.

3.2.4 Snort intrusion verification:

This is done to detect any leakage into the systém the purpose of determine and
giving assurance that there are no single entrytpafi leakage into the network from

external network. This also helps to determine dtiempted logs and false alarms to
private network. Therefore the firewall and sndro@d be able to detect any attempted

attack.

3.3 WIDS Simulation design and configuration models

An IDS can serve the purpose of confirming netwsgkurity configuration and other
security operation mechanisms such as snort toghiNVits limitations, the IDS is
useful as one portion of a network defensive pestout should not be relied upon as a

sole means of protection.

3.3.1 Implementation phase

After design and testing of the models the WID$&alled within the firewall and snort

that communicates with internal and external nelwibiat snort is installed with WIDS

software that enables detection of any intrusiamfithe attack. This should facilitate the
operations of IDS that contains firewall and snéotshe implementation the capabilities of
WIDS and Snort performance and operations in detgany attacks and intrusions to
internal network from outside network.

Implementation of Intrusion Detection system andrén
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Figure 10: IDS Block diagram consisting of SnortySQL, Apache, ACID, PHP, GD

Library applications used in setting up the impletaéon.

3.3.2 Discussion

Rehman (2003) in above diagram data traffic is wapot and analyzed by IDS security
mechanism. The IDS Snort stores this data in th8Qly database using the database output
plug-in files. Apache web server application thekes the help from ACID, PHP, other
packages in order to display this data in a browsedow when a user connects to Apache
application this displays the contents to userfdpéint users can then make different types of
gueries on the forms displayed in the web pagesnalyze, and check on different

application of web server traffic.

3.4 Validity and reliability

The purpose of this approach is to verify that I&fble snort to be aware of the network
environment in which it is operating in the configtion of the private network server under
attack. To validate any intrusion detection sysiemplementation, the IDS observes the

reaction of the network server to a given requestis sent to it from the other networks.

According to Zhou et al., (2005) network intrusieerification method has also been used

because:
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1. The approach eliminates system mapping beingtored and host based verification.

2. There is a need to determine attack resultysisadf the data packet header field.

This framework validity test is used to strengtlyeralitative research that is used to propose
whether the findings and conclusions are accurat@ fstance of the researcher (creswell
and john 2008).

Reliability is used for checking the performancettoé ids with the purpose of reducing
errors and biases that might have occurred dumsgarch work. During validation and
reliability testing one should focus of problem alafollection, literature reviews, design

implementation and testing different models thatuwsed during research study.

3.5 Result Analysis and evaluation

The focus in this framework is to examine the openaof a snort in a wireless network to
detect network intrusion using WIDS. Sufficientuks will be gotten from how the firewall
and snort designed, installed and configured in \tfieeless Network that secures the
network from any attack or intrusions. The snoairfeworks implementation, dataset used
and the testing should facilitate sufficient resutt be realised in WIDS situated in the snort

server that contains different rules and policies.
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CHAPTER FOUR

4.0 I MPLEMENTATION AND CONFIGURATION

4.1 Introduction

The purpose of developing this framework for detgctany intrusion into the private
network from external network with the purpose wémining snort IDS operations using
Wireless Network Intrusion Detection Systems indéignand externally according to defined

rules and policies for network implemented.

4.2 Framework Design, Development and Implementation

The intrusion detection implementation design paesi a framework for the modeling of
effective intrusion detection systems. Integratdmtrusion detection systems with a line of
intrusion prevention mechanisms will greatly impgoeon the network system security

performance.

The WIDS framework consist the following main compats router, firewall, Snort,
centralised access point server, and a LAN switdviging implemented within network

perimeters as shown on the figure below

IMAPFLEMENTATIHON MODEL

Perimeter
device firewall snort IDSRules
& polices

—> I
B ) | network
connection

\[/ known alert
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— — i —
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Quisida User Rules & Unknown alert

polices ' /

Check > ‘
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Figure 11: Implementation model

4.2.1 Discussion

The above framework developed consists of a puldibvork that is communicating to
internal organizational network LAN connecting tirewall and ids snort device using a
media or a wireless connection. The firewall andrsids are implemented and configured
to keep track of network traffic checking on angruisions and any network anomalies from
public network. These devices are connected toattoess point server containing snort
security software to filter traffic and detect amgbort any attack or unauthorized materials
from public networks according to the defined smafte and policies configured on these
devices.
Snort ids are implemented on a network to performotqzol analysis and content
searching/matching against the stored databaset #lss software are used to detect a
variety of attacks and probes. Firewall and Snedusty software uses a various flexible

rules and policies set to describe network traffat it should be blocked or passed.

4.2.2 Algorithm for Examining intrusion detectiosing IDSs

In this algorithm the framework is configured to mitor the incoming data packets from
public network, the system is configured to bloclallow the entry of some data packet to a
network like block data traffic from public netwotsing firewall, snort security software.
The wireless network intrusion detection systenasused to detect any incoming data traffic
and allow or denies the access to the private m&twbhe network intrusion detection
sensors should be able to examine and detect any¢bming traffic materials associated
with network IMAP traffic and block then before theeach to the private network through

the snort security software.
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The following table shows framework algorithm uded examining any attack associated

with IMAP messages.

DATA TRAFFIC IF EITHER NIDS 1 OR 2 ACTION
FLOW STATUS | NIDS 1 NDIS 2 SNORT CHECK
INCOMING Alert No alert Ok
PACKETS BLOCK | Alert Alert ATTACK
ALLOW |Alert Alert OK
Alert NO Alert ATTACK
OUTGOING BLOCK | NO Alert Alert OK
PACKETS Alert Alert ATTACK
ALLOW |Alert Alert OK
NO Alert Alert ATTACK

Table 4: Algorithm for examining intrusion detectio

4.2.3 Role of NIDS in Combating Attack

A NIDS can detect attacks, and different anomaloarsditions, additionally they can also
provide a number of key information which can beduso identify the nature of attack, its
origin and propagation characteristics (Sailesh &éar (2003). The IDS often reports the
location of the attacker or hacker (from where d@ttack has been triggered). However, the
location is commonly expressed as an IP addredbgiattack traffic also called IP address

spoofing
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Figure 12: NIDS deployment mode Source Sailesm&w2003

Sommer V. Paxson, (2003) The key aspect is to miaterkey source IP address reported by
the NIDS and classify the attack to the network #reh determine if the attack requires the
reply messages or not. Attacks like DoS, floodiack, the attacker need not only to

examine the reply sent, and can easily spoof tisess for a given access point.

4.3 Main Networks Devices and Configurations

4.3.1 Types of Router

A router is a device that forwards data packetsvbenh computer networks, creating an
overlay internetwork. A router is connected to two more data lines from different
networks. When a data packet comes in one of theslithe router reads the address
information in the packet to determine its ultimdésstination.
Types
1. Cisco 4400 Series Integrated Services Routersdheyised for delivery of services
to high-end office to promote a high-quality apation
2. Cisco 3900 Series Integrated Services Routers (IBRYy deliver virtualized
applications and highly secure array of WLAN cortivety at high performance that

offers concurrent services at up to 375 Mbps.
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3. Cisco 3800 Series integrated services routersysed medium-sized to large branch
offices for at a lower operational costs and comipks of any network operations

deployment and management of the network,

4.3.2 Types of Switches

1. Unmanaged network switches used at home, in smo@alpanies and businesses

2. Managed switches are customized to enhance th&édoabty of a certain network.

3. Enterprise managed switches / fully managed swstche

4.3.3 Sensors

Network sensors are used to monitor the networgapyuring network data packets.

4.3.4 Master sensor

Master sensor examines and analyses data packeisliag to rules and policies defined
in them. They also confirm if snort security softedruly enforces the configured rules and
policies. Normal packet then it passes to the peivaetworks, the packet reaches the
destination, and packet ends the life cycle. If gaeket is originating from the private

networks then it is vice versa as packet origimatiom public networks.
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. . " Total Sensor < Src. Dest. .
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1| [CVE] [CVE] MISC UPRMP (e Attacle 88855 > 1 1 2002-11-06 2002-11-30
malformed advertisement ARl (100%; 04:32:28 07:37:56
~  [url]] BAD TRAFFIC loopback traffic o 2002-11-06 2002-11-06
bad-unknown 5 {0%) 1 5 & 06:01:15 06:01:21
- [CVE][CVE] SNMP broadcast trap o 2002-11-09 2002-11-17
shismllsieey e i L L 11:13:21  19:41:27
7 [bugtrag] [arachNIDS] WEB-IS web-application- 25 (0%) 1 1 1 2002-11-12 2002-11-26
wviews source wia translate header activity 17:42:03 23:38:39
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CLIENTJavaS(;rtlt%tnl{JpI?L host spoofing attempted-user 1 (0% 1 1 1 15:16:29 15:16:29
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Action
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[Loaded in 22 seconds]

57 Roman Danylive == o 5505 SUAITCERT S
=]
‘&) Done |4 Internet 4

Figure 13: Snort server sample alerts

4.3.5 Discussion

Snort ids have ability to find a data pattern iesidhAN data packets that are transmitted from
external network to internal LANs. Newman (2002)aeart does not necessarily mean the
attack identification but sensors have detectednmng traffic that is matched with signature

or pattern in a network.
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CHAPTER FIVE

TESTING AND EVALUATION

5.1 Introduction

Snort software is most famous open NIDS signahased software that uses alert based
system to detect the suspicious activities withm network. The snort IDS alert comprises of
traffic source address and destination informatddress alongside with signature ids and
timestamp with associated protocols. In testingsth@t operation different Attacks/intrusions
to the network are injected to determine the inbrugletection quality of the system under
different conditions. The results have identifiedteong performance limitation of Snort and
capability to detect any anomalies happening tongigvork. Snort was able to detect some
anomalies but was unable to withstand few hundredarbits per second of network traffic.
This has generated queries on the performance oft @nd opened a new debate on the
efficacy of open source systems. Also the snadahe problem of emerging new intrusion

attacks. Methods used include.

5.2 Methods of attack and facilities

A denial-of-service attack is characterized by aplieit attempt by attackers to prevent

legitimate/right users of a service from using tetvice or resources available to them.

5.3 Framework Validation
These rules are tested for experimenting and tesie snort framework implementation as

follows

5.3.1Snort intrusion detection classification rules

Classtype Description Priority level
attempted-admin Attempted Administrator Privilegaie High 4
attempted-user Attempted User Privilege Gain high 3
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inappropriate-content
policy-violation
successful-admin
successful-user
trojan-activity

unsuccessful-user

web-application-attack

attempted-dos
network-scan

not-suspicious

protocol-command-decode

Unknown

Table 5: Snort Default Classifications sourgeuual.snort.org/node31.himl

Inappropriate Content wae€tetd

Potential Corporate Privacy Viatat

Successful Administrator Privil&gen

Successful User Privilege Gain

A Network Trojan was detected

Unsuccessful User Privilege Gain

Web Application Attack

Attempted Denial of Service

Detection of a Network Scan

Not Suspicious Traffic

Generic Protocol Commarub e

Unknown Traffic

5.4 .0 Discussion of results

o

Examine Events

high 2
high 2
high 3
high |3
high |2
high 3
high |2
medium 1
low 1
low 1
low 1
low 1

NETWORK INTRUSION DETECTION SYSTEM SNORT CONSOLE

Server Management
Client Management

Report

Management
Account

Management
Log time

Administrator

Account
Client User

Type of attack

Latest Events
<Sensor>| <SsnlD> | <Signature> | <timestamp> <srclP> <Dest. Ip> <Attack
Type=
Snortids | 104691 | SnortAlertl | 2013-08-07 17:20:36 | 192.168.120.100 | 113 192.168.150.10 | 52 688 560 Backdoor
Snortids | 104691 | SnortAlert2 | 2013-09-09 10:05:22 | 192.168.0.128 324 192.168.150.10 | 53 720 30 DOs
Snortids | 104691 | SnortAlert3 | 2013-08-09 15:55:07 | 173.168.150.1 993 192.168.150.10 | 80 823 30 HTTP
Snortids | 104691 | SnortAlert4 | 2013-09-10 08:05:22 | 10.1.1.66 80 192.168.150.10 | 79 142 |23 | Finger
protocol
Snortids | 104691 | SnortAlertS | 2013-05-11 13:18:36 | 192.168.20.100 139 192.168.150.10 | 139 1003 | 790 DDOSs
Snortids | 104691 | SnortAlert6 | 2013-09-11 17:01:50 | 62.10.0.100 80 192.168.150.10 | 21 62 |60 | Trojan
spyware
Snortids | 104691 | SnortAlert? | 2013-08-12 07:35:11 | 192.168.15.10 All 192.168.150.10 | All 235 235 Noalarm
Snortids | 104691 | SmortAlert8 | 2013-09-13 18:15:02 | 173.168.150.1 2 192.168.150.10 (445 |10 [0 TCP

Figure 14 Discussion of results

The report shows that various types of attack aedised after the installation of firewall,

snort and other security devices helps in detedhirge attacks.

5.4 .1 Experiment

one

This aims at examining if a snort enforces filters incoming and outgoing spoofing and

spying traffic.
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5.4 Backdoor
Backdoor being executable network attack that camded to spy and spoof the target host.

After it has been installed it provides a hidderangeby passing normal authentication that
obtains remote access to the internal user. This/a® should differentiate itself to be ICQ

installation program that failed during installati@s security measures. After completed
installation the program opens a port that allottaciers or intruders to gain network access
to the internal user. The backdoor consists of paxs for the client and server implemented
on a network. The server machine connects to tieatchs executable files which the user
installs without much suspecting any problem. Omgs installed, then it opens client ports

and initiates an attack.

5.4.1 Results Analysis
From the alert.ids file it shows Remote Proceduadl @n attack based on buffer overflow

exploit which is classified as Misc activity withigh priority which is rank as low level

attacks according to WIDS snort rule based listifige host executing the attacks host with eg
IP Address 192.168.120.100 targeting host with tRirdss 192.168.0.128 which in this case
is mail server based application. The port beingdus port 52 where the snort cannot filter
the incoming data packets. The port 53 is now opbkare backdoor attack uses to explore
network services classified as attempted admin@strarivileges gain with Priority which

high. This implies the attacker have administratirevileges meaning access of network

services if fully accessible. The protocol usehis tase is TCP. When administrator has this

report then it be ease to filter all traffic usinGP port 52 by enforcing the rule on Snort.

[sr] 2013-09-07 17:20:36 | 192.168.120.100 | complab | 192.168.150.10 [Snort: backdoor netbuspro | Details
2.0 connection request]
[sr] 2013-09-07 17:22:00 192.168.120.10 complab | 192.168.150.10 | 1125-36 | TCP [Snort: backdoor subseven Details
22]
I [sr] 2013-09-07 17:56:30 192.168.120.12 complab | 192.168.150.10 | 1125-56 TCP DOS Details

Figure 15: snort console
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5.4.2 Experiment 2
Aim: This experiment examines if snort enforcesifigured rules and policies towards

incoming and outgoing traffic.
TheDOS attack test the death of ping attack

The aim of this testing is used to test death ofjyttack and also test whether snort has
ability and capability in detecting the traffic hdrom internal network and public network.

The IDS tools are aimed to be installed on netvgavers by sending infinite data packets.
The target central application server should respdn all ping packets sent to the internal
network from the intruders. Configured snort rudesl policies should stop this death ping

immediately as soon it appears to the firewall smat IDS system. The command used ping
< IP target host> -t _1 65500. This command witlcspacket at 125kbs. The target host test

is mail server with ip_address 192.168.0.128 asahmelow:-

o EAWINDOWS\system32\cmd.exe

Microsoft Windows HP [Version 5.1.26001]
(C> Copyright 1985-20881 Microsoft Corp.

I:NDocuments and Settings“Nacho >cd..

I :\Documents and Settings>cd..

I:N\>ping 192.168.0.128 —t -1 655808

Haciendo ping a 192.168.0.128 con 655808 bytes de datos:

Tiempo de espera agotado para esta solicitud.

Respuesta desde 192.168.6.128: bytes=65508 tiempo=1ims TTL=128

Respuesta desde 192.168.0.128: bytes=65500 tiempo=1iims TTL=128

Respuesta desde 192.168.8.128: bytes=65588 tiempo=1iims TTL=128
desde 192.168.8.128: hytes=65500 tiempo=11ims TTL=128
desde 192.168.8.128: bytes=65508 tiempo=1ims TTL=1Z28
desde 192.168.8.128: bytes=65500 tiempo=1ims TTL=128

Respuesta desde 192_168.8.128: bytes=65580 tiempo=1ims TTL=128

Figure 16: Death ping

5.4.2 Results Analysis
The report shows that traffic date, time, timestangta packets, Unicode data share accesses

classified as generic protocol commands on decadstp, Denial of Service etc. The analysis of
the report shows alert events had heavy traffib lsoming from external towards a given address
192.168.150.10 port 53 which is used for NETBIO®l@ptions. The NETBIOS services are

used to allow communication within internal LAN tike place. This report provides information
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about the status of host machine in the privateort The traffic is detected through the port 53.

The other intrusion includes the HTTHnger protocol, Trojan horse, virus, worms attatdk

41



CHAPTER SIX

CONCLUSION AND RECOMMENDATIONS

6.1 Introduction

Snorts are network devices which provide protectionprivate networks against any
intrusions and attack subjected to them from exidenetwork. Therefore the IDS snort are
used to monitor any network operations noting aoguarences of anomalies and reporting
them based on rules and policies governing fireaadl snort software uses the network
intrusion detection system to facilitate its funaing.

The framework examination allows analyzing netwaraffic matching from external
network against Snort operations by the define@siuperforming several actions, alert
notification and reporting based on real time satioh and flow of data from public
networks.

The framework embraces the use of set rules andigml algorithms, signature matching
and patterns implementation of within the privagéwork.

Thus network administrators monitors IDS softwarg@erations, limitations and
shortcomings can adjust snort rule and policiesfesenulation and configuration to provide
network capability of protection available.

The implementation of this framework facilitateetdetection of the real network-based
attack to the private networks therefore the smoftware will be able to detect any
intrusion and attack by filtering the incoming datiad checking which data packets to be
blocked and which to be allowed. Also it shoulddide to detect any weaknesses, threats

and anomalies that might be subjected to the n&twor
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6.2 Findings
Networks are always subjective to various anomdhes are sent by various user external
users to gain access to internal private networkgarious attacks are sent to the internal
network to gain access to the network with purpafsdestroying the organization data. The
research finds that un trusted network sent logh s Backdoor attack DOS, HTTP, Finger
protocol, Trojan horse, flood attacks, death ofpsmurf attack etc. all these attacks ends up
destroying the internal network. Therefore the mekwadministrator using the IDS can be
able to prevent and detect such kind of attackgh\tfie implementation of ids the research
study finds that various rules and policies cannoerporated to the security software. The
IDS can be implemented to both Windows/Linux enwiments and implement same rules and
policies governing the security features of themogk. Various protocols are also set that

governs the management of the network and any metagin.

6.3 Conclusion

The purpose of the research was to design, devatmp implement a framework for
examining IDS operations in checking intrusion dete on network using wireless network
intrusion detection systems that will facilitate tinanagement of a private network guarding
it against public networks. This framework focusesthe following major objectives. First,
To identify the existing framework for intrusion tdetion systems. The second was to
develop a Framework for Examining snort ids perfange and functional requirement using
Wireless Networks Intrusion Detection Systems.

Third was to develop and implement Framework foafaiing performance and functional
requirement using Wireless Networks Intrusion DetecSystems. Finally was to test and
validate on reliability of the proposed framewodk WWS. The above objective facilitated the
achievement of the snort implementation and irptineate networks.

The structured methodology approached was usedewgmd and develop the snort

framework through which the following devices wersed router, switches, NIDS, master
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sensor, snort security software all these devicesnstalled between the public and private
network. This framework aims at evaluating the Wwortss of the framework on monitoring
advantages of implementation, usefulness to prdtextprivate network against external
intrusions and related threats to the private netsio

The framework examines the snort operations usiedDS used specifically to detect real
time attacks/intrusion and identify any weaknesslartcoming for the implementation of

snort security software for intrusion detection.

6.4 Recommendations

The proposed framework can be used for network toong for any intrusion detection and
reporting for such attacks since snort it can ableace the packet details which are useful
as evidence that identify that networks has betclabr intruded. The snort IDS software
should be implemented with other network intrusi@tection systems. Intrusion prevention
systems should be implemented to be able to pridtechetwork from any attack. Network
administrators should be able to identify varioeswsity measures to be implemented to
secure various networks especially from externaloks. Various devices are supposed to
be implemented in setting up the network. Netwadknmistrator should also be able to

implement various network rules and policies thatagning the network functionality.

6.5 Future Work

The research however leaves several issues oriedf@ttrusion detection for future work,
i.e. there is a need to integrate various appraacheetwork intrusion detection system and
host intrusion detection system in a major openaficdevices so as to monitor the all
network anomalies. The research leaves a roomutord work in terms of implementing
intrusion detection system into all devices usecdh@twork containing rules and policies

governing network security.

44



6.6 References

1. Baker, A. R., Beale, J., Caswell, B., & Poor, M0(2). Snort 2.1 Intrusion Detection

Second Edition. Rockland, MA: Syngress PulinigsHnc.

2. Brian Caswell, Jay Beale, Andrew Baker, "Snort & IPS Toolkit" 2007 | pages: 769

| ISBN: 1597490997 | PDF | 8,4mb

3. Carl,..E. S. J. M., 2004. Intrusion Detection & Reation.. ISBN: 0072229543 ed.

s.l.:s.n.

4. Caruso, L. G. G. M. F., 2007. SPP-NIDS, A sea afcessors platform for Network
Intrusion Detection System. IEEE/IFIP Internation®orkshop on Rapid System

Prototyping, Issue 18, pp. 1-12.

5. Deris, A. M., 2011. Pitcher Flow: Unified Integrati for Intrusion Prevention System.

singapore, IACSIT press

6. Danyliw, Roman. 9 Oct. 2002. ACID: Installation an@onfiguration. URL:

http://www.andrew.cmu.edu/~rdanyliw/snort/acid_eg:tm| Key Jun. 2003).

7. Generation over Anomalous Internet Episodes. IEEEhJactions on Dependable

Computing 4(1):41-55.

8. Gauda,M and Liu, A. (2005). A model of Statefulemalls and its Properties.
Proceedings of the 2005 International Conference Dapendable Systems and
Networks(DSN’'05)

9. Hwang,K.,Cai,M.,Chen,Y. Qin,M. (2007). Hybrid Irdion Detection with Weighted
Signature

10.Joseph, S and Rod, A (2003). Intrusion detectiorthods and systems. Part II.

Information Management and Computer Security 12¢):229.

45



11.John, W. C., 2008. Qualitative Inquiry and Resedbdelsign: Choosing Among Five

12.Kobayashi, Y. B. a. H., 2003. lintrusion detectsystems: Technology and Development.
IEEE Computer Society Press.. Nihon Univesity arelh&g University , IEEE
Computer Society Press

13.Mahendra Pratap SinghTeam: WhitehatPeople 2004) rusdn Detection
System/Intrusion Prevention System (Snort)

14.Mohammod(2012) International Journal of Network8#g & Its Applications (IINSA),
Vol.4, No.2, March 2012

15.Nalneesh Gaur 2001, Snort: Planning IDS for youteeprise

16.Newman, D, Snyder, J, Thayer, R. (2002, Februajy @dying wolf: False alarms hide
attacks Retrieved March 15, 2008, from
http://www.networkworld.com/techinsider/2002/06 24sé&y1.html

17.Rafeeq Ur Rehman (2007) Intrusion Detection Systeutis Snort: Advanced IDS

Techniques with Snort, Apache, MySQL, PHP, and ACID

18.R. Sommer, V. Paxson, "Enhancing Byte-Level Netwriksion Detection Signatures
with Context,"” ACM conf. on Computer and CommurocaSecurity, 2003, pp. 262--
271. citeseer.ist.psu.edu/sommer03enhancing.html

19.Sailesh Kumar Snort: Lightweight intrusion detectitor networks," In Proc. 13th
Systems Administration Conference (LISA), USENIXodation, November 2003 pp

229-238. www.snort.org/

20. Sailesh & Kumar (2003) Intrusion detection systeisiag snort IDS

21.Snort website 2007. Intrusion detection system gusisnort software.

http://www.snort.org

46



22.S. Kumar et al., "Algorithms to accelerate multipkgular expressions matching for
deep packet inspection,” Proc. ACM SIGCOMM, 2005.
portal.acm.org/citation.cfm?id=1159952

23. Tripti Sharma, Khomlal Sinha (2011) Internationdburnal of Engineering and

Advanced Technology (IJEAT) ISSN: 2249 — 8958, well, Issue-2, December 2011

24.Vyatta,., 2011. Intrusion Prevention System Wetelfilg, US and Canada: VYATTA,

INC.

25.William, R. C. S. M. B. A. D. R., 2003. Firewaligldnternet Security:. s.l.:Repelling the

Wily Hacker by Addison-Wesley. Judy 2002 ids

26.Zhou, J., Carlson, A and Bishop, M (2005). Veriésits of Network Intrusion Alerts
Using Lightweight Protocol Analysis: Proceedingdhad 21st Annual Computer Security

and Applications Conference(ACSAC 2005)

47



