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ENHANCING THE MANAGEMENT OF WIRELESS CLIENTS ON
INFRASTRUCTURE BASED WLAN'S: CASE OF UNDP SOMALIA

ABSTRACT

Network Managements entail managing faults, coméijans, accounting, performance and
security. This is done to guarantee reliabilityaitability and confidentially key issues in
computer and network systems. Most of this feataegsand have always been realized on the
wired LAN because of the capability to configuree tfeatures on specific physical ports.
Wireless LAN’s pose the greatest challenges in renfg these features because they do not
have many physical ports like the wired LAN and trdgnts connect through the same port on
an access point. Users are easily managed in systdrare user devices are internal to the
system e.g. registered authenticated system usetwaiork administrator’s often have issues in
managing guest and other mobile users who onlyexnonce in a long time to the network or
managing users who come in with new or differenicis day in day out and require connecting
to the network. Such foreign devices pose greatag@ament issues to network administrators
because they cannot be accounted for easily ygtatregsume much of the networked resources.
This study is aimed at establishing a solutiomtmage such mobile guest wireless devices on
the corporate wireless LANS so as to realize alainsecure, reliable and well optimized
environment with wireless clients on wireless ne&soin order to realize a well-managed
network.

Key words: Local area networks, Network interfaces, RoutWreless LAN
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DEFINITION OF TERMS
Network- a group of two or more computer systems linkedgetber —

http://www.webopedia.com

Network Management The process of controlling aetworkso as to maximize its efficiency
and productivitywww.dictionary.com
Wireless Network— Network based on 802.11 standards.

AP (Access point)- Hardware device or a computer's software thataga communication hub

for users of a wireless device to connect to advir&N, http://www.webopedia.com

DHCP- Dynamic Host Control Protocol- a protocol thasigas IP settings to users to allow
them accesses the network.

Authenticate: A way of association in which a device conneotsih Access point for network
connection.

SSID- A sequence of characters that uniquely names a wireless local area network,

http://whatis.techtarget.com
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1 INTRODUCTION

In recent years, wireless networking has becomesmgailable, affordable, and easy to use.
Many users are adopting wireless technology in tgnemnbers. Vijay (Vijay Chandramouli,
2009) states that the increased demands for mpohitid flexibility in our daily life are demands
that have led to the development from wired LANsviceless LANs. Laptop and other WI-FI
enabled device users often find free wireless cctiores in places like coffee shops and airports
and can easily connect to it and access the irterrether allowed network resources.

With evolving research into wireless networks, ¢hdrave been general improvements in
wireless network speeds and speeds of up to 100Mbgpdikely to be achieved. The move
towards achieving near wired LANs speeds has hedtéme adoption of wireless network in
many organizations of course keeping in mind tbeilflility and mobility of users to work from

anywhere and sustain their connectivity.

The current market has many wireless enabled gadget many organizations are finding the
need to incorporate them in their networks in otdeincrease user productivity, comfort ability
and performance. Many organizations have embrdeedireless technology and many use it to
allow mobile units access the wired LAN resourcesifathey were connected to the LAN
directly in an infrastructure mode wireless LAN.

Most organizations adopt wireless LAN as an extansif the wired LAN to allow mobile users
same access as wired users. Some other organgzaawe deployed full wireless network where
their devices comprises cluster of wireless devited bridge each other to form a robust
wireless network.

The adoption of wireless LAN as an extension ofwilid LAN has great impact not only the
wireless resources but also the wired LAN resourédéseless adoption causes many threats to
the entire LAN especially in regards to accountghiperformance and security. This calls for

additional input in order to manage the entire roekw
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1.1 BACKGROUND

Wireless LAN adoption and use has generally enldarflexibility and convenience in our
working environments (Rathnakar et.al 2009). Thepddn has also introduced much work in
relation to securing resources given that we livéhe security edge and there is need to protect
every gadget that connects through the wirelesesacgoint and more so protect the
organizations resources from unauthorized access naisuse while ensuring that system
performance is not compromised. With the increassslof such devices on the wireless LAN,
there is need to manage who and what resourcebeaccessed by different users. In an
organization that highly utilizes the use of Wisdd_AN, there is greater need to separate what
guest and other unauthorized users have accesstteeametwork and what should be accessed
by different classes of staff, mostly classifieddgpartments.

In most organizations, guests on the network oelgdninternet access for email services and if
necessary a printer, for printing their work. Thadls for a way in which guests should only be
allowed access to what they require. Managing guast staff on the wireless network has
posed challenges to many organizations, most argons end up deploying a flat network that
allows all users same level of access. Such a mktwoses many challenges especially in

regards to managing the network resources amondgjffeeent users.

UNDP Somalia is a UN organization that was esthblisto govern the United Nations
Development Program’s mandate in Somalia. The drgdon has been operating and
discharging its mandate from Nairobi given the titdastate of the Somali country. The
organization realizes a huge turnout of guest, Iypalelegates, donors and state officers who
always come to follow up on issues in regards $samination of UNDP Somalia’s Mandate.
UNDP Somalia has well over 400 staff members wittme compound and has several staff
members spread over the Somalia country who oftgits the organization in Nairobi to give

updates on progress of events in the Somalia cpuntr

Within the organization several Wireless Accessfsohave been deployed to support mobile
and transit users and allow them access the iritanteoffice resources wirelessly. The Wireless

network was deployed as an extension of the wirdlN to allow mobile users access internet
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and other office resources wirelessly, and feeif &isey were connected directly to the wired
LAN.

The deployed AP’s allow mobile users to accessriteznet and other shared network resources.
The AP’s pass all the traffic from wireless deviteghe wired section of the LAN where the
organization’s servers have to manage them. Amoagéervices offered to the wireless network
by the LAN servers are DHCP lease to clients, acteghe internet, and access to the shared
resources e.g. printers, and shared server spdcacaass to the office intranet.

The wireless LAN handles many clients than the avitAN given the large number of wireless
devices by staff and many guests that often \igtdrganization and request for internet access

wirelessly.
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1.1.1 OFFICE WIRELESS LAN ARCHITECTURE

The office Wireless network architecture is an esgien of the wired LAN. Wireless Access
Points are deployed on each block and their namsimgsociated with which block they reside.
Each of the AP’s has its own SSID to match its fiocaand the organization has a unique
service set identifier (SSID) per Wireless Accessipassigned depending on location. All the
access points (AP’s) authenticate users with tineespassphrase. Wireless devices connect to
the nearest access point with the strongest sigsialy the same pass phrase. The connected
wireless clients are assigned IP settings from dhganization’s DHCP (Dynamic Host

Configuration Protocol server) server and can floeeeaccess any shared resource once they

authenticate.
WLAN | 551D: Block A wireless
< P g
Access
ﬁ Wan Point
y Router T
Internéti——— |
/ ~1
oy 2
TMG Gateway | ————==3
DHCP Server lf_"
DNS Server :‘ _
- I~
) SSID: Block B wireless

Access
Point Iy,

Figure 1: system architecture
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The organization runs a domain controller, DHCR/eserPrint server and File server on the

wired network and the servers manage all the wsetglevices on the network.
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1.2 PROBLEM STATEMENT

The wireless Network design was implemented with #im to support a few of the staff
members who were assigned Wi-Fi enabled laptops.

Since then, the organization has grown and seeémncagase in number of staff and consequently
in number of mobile devices all of which requirecess to the wireless LAN. Often, the
organization hosts visitors and meetings with dipdts and other agency staff. Staff on missions
from the field offices too often come to the offiaed are granted access on the WLAN;, more
so, given the policy to allow users bring their odevices that are WIFI enabled such as
personal laptops, IPAD’S, Tablets and Mobile phdmes in overall led to a large increase in the
number of users and devices supported by the wseMetwork a situation that was not

envisaged in the initial design.

Currently the network is often overwhelmed andrtevork resources over utilized and misused
as a result of increased user devices some of venbfficial while others non official. There is
therefore need to ensure that the network is netvavelmed with non-mission critical traffic
from non-official wireless devices for security sea and to avoid overutilization and misuse of

office resources.

If the problem is not well addressed, then it kely to bring down the entire network thus
crippling the organization’s operations and hindgrits move to achieve its mandate. This study
strives to establish a way to provide a wireledsvaek that will address challenges related to the

current system.
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Based on the architecture in figure 1, the probléimas arise in regards to management of the

entire network relate to,

a) Assigning and managing network resources to ugeress(s and staff)

b) Allowing guest internet access only while allowisigff access to office resources as if
they were directly attached to the wired LAN.

c) Managing and ensuring that all the access poitsalvays up and running in order to
realize office productivity and at the same timmwal guest to connect irrespective of
their location within the compound.

d) Allowing users to roam through the network and kéegr assigned settings.

e) Controlling network attacks and viruses directedthte network users from the many
guest devices allowed to access the office wiralessork.

f) Securing all devices on the network so that inféctevices do not infect other clean or
non-protected devices.

g) Segregating users depending on their devices dodiay them different modes and
levels of access to the wireless LAN.

For purposes of this research, problems a, baodde will be addressed.
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1.2.1 AIM
The aim of this study is to assess the current odtwstructure and establish improvements to

enhance and hence realize an effective and wethaetd wireless network.

1.2.2 OBJECTIVES OF THE STUDY

To assess the current structure and identify ketyemecks in the design.

To identity issues that affect effective impleméiota of the current wireless LAN
Network.

To propose improvements in the current structuréatditate effective management of
the wireless.

To design and implement the proposed system.

To test and validate the proposed system.
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1.3 JUSTIFICATION OF RESEARCH

Jonathan Weiss (2002) attributes that Securityigyaoncern in wireless networking; this is an
issue of great concern when it comes to m-commande=-commerce applications.

Mobility of users increases the security concema wireless network and especially when you
have different classes of users who require diffeaecess right or methods.

This study seeks to provide ways to address therisgcavailability, and performance concern
that arise especially when several users haveaie she same wireless connection. The issue of
concern is how to secure certain resources fromsacby unauthorized personnel and ensure
optimal performance of the system.

The organization has been facing serious issuesgards to managing the connection to the
wireless network especially allowing guests to ascthe internet only and to no other office
resources, there was need to have the guest gisepasate access method and at the same time
have them managed in order to also restrict wheat lave access to on the office network.

This study aims to address among other issues, ditasmnahe DHCP leases from the DHCP
server that currently run into exhaustion, Managirgffic flow on corporate network from
different users, enhancing and ensuring constaoésacto the network by users from all
locations within the compound, securing accessitbgenerally preventing misuse of resources

by unauthorized personnel.
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2 RELATED LITERATURE

2.1 State of the Art:

Wireless LANs are certainly the wave of the futtoe enterprise networking. Everywhere you
look, there is a company deploying a WLAN into thdaily operations (Jim Geier, 2003a). Jim
believes that if an organization cannot effectivelginage its WLAN, benefits quickly diminish
and it becomes more of a cost burden than savings.

The wireless networking standards are developedBBE; they define a through-the-air
interface between a wireless client and an accesg pr the interface between two or more
wireless clients and operate in the unlicensedigrorf thelndustrial, Scientific, and Medical
(ISM) frequency spectrum (Masica k 2007). The IE&ndards that govern the use of wireless
networks are the 802.11 standards. Since incepdmreral standards have been developed with
the latter being improvements to the predecesddrs. IEEE wireless standards are 802.11,
802.11b, 802.11a, and 802.11g, the difference hieitige types of data speeds they can support
and or the bandwidth in which they operate (Rajubkshi and Dr. Chansu, 2001)

The table below shows the standards (Brad Sla@b3p

standar Frequenc Data rates support
802.1: 2.4 GHz 2Mbits/Secon
802.11l 2.4 GH:. 11 Mbits/secon
802.11i 5 GHZ 54 Mbits/secon
802.11¢ 2.4 GH: 54 Mbits/secon
802.111 2.4/5 GH: >100 Mbp:

Table 1: IEEE wireless Standards.

The wireless access points authenticate usersdigr ¢ connect to the wireless network. There
are different classes of Access points dependinthein capabilities; they include autonomous
AP’s and light weight Access points. Autonomous g\lean manage themselves while Light
weight AP’s are centrally managed. Some standadom@nomous AP’s can be upgraded to light
weight for central management.

©KCA University Andrew M'mbaiza Kegode Reg. No. 11/02814 MSC Datan@wunication

10



The wireless access points authenticate usersramgpe data using different security protocols,
they include: WEP- Wired Equivalent Protocol, Wiffiotected Access — WPA, WPA2 each

being an enhancement on the later (George C. O8)2@&ach of the protocol has its unique

encryption algorithm with which transmitted dataemscrypted.

Each of the protocols has its own characteristigs relation to encryption algorithm,

authentication method and data integrity.

The table below shows a summary of the protocot®mparisor(Swati S, Shilpi G, 2012).

WEP WPA WPA2

Purpose Provide securityOvercome the flaws qgflmplements completely IEE
comparable to wired WEP without requiring 802.11i standard and an
networks new hardware|, enhancement over WPA

Implements majority o
IEEE 802.11i standard

i

Data Privacy
(Encryption)

Rivest Cipher 4 (RC4)

Temporal Key Integr
Protocol (TKIP)

tCounter Mode with Ciphe
block
Authentication Code Protoc
(CCMP) using block ciphe
Encryptior

Chaining Messag

Advanced
Standard (AES)

Authentication

WEP-Open and WE

PWPA-PSK and WPA;

WPA2-Personal and WPA2

=

U

=

Shared Enterprise enterprise

Data Integrity CRC-32 Michael (generateSipher block chaining
Message Integrity Codemessage authentication code
(MIC)) (CBC-MAC)

Key Management| Lack of key managemeitrovides robust keyProvides robust key
management and keysnanagement and keys are
are generated througtgenerated through four way
four way handshake handshake

Hardware Works on  existing Works  on  existing Supported in Wi-Fi devices

Compatibility hardware hardware through certified since2006, Does npt

©KCA University
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firmware upgrades opwork with older NIC
NIC
Deployment Easy to setup andComplicated setupComplicated setup require
complexity configure required for  WPA- for WPA2-enterprise
enterprise

Table 2: Comparison of wireless LAN security pratisc

A wireless LAN can be deployed as an extensiomefwired LAN Barry

Lewis and Peter T.

Davis Wiley, 2004 pg. 33) commonly known as infrastructure basedWLor simply a system

consisting of wireless clients and wireless acgessts that bridge each

other and hence offer a

seamless interconnection of mobile wireless dewoesvn as adhoc WLAN

Wireless clients can obtain their network configioras from a wireless access point configured

with the DHCP (Dynamic Host Configuration Protocedyvice running as an autonomous AP or

can obtain the settings from a network DHCP seoafigured purposely for thatBérry

Lewis and Peter T. Davis Wiley, 2004pg. 279)

Just like wired LANs, Wireless LAN can be configdr&o as to support different classes of users

and or separate users. This is done in order imaa performance and enforce security; several

methods can be employed to achieve this, some ighvihclude;

a) Using Separate physical links and systemanost traffic can be s

eparated by physically

separating them, distinct systems are placed oara&p switches and or access points, this

allows for running two or more separate networks tre physically separated this separation

ensures that clients on one network do not comnatmidirectly with

other, thus enhancing

security, and more so performance as a result\vahgaeparate systems run independently thus

reducing on traffic congestion, an issue that déeggerformance and compromises security.

This method is commonly employed within organizasiavhere special

rooms are set aside as

hotspots for guest use. Staffs are assigned thair lotspot aside from guest. Much as this

method seems to work, the organizations incur maoeohkt in order to support the two

connections.
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b) Using Enterprise class AP’s.

Enterprise class AP’s can be used to support nuseys because they can support multiple
SSID’s (Service Set Identifier), Each of the SSIDonfigured on the autonomous AP’s can be
used to support a particular class of users. Taf@drfrom the users is then routed through the
AP trunk to a gateway.

This solution can support several users but siidbetraffic flow through the same trunk, the

performance of the system is not of much differeséo when only one SSID is used.

¢) Using a Wireless LAN Controller (WLC) - a wireless LAN controller is a hardware that can
support several lightweight Access point’s; a ligletight access point is that AP that can pass its
control to a central unit for administration. Th&NL controller is configured and passes the
configuration to the Access point, the access paamé then controlled by the LAN controller.
WLC controllers eliminate access point congestiozbfgms for mobile users by automatically
balancing clients across access points as theyectniCisco Systems d).

WLC continually adjust access point loading as sisgrange location and roam though the
network. Traditional roles of access points, sushaasociation or authentication of wireless
clients, are done by the WLC. Lightweight AccessnBo(LWAPS) register themselves with a
WLC and tunnel all the management and data patkdtee WLCs, the configurations are done
on the WLC and LWAPs download the entire configaratrom WLCs and act as a wireless
interface to the clients to enable them accedsemétwork.

According to an evaluation done by Info-Tech (20@t)competitors in the WLAN market, the

following were notable performers with the respeetttributes.

1. Aruba, with leading security, feature-rich, and BYOD-gasolutions from a leading
vendor.

2. Ciscq a trusted vendor with a strong WLAN solutionagge installed-base, and rapidly
evolving wired-wireless unification.

3. Enterasys a compelling wired-wireless unification solutiofyll featured WLAN,

excellent BYOD solution, value-priced.
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4. HP Networking, with solid WLAN hardware and wired-wireless undtion at the
lowest cost.
5. Ruckus, with outstanding RF features an innovative vendah innovative solutions

and rapidly growing mind-and-market share.

An analysis of some of the desirable key featuriéls some of the leading WLAN vendors in the

market can be seen from the table below. (Ziff B&012)

ARUBA |CISCO | ENTERASYS | HP RUCKUS
SUPPORT FOR 2.4 AND

YES YES YES YES YES
5GHZ BAND
LOAD BALANCING YES YES YES NO. YES
AUTO POWER AND

YES YES YES YES YES
AUTO CHANNEL
USER IDENTIFICATION

YES YES YES YES YES
by NAME/MAC/IP
PER AP STATISTICS YES YES NO YES NO
PER CLIENT

YES YES NO YES NO
STATISTICS
SUPPORT FOR

YES YES YES YES YES
ROAMING
INTERGRATION  WITH

NO YES YES YES -
WIRED NETWORK

Table 3: key WLAN vendor features

d) Using a Radius Server (Remote Authentication Dial In User Service); withR&ADIUS
server, we can grant individual registered usees ddowed access based on authenticated
identity instead of the SSID they connect to (R&tlokshi and Dr. Chansu Yu.2007), Radius

uses a unique username and password to authenpicatee wireless network e.g the Active
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directory. The client's username and password &exled against any Active Directory or
LDAP server that supports the RADIUS protocol (Merahite paper, 2009).

User and service authentication and authorizatienused to authenticate or deny users certain
privileges, users are classified in groups andrsgvights granted to them, grouping can be done
based on Mac addresses and or active directoryniaggeonal units. Using a Radius serer can

allow or deny users access to certain resources.

Since the users’ credentials have to be checkethsiga predefined datasheet, the main
drawback to this system is that users have to pistezed a scenario that cannot be achieved

when you have many guest users.

e) Content-based filtering upper layer content filters can be used to segeetraffic from
various users, this filtering can be done at anyhef layers in reference to the OSI —model,
traffic is routed in respect to the applicationguestion, http and https traffic is routed to the
gateway while ftp traffic is routed to the ftp sers, pop ad IMAP traffic is routed to the mail
servers, the main challenge in this system is fmwnplement it on guest users since they are
allowed same access as long as they are usingaberpl’s in question. This method does not
solve our performance issues because traffic framsgand staff travel to the same servers

therefore mission critical requests from staff barstarved by those from guest.

f) Using access control lists. ACL'scan let you segregate traffic on a network, accessrol

list allow one to either permeate or deny trafficough particular networks, and wireless
network can be distinguished using access conisbl dy permeating traffic from certain
applications or user to some networks and at theestame deny access to others. ACL'’s are
used to guide traffic through the LAN ligfining specific access rights and to which neea
packet should go, ACL are configured on a routeswitch interfaces to either deny or permit
traffic.

You configure access lists on a router or switchilter traffic and provide basic security for any
network. You can use ACLs to control which hosts aacess different parts of a network or to
decide which types of traffic are forwarded or Wed at router or switch interfaces (Cisco

systems
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Access control List can therefore be applied officrrom different users in order to have them
separated. The access control list is well builinigc addresses from devices. Certain devices
are granted access based on their mac addresdesoitiar not. This method cannot effectively
address our issue because it's not possible tef@edine the mac address of guest devices to be
included in the ACL.

g) Using VLANS. VLANS have successfully been deployed onto theeaviLAN, this was
achieved by separating users based on switch fortajreless clients, it's not possible to apply
port based VLANS because users connect via onetpane wireless access poiMifilan Yu
and Jennifer Rexford 2001).

To create wireless VLANS, enterprise class AP’s dgployed. Each SSID can be assigned a
particle ID which can be used to implement wirel®4sANS, once a user associates with a
particular SSID, his/her traffic is tagged with mique ID that can be mapped to a particular
VLAN, such traffic can then be guided through thetwork using the specific VLAN ID,
adopted from the SSID it authenticates with.
VLANS can be deployed in a number of ways, they are

* Port Based VLAN

* Mac address based VLAN

* Protocol based VLAN

* Policy Based VLAN

Port Based VLAN —different switch ports are placed on the same VL& only devices with
ports in the same VLAN can communicate to eachralhrectly. Port based VLAN deployment
is not possible for wireless clients because, lisats connect through a single port, on the Ap.
Mac address-based VLANsthe MAC address of a workstation is assigned Yd_AN. Each
switch or Access point maintains an assignmenetabMAC addresses and their corresponding
VLAN memberships. The source or destination MAC radd determines to which VLAN a
packet is passed.

Protocol based VLAN, the delivery of packets depends on protocols, aheé VLAN
membership of a packet is indicated by a tag thatlded to the packet.
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Policy Based VLAN-Tagging based on certain policies or user condigom. This

May involve classifying network traffic into groupsid assigning Quality of service priority bits
and VLAN ID to each group E.g. SSID
The figures below show the structure of a normbkHEtet frame and one that has VLAN tag.

Destination Address

Source Address

Length/Type

Data

Frame Check Sequence

Standard Ethernet Frame

(1518 Byte)

Figure 2: Tagged and untagged Ethernet Frame (Sys# GmbH, 2001):

6 Byte
6 Byte
2 Byte
46-1500 Byte

4 Byte

Destination Address

Source Address

VLAN tag

Length/Type

Data

Frame Check Seguence

Tagged VLAN Frame
(1522 Byte)

6 Byte
6 Byte
4 Byte
2 Byte
46-1500 Byte

4 Byte

The VLAN tag provides a basis onto which VLAN tiaftan be segregated. The VLAN tag is

unique to each VLAN traffic and only packets witdmse VLAN tag can be routed in the same

direction.
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A VLAN tag has the following structure (SysKonné&mbH, 2001):

" B

TPID (Tag Protocol Identifier) TCI (Tag Control Information)
Identification for the VLAN header: 0x8100 User Prionty: 0-7 | CFI VLAN ID: 0-4095
(16 Bit) (3 Bit) (1 Bit) | (12 Bit)

Dest | Src | Len/Etype| Data f 0;:::::!

Dest | Src ;Etypel Tag Len/Etype Data —| FCS' Tagged

Frame

T

VLAN- D

Figure 3: Structure of a VLAN Tag.

VLANSs can be identified with any values from 1 1094.
The VLAN tag contains information pertaining toqity of the frame and the VLAN ID.

Tagging helps isolate traffic from different VLAN'ever a trunk, to implement WVLAN
(Wireless Virtual Local Area Network); we requir@ #ccess point that supports multiple
SSID’s. A service set identifier (SSID) is a unigaeel that distinguishes one WVLAN from
another. Wireless devices use the SSID to estabhshmaintain connectivity. Multiple SSIDs
allow users to access different networks throughimgle access point, each SSID can be
associated with a particular VLAN, and the tag ssigned per SSID in order to differentiate
traffic from one SSID from the othelitn Geier 2003b)

A trunk is used to interconnect switches or AP’eew VLAN switches and or access points are
spread across different zones, a trunk links twmore switches or access points to a switches
that have VLANs configured on them, (George C. 002 the trunk carries all the VLANS
traffic from one switch to another. Traffic from @rdevice to another is associated with a
particular tag that uniquely identifies a particWl_AN (Rajul Chokshi and Dr. Chansu Yu,
2004). Network administrators can then map wiretesffic to multiple VLANS and assign them

priority. Wireless AP traffic is concentrated thgbuan 802.1g-capable wireless switch or
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gateway; the device tags the packets before fomgridhem. Through appropriate tagging, the
packets move onto roles defined by the tags, whekigerole is guest or employee or whatever
SSID defined.

2.2 State of practices

Several case studies have been done in this a@st, oh which have been described in the
literature review —state of the art.

They include,

» Physically separating users by device, where weseprarate parallel networks with each
network supporting a specific class of people.

» Using access control list to route traffic throutljie network, this allows for directing
traffic through the network by permitting or denyiits flow to different parts of the
network.

» Using a wireless LAN controller to manage Acceswfsoand users, the WLAN has the
capability to control and pass configurations taatess points and also manage the way
users connect to the network.

» Using a radius server to authenticate users, thBIRS server can be configured to only
authenticate authorized users and grant them adoespecific network segments or

resources.

2.3 Technological advances
Currently, there are various technological advammesg on in regards to effective management

of the wireless network and LAN resources, theyude,

Deploying of central management software’shat allow central overall management of the
system. There are many software’s available inntlagket both open source and commercial
and their use depends on what type of infrastrecyou would like to have them run on. Jim,
(Jim Geier 2003a) notes that, Wireless network mament software will let you get the

maximum performance from your WLAN, while makingas secure as possible. For example,

management software will constantly monitor evecgess point in a WLAN, giving instant
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feedback so a network administrator can constawiak the wireless network, keeping it as fast
and secure as possible.
To achieve maximum out of the management tools; sheuld possess the following features:
(Charlie Schluting, 2009)
* Centralization. The tool should allow you to manage the entirevoek from a central
location
* Multiple Vendor Support. The software should support access point hardivare a
variety of vendors, allowing system design flextiil
» Flexibility . Easy upgradeable software
» Easy Integration with Existing Network Infrastructu re. The tools should be easily
integrated into the existing network.
» Ease of UseThe software must have a user friendly operatingronment, be easy to
navigate, and provide adequate help when needed.
» Automation. When configuration changes are needed, the saftwaust be able to
automatically implement the changes over large mgoaf access points. This will

eliminate the chance for human error and ensurfermmiimplementation of the changes.

The systems should be able to automate most oktheérements e.g., load balancing among the
available resources, auto powering and auto chacmaiguring to prevent interfering from
adjacent channel.

Development of virtual systems that can easilyriiegrated into the existing systems to allow
seamless working environments and should be abtéféo segregation of traffic on the LAN

based on certain conditions.
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2.4 Critic of the literature.

Despite the breakthrough in segregating wireleafficy each of the methods cannot work
independently and mix of the methods would prodteebest result.

As much as the methods can manage traffic, the,, &A@t radius server can only be applied on
users the system understands, it will not be ptessibmanage guest because they are mainly on
and off the system, and their credential cannqgirbdefined into the system.

The methods discussed can only single handedlyosuppganization authorized users in order
to group them in classes and allow them differenels of access and or route their traffic
differently.

Since guests are external to system and it's nediple to have their credential e.g., mac address
and usernames predefined in the system for filjeon into access control list, each of the

methods discussed cannot independently addregsi&st access issues.
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3 METHODOLOGY
Networks have been with us and continue to evolsmiral us as year advance; network
problems pose serious challenges to users and rkedgoninistrators because they have direct
impact on the productivity of organizations. Tov@lnetwork related problems, we need to
identify sources of problems then list possiblerappd solutions to the problem sources; there
are different ways to identify problems sources samh which are manual systems or using
automated problem detectors. Networks solutionsoged depend with the specific problem in

guestion and not all network related problems aheesl in the same way.

3.1 Existing methodologies
METHODS OF SOLVING NETWORK PROBLEMS

The methods used to solve network problems include:

A) Simulation of the system using simulation softwa’s

A network simulator is a software or hardware piece that is used ¢dipr the behavior of a
network, in the absence of an actual network. Autator imitates the actual working of a
computer network where the computer network is neetieiith devices and network traffic, the
performance is then analyzed. The simulator can Heecustomized to fulfill specific analysis
needs. Simulators support many protocols that areewtly in use today, e.g. UDP, TCP, http
and https traffic, and WLAN protocols.

Commonly used simulators include, Cigzacket tracerOQPNET and NetSim

The adoption of simulator methodology is mainly wihkere need to roll out a large project
whose performance cannot really be predicted, frstes1 is simulated prior to roll out to
ascertain  whether the developed system will w@knulators can also be used prior to
deploying simple and small systems to assess peaftce. Use of simulators help many
organizations’ save money and resources that wbalce been used to deploy projects that
would fail to perform or whose performance wouldsgtisfy the owners, with simulators, actual
system performance is measured and the deployddnsysould reflect or have the same
characteristics as the simulated QR®bert currier 1999). Network simulators are alsed by
network designers to test new networking protoaldo change the existing protocols in a

controlled and reproducible manner prior to achzion.
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B) Deploying the system in real environment.

The second method that can be used to solve siprikdnlems is going straight into action with
the option of reverting back in case the expeclethge is not realized.

In this method, the system is developed in thea@&nvironment and testing done as the system
is deployed, if performance is not as per the etgtien, the system is constantly tuned to
optimal, failure to tune the system to the requiexgectation results in reverting back to the
original system then new changes planned. This odetises a system development model and
takes incremental stages.

This method is mainly used for small projects tthatot involve large sums of investments, or
in situations where the designer has good workimgwkedge and understands the outcome of

the systems hence doesn’t require system simulation

3.2 Evaluation of the current methodologies
Simulation method
Simulations are mainly used in large project andvbere the expected results are not well
known. Simulations help organizations’ save on tand other quantifiable resources that would
have been wasted were the project undertaken iemgaonments and fail to work.
Network designer’'s use simulation tools to test mpeetocols and or determine the introduction
of new devices or protocols on a network.
The challengesto this method are that, it requires skill and muaderstanding of simulation
software’s. The user must be conversant in us@esimulation systems, more so, many of the
best simulation tools are commercially availablel @ome at a cost, otherwise, we still have
some free open source simulation tools though ceitteno or little support available only in

forums.

Deployment in real environment method

The action methodis used in circumstance where the methods have tes¢éed and proven to
work. This method is mainly adopted by network etgavho have in-depth knowledge of what
the expected outcome should be.

During deployment, the system is deployed in phasekits performance evaluated a failure in

performance leads to a re-evaluation of the me#imabla different approach undertaken.
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The challengego this method is that incase the system failsn tthe organization incurs much
losses as a result of purchasing items that aratitized.

For the purposes of this research, the action ndewith be deployed for same reasons that the
system will be developed in parallel to the curreygtem and is expected to not interfere with
the current one hence enabling business continuity.

More so, the designer has a better understandinidpeofsystem as the development in real
environment is undertaken and can design bettes waygo around issues that might not be

reflected on a simulated system.

3.3Proposed Methodology
In this research, different types of data will ketheered. The data relates to user response on
network performance and network use, network taffow, DHCP leases and hits on the
intrusion detection system.
To gather data related to user response, intervadves few users will be conducted to gather
users feel on performance of the system, for Nétvii@ffic, study the current architecture will
be analyzed to establish how data flows throughsistem. For the DHCP leases, tools that
display the DHCP leases will be employed, one $achis the DHCP server or use of the angry
IP scan tool that scans the entire network andnsta table of devices connected to the entire

network and their corresponding IP address and &dalcesses.

Data analysis and Isolation
The data gathered will be analyzed for any anoraaky possible sources of such in order to

isolate problems
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4 FIELD STUDIES AND FINDINGS

4.1 Data types
The main distinction of the types of data that flomthe system is data from the authorized ¢
membersregarded as mission critical daand data from guest who vi the organization

regarded as nommission critica.

Field Study Findings.
The research found out that the current systenthe$ollowing characteristics that need to
addressed.

» The systemrhas no way of segregating gt access to resources as authorized use
seen from the curreisystem architecture in fig. AAll the users have equal access rig
once authenticated’he AP’s pass all the traffic to the wired section of th&N and
hence allowing all users eqlaccess.

A screenshot from the DHCP server indicated that the systethorizes all the clien

with equal access rights to the office netw

172.16.10.138 SO-GOV-NOTE-23.50.undp.local 2/26/2013 14:09 DHCP 002170a1d85b
172.16.10.133 SO-GOV-NOTE-23.s0.undp.local 2/26/2013 16:39 DHCP 00226838eebc
172.16.10.140 so-rsl-wrk-06.s0.undp.local 2/27/2013 7:27 DHCP 00256430cdf1
172.16.10.143 so-ict-wrk-08.s0.undp.local 2/27/2013 7:57 DHCP 0012795d2a8d
172.16.10.144 android-abc048c77820a3c2.50.undp.local 2/27/2013 11:00 DHCP 283083005521
172.16.10.145 SO-FIN-NOTE-12.50.undp.local 2/27/2013 7:55 DHCP 0024813cb059
172.16.10.146 SO-RC-WRK-06.50.undp.local 2/27/2013 8:18 DHCP 000ffed15048
172.16.10.147 Fatumas-iPad.so.undp.local 2/27/2013 11:14 DHCP 64200c6254f5
172.16.10.148 android-97c6dab387398977.s0.undp.local 2/27/2013 11:06 DHCP c8600013beda
172.16.10.149 SO-DSS-NOTE-04.s0.undp.local 2/27/2013 10:59 DHCP 0024d698c9d4
172.16.10.150 SO-FIN-NOTE-12.50.undp.local 2/27/2013 10:58 DHCP 00216b91317a
172.16.10.152 S0O-0OPS-WRK-03.s0.undp.local 2/27/2013 8:00 DHCP 001aa03dab0a
172.16.10.153 S0-DSS-NOTE-64.so.undp.local 2/27/2013 11:10 DHCP 001e65082ecs
172.16.10.154 Xanadu-PC.so.undp.local 2/27/2013 11:18 DHCP 0026820e55ca
172.16.10.155 SO-ROLS-NOTE-43.s0.undp.local 2/26/2013 18:51 DHCP 001e652d249a
172.16.10.156 SO-RRM-WRK-0S.so.undp.local 2/27/2013 8:02 DHCP foada2f2d3eb
172.16.10.157 SO-A2J-NOTE-07.50.undp.local 2/26/2013 11:20 DHCP 00216b4f3ccc
172.16.10.158 SO-ADM-NOTE-04.s0.undp.local 2/27/2013 10:19 DHCP 0026b9ec5298
172.16.10.15% SO-ADM-NOTE-04.s0.undp.local 2/27/20132 10:49 DHCP 002314ddbc38
172.16.10.160 SO-DSS-NOTE-72.s0.undp.local 2/27/2013 10:59 DHCP 081196ec1524
172.16.10.161 SO-ICT-NOTE-05.50.undp.local 2/27/2013 10:51 DHCP 00231434be20
172.16.10.162 so-sidp-note-03.so.undp.local 2/27/2013 10:22 DHCP 848f69efdbba
172.16.10.163 iPad.so.undp.local 2/27/2013 10:54 DHCP 64200c277600
172.16.10.164 android_4bb60f6e8378cda0.so.undp.local 2/27/2013 11:00 DHCP 00aa707bb40c
172.16.10.165 so-sry-note-02.so.undp.local 2/27/2013 7:33 DHCP 636973636f2d633430
172.16.10.166 administrator.so.undp.local 2/27/2013 10:35 DHCP 636973636f2d633430
172.16.10.167 Jean-PC.so.undp.local 2/27/2013 11:10 DHCP 883ffa29139a

Figure 4. Samplshot of the DHCP leas
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» The systems constantly run out of DHCP leases andéhthe system administrator he

standby DHCP scope that is activated when suclessatse in order to service me

clients. Thishappens when we have a large influx of guestsemtigination

E. Server Manager
File Action  View Help

o 2m R = HBm

[ Server Mansger (30-DCO1)
£ 3 Roles
. "gf Active Dirsctory Domain Services
# = Applcation Server
= G DHCP Server
E § so-dodl-so.undp.local
= 1P

= G Scops [172.16.12,0) Spare Scope
i} Address Pool
= Address Lasses

# 4 Network Policy and Access Services
# WY web Server (115)
F Gy, Windows Server Update Services
g Festures
B 8 Diagnaostics
# gl Configuration
5% Storage

Figure 5 Systems DHCP Scop

Scope [172.16.10.0] Springette

Contenks of Scope |

[} Address Pool

@ Address Leases

5 Reservabions
Soope Options

» Once authenticatedjuests ha\ the same right s as staff and can use the netws

though they were gue hence not easily accounted for.
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» The performance of tiLAN systems is greatly degraded whee have a large infw of
guestand hence reduction in productivity from s due to bandwidth constraints a:

results of guest traffic

» When there are more visitors in the organizatiba,IDS records many hi

i8]
Be Acton Vew sep |
GG ISEIRE Y |
= Microsoft Forzfront Threat Manageme! -
=) a Forefront TMG (SO-FWO01) Forefront

Enterprise
£l Dashboard Threat Management Gateway zo10
% Monitoring
@ :'I'E::" pd"‘; ; / Alerts Y(sessions X Connectivity Verifiers Y(Services X Configuration Y / Tasks \(Fen \
i Web Access Policy
;_% £-Mail Policy Alert | Latest_~ | status Category | server |
5o+ Intrusion Prevention System =] @ Upstream chaining credentials 2/24/2013 12:46:07 AM  New Firewal Service S0FWOL
) Remote Access Policy (VPN) Refresh
= Networking [ s\, Compression by Unsupparted Method 2/25/20138:35:05 A New Other s0FW0L B Refreshtion
‘\jj System & ) Non-TCP Sessions from One IP Address Limit Exceeded 2/25/20138:58:37 A New Firewal Service s0FW0L 8 Automatic Refresh Rate:
(4] Logs & Reports Ei 3
5 Update Center [ ) HTTP Requests from One IP Address Limit Exceeded 225/20133:17:05 A New Firewall Service R Medium =
¥ Troubleshooting & 4\ Log Storage Limits 2/25/2013 11:01:20 AM  New Firewall Service S0FWO1
= i\ IP Spoofing 2/25/2013 11:02:11AM  New Security S0-FW01 Alerts Tasks
1P Spoofing 2/25/2013 11:02: 1AM New Security SOFWO1 X Resetselected Alerts
B\ Mahware Inspection Cient Disk Space Limit Exceeded 2/25/2013 4:16:28PM New Other S0-FW01 s Ackeiedossaios dee
B-| Configure Alert Definitions
[ /1), URL Categorization Server Unavailable 3/1/2013 10:28:06 AM  New Firewall Service S0-FI0L
[ (i) URL Categerization Server Communication Restored 3/1/2013 10:28:18AM  New Firewall Service SOFW0L
B /i) Intrusion Detected 312013 257:28PM  New Seaurity soFw0L
Intrusion Detected 2/25/20139:5905 A New Seaurity soFw0L
Intrusion Detected 2/25/2013 10:00:25AM  New Seaurity soFw0L
Intrusion Detected 2252 :33 New Security
Intrusion Detected 2/25/2013 10:02:43 AM  New Security s0FW01

i Fatarter 1 Rt A e ot cnzwn: =

Alert
IDescription: Forefront TMG detected a possible Internet Protocol (IP) half-scan attack from IP address 172.16.10,163.

Figure 6 Hits on the IDS systel

» The current systenarchitecture has many faults introduced in by alhgvguest
unrestricted access to the network and this would teaaccountability, performant

and security concert

» An interview with theNetwork admin revealed that the current systememiitates
everyone and all have equal rights of access, sopdtisti guest can connect to ¢

network resource for use or surveillance, hencandsel for this resear(
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4.2 Conceptual Model.

The proposal will adopt a model as outlined inahehitecture below.

LAN Backbone Switch

VLAM Switch

=t S50 traffic route through the LAN

———— Guest S5ID traffic route 1o the Gateway

Figure 7: Conceptual model.

From the model, it can be depicted that traffiorfrdifferent users takes different route out

through the gateway.
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Based on the information relating to the systenhigecture in place and the problem statement,

the design for the proposed system is to take time bzlow,

Assign local Allow Access
DHCP to Office LAN
settings

' Staff

Guest's
Gateway Gateway

Figure 8: proposed system traffic flow
The figure 2 above illustrates how the traffic fraquests and staff should flow in the system
with the aim to achieve our specific objectiveha¥ing a well-managed system.

From the design, it is expected that the wirelesess points picks traffic from two distinct

categories of users, the guests and office stéi® tfaffic from office staff should be passed
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onto the office LAN to enable staff access the ekvas if they were directly connected to the
wired LAN. The guest’s traffic should be guided aifitthe network through the gateway in a

way that it does not pass onto the LAN.

4.3 Characteristics of the proposed solution.
This research aims to provide and formulate a waynanage access to enterprise wireless
network for guests and staff and at the same timeage the network resources among users.
The solution should have a way of segregating guast staff traffic and guide it differently
through the LAN. For a well-managed network, thiea tesources in question below should be
tuned to optimal they are:

* Network traffic flow

* DHCP leases,

» Virus and attacks control.

» Access to other network devices e.g. Printers.

» Ensure 100% uptime availability of the network se&rs.

The projects main goal is to ensure that the ressuin question are put into proper use and are

well utilized within the organization.

1 Controlling Netwaork Traffic ]

| [Managing DHCF leases |
[WE” managEd Network [Manging external Virus and attacks ,

L

devices e.g. Printers.

EEnsuring 100% uptime for Network
|availability

Figure 9: characteristics of an enhanced managsdmy

The goal is to have a network that supports gusstsuaccess only to the internet from the office
or certain common resources and at the same tiloe ahly authorized staff members access

resources only allowed to them.
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To achieve the concept depicted in the model thbkit@cture of the proposed system will take

the form below

WLAN

Guestssip # # Mobile
=t wireless
—am ) L .
accees ) STAFF SSID ey Units

ﬁ Wan Pain! =

Rowter
Fnten#r ]

1
e
o == L
—=

TMG Gateway

DHCP Server _ﬁ_l——

DNS Server _ﬂ!-—

wireless
Units

[

= .
Guest SSID 4 Mobile
‘e STAFFSSID &

Lan Controller Iﬁ

Figure 10: Proposed System Architecture.

The above architecture will be adopted becausasitittle impact on the current architecture and

hence implementation will be easy with the curachitecture in place as a fall back plan.

In the architecture, staff and guest have accedisetavireless network via the available access
points. The access points are light weight in reattonfigured to pass only two Service Set
Identifiers, the guest SSID and the Staff SSID.

The access points have a LAN controller that passes all the configurations to them so that
it's done synchronously. Once a configuration iselon the LAN controller, it is then pushed to

the controllers who effect the changes.

The Access points broadcast 2 SSID’s one for ta# ahd the other for the Guest. The user’s
associate with one of the SSID’s in order to coht@the network and since the WLC manages

the AP’s then roaming in the network can e achieved
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5 IMPLEMENTATION
Since the designers have an understanding of wshexpected of the system and the methods
involved are well documented and proved to workmiany circumstances, and given that the
system will have no or less impact on the currgstesn, the proposed system will be developed

in a real environment with the current system mcplas a fall back plan or fail over.

5.1 proposed system Requirements

To effectively implement the proposed system, ti®wing was required.
» Wireless LAN Controller.
* Light Weight Access Points

* 1 Network interface on the gateway for the gues¢less network.

To implement the system, the following were used.
» Cisco 5508 Series Wireless Controller

e Cisco Aironet 1140 Series Access Point.

Besides the reasons highlighted in the curreng stithe art for WLAN controllers and the need
to have the proposed system integrate well withwiired LAN, the reasons for adopting this
were,

* They are highly scalable and fit into our requiraise

» For standardization purposes i.e. all the networkEment’s are Cisco.

» The WLC has capability to create several traffitd &ave it routed as per the directions.

* It was a requirement from HQ that we use CISCO.

The Cisco Aironet 1140 Series Access Pairdts also picked for its capability to be upgratied
light weight and they both would easily fit intorquroposed model.
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5.2 Implementation of the system.
To implement the proposed system, @isco 5508 Series Wireless Controller veasfigured
for two SSID’s, The AP’s were upgraded to light glgi and an extra NIC card Installed and

configured on the gateway to route out guest taffi

CISCO 5508 SERIES WIRELESS CONTROLLER CONFIGURATION

The interfaces for wireless users are first createtle WLC so as to manage the wireless users.
In this case, two interfaces are created, one ndleaguest and the other to handle internal users
and at the same time serve as an administratieeface so that network administrators can log

into the WLC from the staff interface.

The interface created should match those on thécBed network/Wired LAN in order to pass

wireless traffic smoothly to the wired LAN.

The interfaces on the switched network to be adddalde WLC are;

Guest interface

IP Address192.168.80.2
Subnet mask: 255.255.255.0
Gateway: 192.168.80.1

Staff Interface

IP Address: 172.16.10.75
Subnet Mask: 255.255.254.0
Gateway: 172.16.10.2

Note that the staff Interface corresponds to thedBress of the WLC, this is to enable it sit

directly on the staff network so that its trafficpassed directly on the internal network.

To add the new sub-interfaces to the WLC, log theeWLAN controller web page and navigate

to Controller>Interface. In the Interfaces page, click on tiNew button, input the Interface
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name of the sub-interfagguests and Managemeiand the VLAN ID(80 for guests and 0 f
management)f the interface and click on the Apply buttonthe new interface page, input 1
IP address of the interface in the same networth@sSVI on the core switch, input the suk
mask, put the default gateway, infDHCP server IP addresses and click Apply. The new
interfaces arsuccessfully create

Fie Edi Yiew Favorser Tosh Help
i S ] Warebens Vias Fros Bbosks ] Wirden netwerk secusty - 50 biip-mwwitindanimedi 1w Jobt Refieffick TN E - om s Pages Sedye Tecke @

,l ' Saye Corfipuwafion P Logoed  Hefresh
LLL LKLY LI

CISCO WiaNs CONTROLLER ('WIRELESS
Controller Interfaces

General
VLA fdentifecs 1P Address intedace Typa Oymamic AF Hansgemant
Orynamic Cisabiiad a
o Englied

£ = ok Suppamad

ot Wt Supported

Inveniory interlace Mass
L]
vl agged
Wik
HiA

intexrfaced 162.188.50.2
Inbestare Growps

pelicast SENATE- D
Metwork Reutes ek

1FL18.00.75

Intemmal DHCF Sereer
i Mcility Managresent
Paats
¥ NTP
| & P
¥ Aadvanced

Figure 11 WVLANS configurations

The two SSID’sthat were createare the guest known as UNOFJEST and the staff SSI
broadcasted as UNDBOM.

This SSID’s are to be passonto the light weight aess points by the Wireless LAN control
The wireless SSIDs are centrally created on theraler and downloaded to the lightweic
Aps when they are associated to the controllerad® a wireless SSICNavigate toWLANS
menu on the controller, On the WLANSs page, seCreate Newon the menu drop down on t
top right hand corner of the page and click onGo button. On the New WLAN page, input t
name and profile name of the new wirelSSID’s (UNDPGUEST and UNDPand click on the
Apply button. On the General tab of the new SSID, sdleelenable button and select the

interface you want to associate the SSID to orinterface drop down.
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Figure 12 SSID configuration:

Since we intent to use a pshared secured wireless SSEElect the security Tab thon the
Layer 2 tab select WPA+WPA2 option, select tWPA2 Policy and AES WPA2 Encryption
options, click on the PSK authentication key manag& option and input the [-shared key.

On the Advanced options &b DHCP Addr. Assignment checkbox for Guest and leave
unchecked for the staff SSID, leithe NAC State dropdown on the default r for both.

kegs - Ya.. | (& UNDP_WLC | (2 Help-Desk |

File Edit View Favorites Tools Help

| v [ dm v Pagev Safetyv Toolsv @v

S [©) Wireless Vlan Free Ebooks ... £ Wireless network security .. SG http--wwwistandardmedi... rw Jobs ReliefWeb
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i o B e 2

1nn
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Figure 13: Staff SSI3ecurityconfigurations.
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Note that,Each of the SSID’s is associated wittparticular VLANThe guest VLAN is ol
VLAN 80. The staff trdfic is left or the untagged VLAN o that it traffic can move easi

through the LAN.

5.2.1 Staff WVLAN Configurations

Since the &ff traffic from the wireless access

configurations take the form belc

I3

& UNDP_WLC
View Favorites Tools Help

<5 = Wireless Vian Free Ebooks .. &) Wircless network security .. S@ http—wwwistandardmedi... rw Jobs RelicfWeb

Network Routes

Configuration
» Internal DHCP Server

» Mobility Management Quarantine E
Ports Quarantine Vlan 1d o]
b NTP
NAT Address
» CDP
» Advanced Enable NAT Address B

Interface Address

VLAN Identifier 0

1P Address 172.16.10.75
Netmask 255.255.254.0
Gateway 172.16.10.2

Physical Information

Port Number 3
Backup Port 0
Active Port 3
Enable Dynamic AP -
Management
DHCP Information
Primary DHCP Server 172.16.10.3
Secondary DHCP Server 0.0.0.0
Access Control List
ACL Name nene ¥

some clients.

Note: Changing the Interface parameters causes the WLANSs to be
temporarily disabled and thus may result in loss of connectivity for

»

Cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Interfaces > Edit
General
LIy General Information
Interfaces
Intarface Groups Interface Name management
Multicast MAC Address ccief:48:b3:df:20

poiis expected tdlow to the LAN, the

»

fh - v [ d# v Pagev Safetyv Tools~ @+

Save Configuration ~ Ping  Logout Refresh

< Back Apply

Figurel4: Settingfor the staff SSIC
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From theconfiguration in the figure 13 abc, we note that,

* The staff trafficis untagged hence flows through the system unta

e The DHCP settings arwobtained from the office DHR server who's IP is

172.16.10.3ocated on the wired section of the L.

* The gate way for the staff VLAN is the office gasgywvhose IP is 172.16.10.

5.2.2Guest WVLAN Configurations

For the guest Networkhe configuraons take the form.

" File Edit View Favorites Tools

Help

© {5 (5] Wireless Vlan Free Ebooks .. (5] Wireless network security .. SG http--www.standardmedi... rw Jobs ReliefWeb

Network Routes
» Internal DHCP Server

cIsco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

Controller Interfaces > Edit

General

Inventory .

General Information

Interfaces

Interface Groups Interface Name quest

Multicast MAC Address ccief:48:b3:df:86

Configuration

» Mobility Management Guest Lan
Ports Quarantine

» NTP Quarantine Vian 1d ]

» CDP - -
Physical Information
» Advanced
Port Number 3
Backup Port 0
Active Port 3

Enable Dynamic AP Management

Interface Address

VLAN Identifier 8

1P Address 192.168.802
Netmask 255.255.255.0
Gateway 192.168.80.1

DHCP Information

Primary DHCP Server 172.16.10.75

Secondary DHCP Server

Access Control List

ACL Name none ¥

Note: Changing the Intsrface paramsters causes the WLANS to be
temporarily disabled and thus may resuit in loss of connectivity for
some clients.

Vi -l v [ @ v Pagev Safety~ Toolsv @)

HELP  FEEDBACK

Save Configuration ~ Ping  Logout Rsfresh

< Back Apply

Figure 15:Guest WVLAN configuratior
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From the configurations, it inoted that the VLAN is tagged ¥LAN ID 80, the guest VLAN

with a class C IP address of 192.168. so that tley are on a different network frc the staff

network.

The default gateway is 192.168.80.1, whichthe new interface on t gateway meant
specifically for this purpose

From the configurationdQHCP is enable with the WLC (172.16.10.75) as the primary DH

server. The guest WVLAN DHCP configuration takes fibrm below

& UNDP_WLC
File Edit View Favoritess Tools Help
5 (=] Wireless Vian Free Ebooks ... ] Wireless network security ... SG http--www.standardmedi... W Jobs ReliefWeb Vita-d& v [=] d® v Pagev Safetyv Tools~ @

Saye Configuration Ping  Logout Rel

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK
Controller DHCP Scope > Edit < Back Apply
General
Scope Name UNDP_GUEST_SCOPE
Inventory
Interfaces Pool Start Address 192.166.80.10
Interface Groups Pool End Address 192.168.80.254
Multicast
Network 192.168.80.0
Network Routes
+ Internal DHCP Server Netmask 255.255.255.0
DHCP Scope "
DHCP Allocated Leases Lease Time (seconds) 86400
» Mobility Management Default Routers 192.168.80.1 0.0.0.0 0.0.0.0
Ports DNS Domain Name so.undp.local
» NTP
DNS Servers 196.200.16.2 196.200.16.27 8.8.8.8
» CDP
Bnrancerd Netbios Name Servers 0.0.0.0 0.0.0.0 0.0.0.0
Status Enabled ~

Figure 16 Guest WVLAN DHCP configuratic
From the configurations, it isoted that

The WVLAN is on class C networ192.168.80.0; its defaulgateway is 192.168.80.1

interface on th@rganization’s gatew:.

The DNS servers are setttte ISP providers DNS server so that the clientaataresolve witt

the internal DNS servers.

TheLAN controller passes over the DH(settings onto the Guesaireless LAN clients

The guest Network is assigned a class C networausecit does not have m: clients.
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5.2.3 AIRONET 1140 Series access point configuratio

The AP’s come with Autonomous status by defaulasdo enable them manage the wireless

connection on their own.

They are first configured with the LAN IP addressesrder for them to be able to communicate

on the LAN,

Table below shows a list for the AP’s deployed.

AP NAME LOCATION ,IOI\DDDRESS.

Block A Rols Floor 172.16.10.61
Block B1 UNDSS Floor 172.16.10.62
Block B2 RSL Floor 172.16.10.63
Block C(Management Floor) | Management Floor 172.16.10.64
Block C (Training Room) Training Room 172.16.10.65
Block E RC Floor 172.16.10.66
Block F Helen Clark Conference Roor 172.16.10.67
Block G Rols Prefab 172.16.10.68
Block H Sioc Prefab 172.16.10.69

Table 4: Location and IP of AP’s to be deployed.

To be able to use them for our system, the AP’sthdike upgraded to light weight so that they
could be managed by the WLAN controller.

Once the Access points have been upgraded, andteshahey are able to find the WLAN

controller on the network and pick up further et from it.

The settings configured on the LAN controller ab@re passed onto the Access Points after
they have been upgraded to light weight and assowidh the WLC.
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5.2.4Gateway Configurations
To enable the guestaffic to flow out of the system, the gateway veamfiguredwith an extra

interface card to handle guestraffic

—————— =loix|

Control Panel Items - Network and Sharing Center * K8 | Search Control Panel ﬂ

view your basic network information and set up connections

:lh- g 0 See full map
SO-FW01 so.undp.local Internet
(This computer)
View your active networks Connect or disconnect
Accees bype: Intarnet
Cornections: [ Demilitarized Zone
¥ Extemnal

< L wWirsless Netvark >

so.undplocal
Domain network

Figure 17 Gateway interface

The Interface settings are

‘You can get IP settings assigned automatically if your network supports
this capahility. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
@ Use the following IP address:

IP address: 192 . 168 . 80 . 1
Subnet mask: 55 .255.255, 0
Default gateway:

Obtain DMS server address automatically

i@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

[ ok || cancel |

Figure 18 wireless gateway interface settir
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The interface is put on the same VLAN as the gué#N on the back bone switch so that tr

are nembers of the same VLA

TOASA VLANB/B Switch
[
T

|
L T
TMG INTERFACES WLC

— FXTERNALNETWORK
e DMZ NETWORK

———WIRELESS NETWORK
INTERNAL NETWORK

Figure 19:System interfaces Architectu

In order to guide traffic out the system, all tr@ffrom the guest network was routed to

organization’s ASA, whose IP is configured on thkéeenal interface of the thremanagement

gateway

File Action View Help

B Forefront TMG

=18

o FEEmE [ BEEFEX0D00 0 9@

[ Microsoft Forefront Threat Manageme:
& &g Forefront TMG (SOFW01)

i - Forefront

4 Monitoring
% Firewall Policy
&) Web Actess Policy

Figure 20: Traffic flowout of the networl
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Several rules were described to enable guest oguéstnetwork to access the internet and

to the internal network, a key requirement for shhecessful deployment of the pro

= Forefront TMG -1&

File Acton View Help
L 3 sl 7 e
(=3 Microsoft Forefront Threat Manageme: .
=% Forefront TMG (S0-FWw01) - Forefront Enterprisd
£ Dashboard Threat Management Gateway 2010
A Monitoring
1% Firewall Policy Web Access Poli
i Web Access Policy
‘5] E-Mail Policy Web Access Settings
597 Intrusion Prevention System
{23 Remote Access Policy (VPN) Web Proxy: Enabled (Port: 8080) HTTPS Inspection: Diszbled
<= Networking Authentication: Not required by policy (proxy authentication) Malware Inspection: Enabled
(0 system HTTP Compression: Enabled Web Caching: Disabled
‘ﬂ Logs &Reports URL Filtering: Enabled Safesearch: Disabled
5’ Update Center
¥ Troubleshooting Action [ Name | Condition [ From [To | -
= (@ Allow [ 7] Access External from Internal (Office Hours) = Allusers i Internal @ External
[ UnDP Somalia. . 74 Office Hours ..
/] Restricted
B (@ Allow [ 7] Access External from Internal (After Office Hours) 2, All Users & Internal @ External
[ UNDP Somalia... /4 Restricted
(2 Allow |.*] Access Internet from Wireless Guest 2 Allusers ~ . Wireless Guest & External
& Deny [#] pefault rule 0 Al Users <k All Networks (and Local Host) <%, All Networks (...
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6 RESULTS, CONCLUSION AND RECOMMENDATION

6.1 Discussion of results

After deployment all the access points were remgstdy the LAN controller and the configured
settings passed onto them by the controller. Fsrdhse, 9 AP’s were deployed and the access
points were registered as shown below.

Ragw Cprfguistion  Beg Lot Fetrash

HOMTCR WliNs  CONTROILER  WIRELESS SECISOTY  HAMAGEMENT ©f 5 HELF PEEDHACK
Wireleas All APa Fadrses [ T
» Acenws, Pointy Cuomrwnl Eilnr Macna (Shesgs Sater] [Cmp Fiter]
Mumiber & AP L]
¥ Advanced dgeeratinnal
PR AP Findsl AP HAL AP Up Tema Adwsin Staius  Shates i AP Hodn
M
i AIR-LAFE 14IR-T- K05 Gl Becf3:50:5a1 L0 Tidhmate Enakied EEG ince
| e
s i AR LA 14T K 45l 53 Faida W AT hiEm M Enabled 225 Locel
¥ BOr1lafe RR-LAF 14IN-E-KE o G T 50 55 el a4 IThHMmiEs Ensiled EEG Locet
s noxiibfalin AR LARL AR B0 301 8h 40 1A d, 64 k0l m e Enakisd e Loca
F Ml Sthnam AR 142 HeEs TG40 05 best S, odhiEmETa Enihied kEG Locel
Coentry 67d, 13h4amDi e Enshisd =G Loced
Timers Hefihfamine Enabied REG Locsd
b Qas BACLlhlimI5Ss Englsiad WEG Lozal
AlR-LATLIAIN-E- K FEE,ChETmoan Enabied =G ioca

Figure 22: Number of access points registeredhbyireless LAN controller.

From the figure, it can be shown that, once thesARive been registered, they can be managed
from the controller, as seen, all the Aps are upg @ case any goes down, it can easily be
detected from the controller. The Access pointsnatdikely to go down unless there is a cut in
the patch cable connecting it to the distributiantches or if the patch cable is disconnected
from the access point. In case any access poirst doen, its status would easily be detected on
the LAN controller and the system administrator easily go check. In this case, the access
point can easily be monitored for uptime in ordeetsure 99.999% uptime availability. This is
to increase office productivity since connectivisgyon all through and more so, allow users to
work comfortably from all the regions within theganization.
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Wireless devices suppodifferent 802.11standardsis explained in the literature review state
the art sectionsome being upgrades from the ot this is because of the different encrypt
algorithms supported by the different protocolshe Access points are configureo accept the
standards are a, b anadvgh which most devices range. In this case, mestgadgets have been
accommodated and hence irrespective of what deneehas, a connection can be establi

and access granted.

e Edt Veew Frsmnts  Took  Hap

a7 Wrehess Wl Froe (00l .. o Winthels retfedi secenty . 50 WIp--wwvm stndandmei. T jolis Rellich
Management Frame Protection Sattings > APs Esfrios 1 - 18 of 18

Infrastructers Isfrastreciure
tadr op F

AR Pass Walafatitn adia Ststus Capabality Cagability
BLGCE P Deabled g p L Pl
(SR =S Deatded L] L LS gl
BLOCHEAY Dimsbied bg  Up ra rll
BLOCWLAN Disabled a up ol Al
BOCE{GFREFAS Diatded g o L L
BLOCHICIPRIFAR Thmsbled M p e ¥
BLOCHB) Cisabled bBg  Up ra rull
BLGEKBI) Deatied s un [ ]
B CTTRAINIRGR O Deiatded g o L L
BLOCR CTTRAIRINGROOM Dmsbied . Up ra rll
BLOCK B2 )FRES Desabled B up el Al
BT B PR ES Driatded L] Wy L Pl
BLOCHE] Deesbisd B up (& L
BLOCHEE] Cisabled a un ra rull
B CihinadminT Dmtatded [ [F°3 L
B O HARAGHENT Deiatded L] b L L
BLOCHHFREFAD Denabied blg  Up ra nll
BLOCHIHPEEFAR Disabled a up ra Full

- Wirehess Prodection

Policies
¥ Roguss Polost
aci 2

Figure 23: Weless standardwpported by the wireless LAN network.

The WLAN controller is configured with two SSID’shich are passed onto the Access pc
for broadcast, once a client switches on the es®ldevice for wireless access within

organization , the two SSID’s abroadcasted.
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The SSID’s broadcasted are UNDP_SOM and UNDP-GUjESTas had been configured on the
Wireless LAN controller.

The broadcasted SSID’s appears as show below arli¢iné's machine

Figure 24: showing how the SSID’s are broadcastethe client's machine

For internal organization’s staff, they select thDP_SOM broadcasted SSID and enter the
pass phrase which was configured on the LAN coletrol

For guests and non-staff members, they select MBRIGUEST SSID broadcasted and enter
the pass phrase/key. The guest wireless networkiskpinned on the notice board and on the

boards in all the conference areas and hot spaokeinffice.

Once authenticated, the users can roam aroundtgthmachines in the office and still sustain
the connection.

The Access point’s radius has been set to onlydmast in and within the office compound.

Outside the compound there is no signal and stowssoutside the organization cannot pick the
signal.

The configurations of the SSID’s have been congBduwith WPA+WPA2 because of its

advanced security features as discussed in thatlite review section. Users can choose to
connect automatically when the network is in rangmce all the AP’s broadcast the same
SSID’s, then roaming users are always connectedgactive of the location because the hand
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over from one AP to another is seamless as it doeseed manual reconnection, this is in o
to ensurghat users can work from any location and needurot off their active connection «
programs as they move within the organiza

VLG media

player o s - UNDP_SOM Wireless Network Properties | = ‘
==
UNDP_SOM Wireless Netwark Properties et S H | [comnection | Security
Connection | Security |
Security type: [WPAZ—PErSunaI - ]
MName: UNDP_SOM
s8I0 UNDP_SOM Encryption type: [mp e ]
Network type: Access point Network security key  123_undpsom
Network availability:  All users I
i Show characters
Connect automatically when this network is in range
[ Connect to a mare preferred network if available i
[] Connect even if the network is not broadcasting its name (SSI0) i
) Copy this network profile to a USE flash drive
g
i

Figure 25 client machine Configuration settin

The guest network is configured to pick its netwsektings from the LAN controlle

All guest connected to the UNI-Guest network are assigned DHCP ngs by the LAN
controller as elaborated in section 5.2.2 for thesf network configuration. The figure bel
shows some of the clients that are connected taytiest network. Thguests are leased IP
address by the WLAN controll to enable them access the network.
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File Edit View Favorites Tools Help
9% (| Wireless Vlan Free Ebooks ... aW"eIessnetworksecunty... SG http--www.standardmedi... W Jobs ReliefWeb

CIsCcOo MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller DHCP Allocated Lease Entries 1 - 9 of 9
General
Inventory MAC Address IP Address Lease Remaining Time
T 10:0b:39:c9:53:50 192.168.80.84 23hssmss
e 00:27:10:b5:92:ec 152.168.30.87 23h40m2s
s 00:23:14:dd:b0:54 192.168.80.91 23hs52mi6s
- 00:24:d6:az2:df:6a 192.168.80.99 23hs57m43s
v Internal DHCP Server 0:36:d9:83:61:9¢ 192.168.80.158 22h53m40s
00:21:6b:4f:ae:74 192.163.80.174 23h47mi2s
00:24:d6:a2:df:4a 192.163.80.130 23h15m25s
» Mobility Management  10:0b:a9:46:5a:80 192.168.80.181 23h35m30s
Ports 00:27:10:b7:ec:40 152.163.80.182 23h34m37s

Figure 26: Gueswireless LAN clients

Since guests come in and leave anytime, the lemrgesnly for a 24hr session, meaning &
24hrs, the IP leases are withdrawn and if the giegte is still on the networkew settings are
redeased to the user. This is done in order to acommitting an IP for long to a client wi
does not exist, the guest network can only suppprtto 245 clients as configured in f
configuration page for the guest’'s DHCP scopeiP¢192.168.80.10 to 192.168.80.254. If thi:
not done, then we are likely to run out of IP addras a result of n-existing devices holdin

IP’s that can be assigned to other dev

From the results, the administrator can easilyltelv many guest «ents are on the network
any given time by logging into the WLAN controllea, situation that is not possible w
autonomous AP where the administrator has to ltg éach AP in order to know how ma
clients are connected througl The network admistrator can also tell how long a device |

been connected to the network by checking on th&eleemaining tim

All official wireless devices are associated with the staff Si@iadcasted as UNDP_So
From the settings on the configuration for thef SSID in section 5.2.1, the connected devi
obtain their IP settings from t organization’s DHCP serveonfigured at IP 172.16.10.4. Ti
ensures that the devices have access to the oaganiz resources from wherever they

connected. The staBHCP server is connected to the wired network asdas DHCP setting
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to both wired and wireless devices. Unlike the mes settings where the DHCP server issued
IP setting to all devices, including guest deviagdy wired office machines and mobile wireless
devices connected to the staff SSID as assigned FDB€tings, this ensures that only the
authorized internal devices have access to theeoffietwork and hence authorized to utilize

office network resources, like shared printersrethavork spaces and server resources.

With this separation, the number of clients sewity the organization’s DHCP server has
significantly reduced and hence the server doexostantly run out DHCP leases as before.
This in essence ensures that the DHCP server thed affice servers, e.g. the domain controller
can effectively manage the users on the office adtvand the system administrator can easily

monitor and confirm that the organization’s resesrare utilized by only authorized users.

The figure below shows an extracted sample of te$tdm the organization’s DHCP server for

the leases.
Client IP Address Name Lease Expiration Type Unique ID Description Network Acce
172.16.10.160 SO-0PS-NOTE-03.s50.undp.local 7/25/2013 9:21:33 AM  DHCP 0026b9f36f47 Full Access
172.16.10.161 S0-0PS-NOTE-03.50.undp.local 7/25/2013 12:52:52 PM DHCP 002710b82ac8 Full Access
172.16.10.162 SO-RC-NOTE-11.s0.undp.local 7/25/2013 9:43:11 AM  DHCP e0db55df0dsf Full Access
172.16.10.163 SO-RC-NOTE-11.s0.undp.local 7/25/2013 12:44:23 PM DHCP 60672093930 Full Access
172.16.10.164 S0-ICT-WRK-02.50.undp.local 7/25/2013 7:37:47 AM  DHCP 00133083689 Full Access
172.16.10.165 SO-ICT-NOTE-03.50.undp.local 7/25/2013 1:04:35 PM  DHCP 00231434he80 Full Access
172.16.10.166 SO-PRO-NOTE-01.50.undp.local 7/25/2013 12:26:14 PM DHCP 00231484c364 Full Access
172.16.10.167 S0-ADM-NOTE-04.50.undp.local 7/25/2013 1:22:38 PM  DHCP 002314ddbc38 Full Access
172.16.10.168 so-grol-note-04.s0.undp.local 7/25/2013 1:10:33 PM  DHCP 843ad4b0740e0 Full Access
172.16.10.169 so-ict-wrk-09.s0.undp.local 7/25/2013 8:34:48 AM  DHCP 0012795d2a8d Full Access
172.16.10.170 S0-GOV-NOTE-26.50.undp.local 7/25/2013 1:10:48 PM  DHCP 002314ddb054 Full Access
172.16.10.171 SO-RMU-NOTE-03.50.undp.local 7/25/2013 1:11:59 PM  DHCP 60672076663C Full Access
172.16.10.172 so-pmst-note-01.so.undp.local 7/25/2013 9:30:55 AM  DHCP 848f69efdcle Full Access
172.16.10.173 so-pmist-note-01.so.undp.local 7/25/2013 1:18:33 PM  DHCP 08119661bb&8 Full Access
172.16.10.174 SO-DSS-NOTE-04.s0.undp.local 7/25/2013 1:19:57 PM  DHCP 0024d698c9d4 Full Access
172.16.10.175 S0O-DSS-NOTE-21.50.undp.local 7/25/2013 12:32:12 PM DHCP 0026c6c387b8 Full Access
172.16.10.176 so-prep-note-78.50.undp.local 7/25/2013 12:41:47 PM  DHCP 100badcdiOcd Full Access
172.16.10.177 so-unaid-wrk-07.s0.undp.local 7/25/2013 8:39:44 AM DHCP 0014223f5fel Full Access
172.16.10.178 SO-REG-WRK-01.50.undp.local 7/25/2013 9:11:42 AM  DHCP 001aa08da20c Full Access
172.16.10.180 so-rals-note-16.50.undp.local 7/25/2013 12:58:50 PM DHCP 100ba9c34008 Full Access
172.16.10.181 SO-FIN-NOTE-99.50.undp.local 7/25/2013 8:57:59 AM  DHCP d4bed92170cf Full Access

Figure 27: DHCP output from the organization’s gerv
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From the results, only official machines are assiggsettings, this is done in order to only allow

the office devices access to the office LAN.

Since all the office devices have anti-virus sofevthat is automatically updated by the anti-
virus server, all the organization’s machines asd wecured and monitored by the anti-virus
server. The anti-virus server downloads new videfinitions and passes them over to the
clients; the machines are always up to date wiéhléitest virus definitions. There has been a
significant reduction on the hits on the intrusietection system as a result of virus activity.
This is a result of some machines for users on laiggions with limited access to the internet
for anti-virus update. Once the machines get caedeto the office network, they are updated
and scanned for virus automatically by the antirwiserver. Unlike in the previous system where
the IDS recorded much hits as a result of guesipratected devices on the network, which

constantly infected the office machines.

6.2 CONCLUSION

Through the research, the following were notable,
* The prior network was assessed and the key botHelkentified as having to do with
allowing guest to access the network hence mistigemffice resources.

» Several factors were identified as sources of pmbl mostly attributed to poor design
that is not scalable and hence leading to poor gemant.

* Improvements suggested were to have guests haweothe access way in order to
manage what they have access to on the network.

» The implemented design is seen to work well angdeehddress most of the challenges

experienced with the initial system.

* The enhance system can now accommodate growingrpemce needs, availability and

scalability demands.

©KCA University Andrew M'mbaiza Kegode Reg. No. 11/02814 MSC Datan@wunication

49



From the results it can be concluded, the adoptfdhe new systems has generally enhanced the
management of the network. Key notable features are
* The system can be centrally managed hence chaogie tsystem are automatically
updated in the system.
* Guest and staff traffic have been completely isolahence ensuring that network
resources are not misused.
» Overall network system health has greatly improwgth the isolation of guest infested
devices from the staff network.

In overall, the network performance has greatlyrowpd and hence productivity and ease of
work by staff. More so, the system administrata bantrol of the system and can easily account
for most of the network features
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6.3 Future Research Work

As future work, the network can further be confeplito isolate devices depending on the access
modes so that hand held devices can be managedtefram guest laptops.

The network can be configured in a way to enabksgdevices on the network that have virus
infections be scanned for virus and those devicats dre not protected be installed with a free
anti-virus software from a central guest serveis till prevent the affected guest devices from
infecting non protected devices.
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6.4 Recommendations

The following are notable recommendations to tlganization.

More VLANS should be implemented so as to map usgepartments and in overall improve

network efficiency by managing traffic.
Strict wireless access policies should be enfosmethat staff are not be allowed to have their

personal wireless gadgets to the staff WVLAN.

To other researchers, this research project cdartieer enhanced in order to help better manage

the unseen guest prior to his or her connectioa th@ network.
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