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FRAMEWORK FOR SECURING WIRELESS LOCAL AREA
NETWORK

ABSTRACT

For several decades security and wireless commiioncaill remain to be interesting research areas.
Change in technology enables the need of easeedfand flexibility of communications in the
computer world without manipulating the existingntent. This study seeks to illustrate various
concepts of critical to securing data over wirelestvorks, and overall security of the networks.

In order to demonstrate wireless security, it igpamant to highlight key specifications of the
common security standards in existence such ad B0¥EP, 802.11 WPA, and WPA2 (802.11i). In
the same light, the study explores the concept oEMss Metropolitan Access Network and its
security specifications besides vulnerability tewsdy breach. Finally, the study sums up with
reflections and recommendations about wireless or&twecurity, along with ample proposals to
enhance wireless security especially in a publitrgg

There is much regulatory and standards work inatiea of network security, especially in wireless
network. The wireless LAN standard IEEE 802.11bvites a mechanism for authentication and
encryption. This paper describes the security ofe\¥ss Local Area Networks based on the IEEE
802.11 standard commonly referred to as Wi-Fi Nekw@r WLANSs. Similarly, the study examined
works by other researchers with regard to secumitp wireless network, and addresses current
wireless security measures. It was establishedtiigammeasures indicated by these researchers were
largely unsatisfactory, owing to advances in tebbgy that serve to compromise measures
employed. The researcher analyzed different tolodd tised, to attack a wireless network and
successfully identified various types of attackshiphlighting some loopholes in WLAN. The study
concluded that wireless networks cannot be madeplatety secure, and should only be used to
serve the needs of the organizations, rather then af convenience. As per this findings and
conclusion, the study recommends the adoption dalisomes serve to improve the security at a

wireless deployment site.
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CHAPTER ONE

1.1 Introduction
According to Siemens Enterprise Communicationsy 2008 white paper, a number of concerns

related to insecurity risks with WLAN, such as lost integrity, confidentiality, and network
connectivity. Over the years, various flaws haverbdemonstrated in WEP while research attribute
vulnerability of WLAN setups to installations thate inclined to with their default settings. Viehb,
2012 discovered vulnerability in the WPS technolémyWLAN security owing to poor design that
enabled efficient brute force attack, which ledrntonensely manipulating the security of all WPS-
enabled Wi-Fi routers. Since recent models of msuége WPS enabled, millions of devices were

affected globally leading growing concerns ovemmek security.

Unethical hackers found WLAN very easy to brealotigh, the wireless technology made it easy to
break into wired networks. “War Driving is perfortchen wireless networks to verify the strength of
the signal, encryption policy, wireless network marand the used channel, thus can be used for
either to monitor or hack as illustrated by Sa2@i®7. It is important that enterprises identifyjona
security weaknesses within their WLAN in order w&fide effective wireless security mechanisms
policies that guard against unauthorized accessportant data or information, which is a great

resource to the organization.

Chandramouli, 2002 stated that the increasing ddmé&r mobile and flexible mechanisms in our
day to day life, contributed significantly to theodution from wired LANs to wireless LANs

(WLANS). A WLAN is based on a cellular architectwbere the system is divided into subsystems,
each controlled by a Base station, known as Acpesg or AP. Figure 1 shows a simple model for

the wireless LAN



Figure 1: A Simple Model for WLAN

WLANS can be generally classified into two groughsit is, ad hoc wireless LANs as shown in figure
2 and wireless LANs with infrastructure mode asfigure 3. A number of wireless nodes link
together to create a P2P communication channetlihag networks where the connection allows

Clients to communicate with each other on the ngkwo
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Ad-hoc networks are planned in a way that onlyrtbdes within transmission range and in the same
cell can communicate with each other. Nodes witkentions to communicate outside the ad-hoc
network require a member cell to operate as a g@atefor routing purpose and thus, no
administration is required.

Networked nodes share their resources without tialeserver while wireless nodes access the wired
backbone through access points. The access pdimisthe wireless terminals to share the available
network resources efficiently. For better commutacaof data, wireless clients and access points
must establish a relationship, or an interactione Exchange of data between wireless stations
commences only after a successful interaction andenges of interest.

Black hat hackers can inflict significant damageilevltomfortably camping outside the premises
without WLAN but gaining access from a wirelessidrd device that is connected to a wired
network. In essence, hackers gain access to wiveones using wireless-enabled laptops since most
network access points cannot perceive intrusiom fauthorised connectivity without advanced
security measures. Security is a top concern anibage interested in deploying and adopting
WLANS Vacca, 2006.

WLANS share similar risks and weaknesses with cotieeal wired networks; however, there exists
specific threats to WLAN including passive and aetattacks, as well as loss of confidentiality,
integrity, and connectivity Choi, et al, 2006. SatguCrow, et al, 1997 is a big concern in wireless
networking, mostly in m-commerce and e-commerceligggmns though not limited to these
applications.

Mobility of users as well as increase of mobile ides raises the security concerns in wireless
network. Per Chandramouli, 2002 security among legge networks is facilitated by authentication
and data encryption techniques that rely on thané@rface. The IEEE 802.11 standard describes
wired equivalent privacy (WEP) that defines a mdttmauthenticate users and encrypt data between
the PC card and the wireless LAN access point. Qatapromise, denial of Service, and
unauthorized access are among the major conceanhghifeaten the use of WLAN Chandramouli,
2002.

1.2 Definition of theoretical terms

1.2.1 Framework
A framework represents a hypothetical descriptibraaompound entity, process or model that

creates a theoretical account into a concept. seree, a framework describes the underlining
structure that supports the existence of variowadfgrinms that offer valued services. Conceptual

frameworks are useful in the definition of feasiBlEgquence of action and/or illustrate a preferred
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approach to a proposition or scheme. Conceptualeveorks can act like maps that give coherence
to empirical inquiry owing to their potential thatso close to experimental inquiry, and as suay t
vary depending upon the research question or prable

Per Miles and Huberman 1994, conceptual framewsekse to explain either perceptibly or in
narrative form, major aspects that require attentro a study such as key factors, constructs, or
variables and the presumed relationships among.them

Smyth R 2004 and Professor Roger Vauger, 2008 ptuge framework; Provides the
structure/content for the whole study based ondlitee and personal experience

Wireless: is a term used to describe telecommupitatin which electromagnetic waves facilitate
the transmission of signals as opposed to the use@s along a communication path.

Wireless Local Area Network: is best described agaup of interlinked computers among other
supporting devices that share an ordinary commtiaita line or wireless link, NIST Special
Publication, September 2011.

1.2.2 WLAN Security
WLAN Security means securing ICT by use of techagto ensure that data or information stored in

computers cannot be read, modified, or compromisgdunauthorized users. Security is also
perceived through protection of data against ieterice, which leads to negative consequences.
Henric Johnson et al, 2001, states that security lwa categorised into three, that is, Physical
security; how to prevent interference signals, D&¢gurity; as in what encryption techniques are
used to protect the network against intrusion, Umathentication, which is how to protect the
wireless network from unauthorized users and, yidd8er anonymity that is to say what kind of
protection is used against information gathering.

Wadlow, 2000 says that security is a process, wtachbe applied repeatedly to the network and the
organization that maintains it. Having achieved tiihe security of the network is bound to improve.
Since, every time the process is applied, secugi@yps can be found, which means that
countermeasures can be accomplished. If stop aygpthie process of security, the security becomes
reduced, due to all threats and techniques thatgaddrom day to day.

Hence, WLAN security is a security system desigiwegdrotect networks from the security breaches
to which wireless transmissions are vulnerablesTiiipe of security is important because WLAN
signals have no physical boundary controls, angbaree to unlawful access over network resources,

resulting in the vulnerability of private and caténtial data.

1.2.3 Background to the Problem.
Prior to the commercialization the internet, ingtdns as well as individuals remained connected
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without calls for concern with regard to the setyudf their system or network. With time, it was
established that some form of security was esdentiarder to avert exploitation of the connected
resources by malicious characters (Chandramoudi2 20

The deployment of Wireless LAN to connect mobilevides with wired infrastructure for
communication purposes elucidates technologicalaacks made over the years in terms of
computer networking. Security should also be talieran important factor while considering this
way of communication. In contrast to wired netwonkgreless networks are relatively difficult to
secure owing to the nature of transmission medwinch is open to anyone within the geographical
range of a transmitter. Rysavy (2005) in his waetes] this is a concern expressed by information
and telecommunications managers he justifies thisdying that radio signals are inherently a
subject to eavesdropping due to their extendedggatmon.

Data privacy is usually accomplished over a radediimm using encryption, but while encryption is
achievable, it leads to increased cost and deaqasormance.

This paper focuses on computer wireless local astaork (WLAN) security by Identify security
weaknesses or Vulnerabilities, and Threats wittsrenvironment. Establish the Wlan Frameworks
flows in the market.

1.2.4 The problem statement
The evolution of new technologies, hackers haveraodad numerous techniques and better skills.

Efforts to have advanced wireless security staredareé being formed and implemented so as to
restrict access by the hackers. According to (Cétogl, 2006) several protocols including the once
glorious Wired Equivalent Privacy (WEP) protocolvhabeen demonstrated as incompetent to

preserve the integrity of WLANS sufficiently.

With wireless becoming such an enhanced technoltbgy,phenomenon triggers a rise in interest
regarding its application in a commercial settingvertheless, not all wireless security measures, n
matter how evolved are implemented to the lettethleysame organisations. This follows the need to
design wireless networks that favour the requirdmeh a given organizations while others with
existing networks perform cost-benefit analysisiedermine how best to upgrade to a substantially
secure framework (Choi, et al, 2006).

It is evident that there is increased adoption @fAN technologies broadly; however, there is lack
of knowledge of the security weaknesses accompgnyindespread deployment of these
technologies. Furthermore, there is no clear fraarkwn how to address these security weaknesses,

which leads to the realisation by organizationg thare really is a need for security awareness



training. A study initiated by McAfee in 2005, raled startling statistics that necessitates redress
with a sense of urgency, Browdie, 2008. From thelystone in five workers (21%) let family and
friends use company laptops and PCs to accesstimrmét; more than half (51%) connect their own
devices or gadgets to the work PCs, a quarter of ddhevery day; two thirds (62%) admitted they
have very limited knowledge of IT security; morarnhhalf (51%) have no idea how to update the
anti-virus protection on their company laptop/P@q &ive percent say they have accessed areas of IT

systems that they should not.

There are technology solutions that are inadequhiie others have low levels of security awareness
in organizations among other deficiencies. Givesséhstartling research findings, the issue of how
best to protect organizational information resosy@specially with widespread adoption of wireless

local area networks, is even more critical andhéshasis of this research.

1.3  Objectives

1.3.1 General objectives
» Develop a framework for securing wireless locabaretwork environment.

1.3.2 Specific Objectives
(i) Investigate the existing wireless networks in otdedentify weaknesses.

(i) Design the framework.
(i) Develop the framework that will enhance securitthwi the WLAN Environment
(iv) Validate the WLAN security framework

1.4  Justification
Although numerous advantages have been creditedradess networking, the existence of new

security threats alters an organization’s overadlusity risk profile. While the implementation of
technological solutions is the routine reaction decurity vulnerabilities, wireless security is

described as a management issue.

Effective administration of vulnerabilities linketb wireless networks require significant and
purposeful evaluation of risks in an environmenfiobe developing a strategic scheme to alleviate
demonstrated weaknesses. Choi, et al 2008, sewer&s have affirmed the weakness of Wired
Equivalent Privacy (WEP) Security algorithm in ttwginal IEEE 802.11 standard and suggested
how the security mechanism of WLAN can be enhanced.



In Isaac and Borisov et al, 2008 the weakness oPW&Elargely demonstrated. Though there are
external security apparatus that can be used@agitien the WLAN inbuilt security mechanism as
stated by Burell et al, 2008. The research findiogs be used as guidelines to create a WLAN

framework that is secure, flexible, and interoptrats future standards and technology evolve.

The framework should facilitate a WLAN setup thed\pdes access control channels, which support

the expedience among users, secure validationqmistaand infringement detection systems.

1.5 Scope
The framework illustrated in this study can be &ggpto any WLANSs environments. The purpose

and intent is to build common architectures andisgcsolutions that will be secure, flexible, and

interoperable as future standards and technolegesge.



CHAPTER TWO: LITERATURE REVIEW

2.1 Introduction
This review of the literature will start by basmtroduction of threats and attacks in wireless LIAN

discussing their clarifications and categories. Téview identifies and discusses various types of
WLAN threats and attacks in great detail by considea number of related work will be reviewed.
Major Security Protocols for Various WLAN Standaidsluding Virtual Private Network (VPN)
have been examined. The review gives a summaryesigd flaws in Wlan and propose a

deployable/conceptual model of framework for enlvagavireless local area network security.

2.2  Threats and attacks in WLAN
Wireless LANs and wired networks are prone to @imilisks and weaknesses that necessitate

appreciation of such threats and attacks in oaerdtect the network from hackers and crackers.
Figure 4 identifies common threats to any seemisglyure wireless framework as passive and active
attacks, loss of confidentiality, integrity, as Wwak network connectivity. Similarly, threats to
physical infrastructure of a WLAN are observed bgshe, 2004, and untrained users on WLAN
security by Rathnakar et al, 2009.

Passive attacks: As quoted by Heather et al, 20@5e occur when unauthorized persons gain
access to the network, but do not modify the cdnéanillustrated by eavesdropping and traffic

analysis/monitoring.



The diagram below shows a general classification of WLAN security attacks.

WLAN ATTACKS
L 4 i
Passive Attacks Active Attacks
Y L v
Eavesdropping Traffic Analysis ! v
Metwork Access DaoS Attacks
I !
h A
Read Access Write Access

Figure: 4 Classification of WLAN Security Attack.

Per Jonathan, 2000 when an attacker listens andtorsrtransmission of message content more
often than not from within the business premisegmhinformation is compromised and privacy is
invaded, it is illustrative of eavesdropping.

The study of traffic analysis is a common undertgkoy intruders who situate themselves outside
the business premises with the aim of monitoringooinication patterns through the transmissions
waves. In essence, an intruder observes and geseraalysis concerning the nature and volume of
traffic as well as the transmission load, but do@smake alterations to the accumulated information
Active attacks: these occur when unauthorized pergm beyond their networking privileges and
perform alterations to a message or file within tieéwork. Four types of active attacks have been
identified as replay, masquerading, message matiic, and Denial-of-Service (DoS) all of which
can be detected, but may not be prevented. Peh#lif@005 masquerading occurs when an intruder
mimics the identity of an authorized user to gaitreinto a secure connection. As such, the idgntit
and personal information of authorised personngbgedised allowing the intruder a free pass to
exploit network resources.

These attacks can range from very simple to complsed on the security in effect. When an
intruder monitors transactions before retransngttine same information as the authorized user,
replay is deemed to have occurred. The initialc&ttaegins as a docile, but ultimately escalateanto
active attack following an effective interceptiondareply to transmission by the intruder. As such,
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the attacker modifies attributes of the transmisgiorough deletion or addition of content or a
typical reorder of the message.

In contrast, a denial-of-Service (DoS) attack serte incapacitate or disable the WLAN setup,
which when successful the attacker disallows tleeaighe network by locking out other users. The
purpose of intrusion is often to inhibit servicdidery an aspect achieved by bringing the network t
crawling speeds and subsequent failure to tranmmiitg to interference Choi et al, 2006.

There are multiple DoS attacks, one of which is‘brate force’ method. This can come in one of
two forms, either a huge flood of packets that ugesll of the network's resources and forces it to
shut down, or a very strong radio signal that tptdbminates the airwaves and makes access points
and radio cards useless.

Loss of confidentiality; Confidentiality is a majaoncern when dealing with any network. An
organization does not want its company’s privatermation and investments open to competitors.
With WLANSs, network intruders need not to gain &xé a network cable to establish themselves
in the network; they often take advantage of raaiml broadcast waves that render traditional
security measures for LANSs less effective.

Passive attacks are directed towards compromidiegiritegrity and the confidential nature of
wireless networks, which is achieved by simple regption of seemingly secure transmissions.
Owing to varying ranges in connectivity, intrudefsen go unnoticed since transmissions can be
accessed away from the premises and achieve the damaging effect. The application of a hub by
most users often increase the probability of netwadtacks since these provide communication to
the integrated network and leaving transmissionenable.

Loss of integrity: In network connections charastd by loss of confidentiality, the integrity of
such is largely compromised leading to loss ofiaaitinformation such personal information.
Notably, most companies lack sufficient protectiith regard to networking, thus achieving
integrity remains a fastidious task, which allowsuders to modify data. This can be devastating to
an organization if important information is lostrapdified.

Loss of network connectivity: this is known to ocalong with severe DoS attacks, which often
involve loss of network signal facilitated by tastisuch as jamming. Jamming arises after an
intruder successfully interferes with the wirelesignals by blocking transmission across the
network, which comprehensively incapacitates thétyalo send and receive information across the
platform. For instance, a user can deliberatelyaita@ network jamming by prioritising the download
of a significantly large file, hence placing otlimpendents on queue without reliable connectivity.
Nasre, 2004 indicates that the infrastructure of ANLis prone to damage following successful

malicious intrusions. As in the case of wired carioms, operating WLAN in infrastructure mode
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depends on various components including APs, cable®nnas, wireless adapter, and software.
Harm to any of these could significantly reduce $ignal strength within limit coverage area, or
reduce bandwidth.

Access points should be placed in secured locatiensf Rathnakar et al, 2009 stated that easy
access-to-access point is a security threat initii@tmation available about a wireless network is
also the information needed to launch an attackhWhis in mind, access points should not be
installed in areas with easy accessibility sinds #xposes the facilities to vulnerabilities sush a
being be removed or tampered with altered confifuma.

Poor security configurations pose significant thredien the 802.11 security settings, useful in
authentication and encryption, fail in their fuctality, or the service set identifiers (SSIDs) ao¢
configured accordingly. One of the weaknesses oAWIs lack of physical boundaries set.

Wireless access points tend to lose signals depgrh the deployment environment, which governs
the signal strength varies based on the materigi®unding the platform such as walls, doors,
floors, insulation, among others. In light of th&sgnals have demonstrated to availability to other
user’'s airspace and connect with their wirelessll@ea network, as illustrated by accidental
associations, which occur in densely populatedsandeere several people or businesses use wireless
technology.

Untrained users: this group poses a serious ttweMiLAN deployment experience since most of the
users either lack the fundamentals that govern ar&twecurity, or have a strong desire to utilise th
network that overshadows efforts to secure theegysA good example a rogue access points (APS)
brought in to the enterprise by employees, or pmmess point setup by the untrained employee
described above.

Such characters may utilise access points thabtitamour network security, thus leaving the entire
infrastructure open exploitation and loss in theéwoek integrity. Other rogue actions include
external malicious users such as black-hat hacklkosthrive by exploiting wireless networks within
their reach, which can be costly to any organizatizwing to compromised data.

In 2007, the Wi-Fi alliance developed a Wi-Fi Pobéel Setup (WPS) protocol, which is a simplified
mode of establishing secure wireless connectiorslé/fthis protocol addressed vulnerabilities found
in WPA and WPAZ2 prior to December 2011, the set@s ¥ound to be Vulnerable to Brute Force
Attack. Viehbook, December 27, 2011 establishetrieny wireless access point (AP) models with
the feature called WPS have vulnerability.
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2.3 Related Work:
Choi et al, 2006, suggests key steps that arearitthen implementing a robust WLAN security for

organisations by use of enhanced security mechasisoh as visual to reassure security of
information. The authors, by use of actual sceisaoio different organization employing variety of
secure procedures and demonstrating fully execciv@tnels of a secure framework, propose the
advantage of repeated measurement of the Wirelmsal IArea Network; to facilitate durable, global
and secure assurance by use of a company WLAN iBeenhancement structure.

Vijay, 2002, has a general overview approach to \MEAwhich fails to give an in-depth study of
security issues in WLAN and the possible threatd aninerabilities. The author identifies that
wireless communication is a developing field thalds many future possibilities in this area. Such
expectations indicate the importance developinglarsecurity as technology advances to cater for
communication devices that support communicatidh Wigher data rates.

Vijay agrees and further suggests that a dominaean®: of supporting such communication
capabilities would be through the application ofr&ldss LANSs; of which he focuses that as the
deployment of Wireless LAN increases well arouné tlobe, it is increasingly important to
understand different technologies and select thst mgapropriate one. The author provides a detailed
study of the available wireless LAN technologied &sues of security concern while evaluating and
suggesting a feasible standard for future. Howetlee, researcher neglects to explore vividly
available frameworks, which addresses securityslaWwVLANS.

Chen et al, 2005, reviews wireless LAN securityfdigussing on the new and evolving IEEE 802.11i
standard where major security enhancements in ptieny and authentication specific to this
standard are illustrated. In addition, the newlyaduced key management in 802.11i is captured by
discussing the incorporation of IEEE 802.1X as athentication security enhancement. Similarly,
the researcher delves in to the specifics of hatitaisubnet and inter-subnet roaming with regard to
networking security. The paper thus does not addrasmework issues that are relevant in enhancing
security with regard to WLAN.

Hamid, 2003, in his approach begins by introdu¢hregconcept of WLAN where in the introductory
section he gives brief information on the WLAN campnts and its architecture. Seeking to
understand security threats associated with WLAN study explores at Denial of Service, spoofing,
and eavesdropping forms of network attacks. Théaauturther explores into the functionality
aspects of Wired Equivalent Privacy (WEP), whiclaisignificant standard in IEEE 802.11b/WiFi
encryption for wireless networking. The researchgamines weaknesses indicated for WEP to
discover that the system is relatively weak in ®ofhisecurity than anticipated and thus furthedtu

are required to develop practical solutions for esecured WLAN.
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He also covers the new standards to improve tharisgf WLAN such as the IEEE 802.1x
standard, which comprises of three separated sscti®oint-to-Point Protocol (PPP), Extensible
Authentication Protocol (EAP) and 802.1x itself.eThAuthor identifies that 802.1x is included in
802.11i, a newly proposed standard for key distitouand encryption that will play a big role in
improving the overall security capabilities of emt and future WLAN networks.

The 802.11i standard establishes a pair of sigmitly improved encryption algorithms that include
Temporal Key Integrity Protocol and CBC-MAC Protbtm succeed WEP, and improve on network
security. The study provides a comprehensive fistietworking products that afford users protection
to their wireless networks from attacks, thus namhg the integrity. The paper therefore fails to
address a framework for enhancement of WLAN segurit

Park, et al, 2003, in their paper enumerates th®ws advantages of WLAN and the reasons for
their implementation. The authors concur that algiloWLANs solve some problems that exist in
traditional wired LANSs, they also introduce new ety issues. The study appreciates current and
future security concerns with regard to networkargl possible countermeasures, which include
standards, technologies, management, policies,sandce environments. They suggest that risks
that WLAN services present can only be mitigateeathan completely eliminated, of which they
suggest that although there is no single solutbsrpérfect WLAN security, WLAN security can be
enhanced to an acceptable level by a proper cotntrnaf countermeasures.

Singh, et al, 2010, illustrates security flaws ofrééss LAN facilitated by cracking the 64 bit WEP
key on Wi-Fi access points using Backtrack, whishai Linux-based operating system popular
among hackers. Backtrack users can attack an VEc€ess point by initiating the generation of
packets in the cracking effort, which results ie successful generation of the WEP key. The authors
give a detailed procedure of how to achieve theking process thus showing the vulnerability and
weakness in WLAN.

The points out that owing to the broadcast natfithe wireless communication, it’s relatively easy
for intruders to interject communication and digraprmal operations of the network by diverting
resources to serve their needs. They equally atleeadpinion that security is of ultimate importanc
to the global communication and information netvgoahd that that data, which are encrypted with
WEP Key, are also insecure. They however havedfaite address the solution to this flaw or

weakness.
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2.4 Major security protocols for wireless LANs

2.4.1 802.11b:
Over the years, WLAN setups have faced enormousrisgcthreats and attacks leading to

compromised networks, however, emerging technatoigieilitate security and protection from most
attacks. Among the steps taken towards securing M/rdm vulnerability is the addition of the
802.11b standard that employs the Wired Equivakeivacy (WEP) protocol, which was developed
to ensure user-friendly encryption.

WEP functions by encrypting the network’'s packeth an encryption key, which is then sent to its
destination for decryption of the packet in orderrétrieve its contents. Theoretically, this is an
efficient way to secure data using encryption coghese key is known to the originating and the
target addresses; yet, there exists intrinsic fldlast compromise this security to experienced
hackers.

This flaws are highlighted within WEP protocol thggnerates a proportion of encryption key as
plain text, which hackers, using reverse engingesaftware, extract the key to decrypt packet
contents. A plausible countermeasure to ensur@groh when using the WEP protocol is achieved
by changing the encryption key frequently such ih&tuders do not accumulate enough data on
packets to crack the key. Owing to the demonstratdaerabilities regarding WEP, a vast majority
of organisations and firms opt for alternativestlasy abandoned the implementation of 802.11b
wireless LAN in their premises.

Moreover, it has been demonstrated that in 802.iié&, WEP protective functionality can be
switched off, which justifies reluctance by mosirfs and companies who ensure that the function is
running.However, most home users remain ignorant of theefitenof WEP and end up leaving it
turned off, thus increasing the risk for securifaeks.

Following lack of adequate knowledge on the begeéif the 802.11b standard and massive
abandonment by commercial institutions, the segumnigasure can be consider a failure.
Nonetheless, even as the 802.11b standard igdtadtas a failing measure, the demeaning aspects
sparked off a campaign seeking to overhaul cunargless security and replace them advanced
technology.

2.4.2 802.11i,
802.11i was developed as a result of 802.11b WERribe failure. 802.11i brings more protection

by making use of secure keys and encryption. Aéogrtb Dulaney et al, 2004, 802.11i security
standard was permitted incorporation into WLAN gstby IEEE.
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The 802.11i security standard was approved by BieEIto be incorporated in securing WLANS
networks Dulaney et al, 2004.

The 802.11i standard employs a dual layered sgcprittocol namely the Counter Mode with
Cipher Block Chaining Message Authentication Codetdtol (CCMP) and the Temporary Key
Integrity Protocol (TKIP). CCMP is the primary meth employed in the protection of wireless
packets in the 802.11i standard, which confersifsigmt benefits that address the shortcomings
experienced while using WEP in the 802.11b standind CCMP protocol is designed to be always
active, thus enabling security features even ifuber does not know how to configure manually.

The CCMP adopted a differentiated version of theakatted Encryption Standard (AES) encryption
algorithm, which provides a robust security whdre packets are encrypted using a 128-bit key to
offer a nearly impenetrable system.

Despite encrypting the message data, the origigetas well as other interactions remain encrypted
Another crucial feature of CCMP worth noting regatide encryption key, which does not need to be
included in the packet thus eliminating risk ofeirtteption. Among the drawbacks of WEP lie with
the inclusion of portions of the encryption keythe packets, which culminated in transmission of
large volumes of packets increasing the chancesagking the key.

With 802.11i standard, CCMP preserves the integritywireless networks by securing them against
a majority of common networking threats, and thusuee an efficient security mechanism.
However, the sole indicated setback lies with stinacture requirements where CCMP being new
technology, demands high end hardware and softwdreh is a necessary step to ensure security
protection in wireless networks. Another importantryption method within the 802.11i standard is
TKIP, serves as a wrapper around the old WEP pobtocseal off previous limitations. Contrary to
the infrastructural demands of CCMP protocol, TKSReadily compatible with old hardware and
software that satisfy WEP requirements, thus durtpadditional costs during implementation.

The TKIP and CCMP functions works in a similar mananly that TKIP makes use of a number of
keys for purpose of encrypting the data packetalsk helps in and the addition of encryption keys
in the packet. This mechanism makes use of 64 -efitrypting key whereby each packet is
encrypted prior to packet transmission. The enaypprocess involves encrypting the header and
data for every packet, and due to change of keils @dach packet, it's important to have these keys
to the packet. In addition to a 64 bit encrypti@yka 128 bit encryption key is employed to enhance
security and integrity of the whole packet.
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2.4.3 WPA/WPAZ2; Wi-Fi Protected Access (WPA & WPA2)
While the 802.11i standard was conceived to resisees demonstrated in WEP and expedite the

implementation adequate WLAN security scheme ferdhterprise market, the process took time to
approve. As such, the Wi-Fi Alliance establisheel WiPA, which is based on a subset of the 802.11i
draft in 2002, as a temporary remedy to ensure aeirderoperability. While still utilizing RC4
encryption, TKIP applies a temporal encryption kiegt is regularly renewed in order to discourage
efforts made towards stealing the encryption keyorge deciphering a sizeable amount of
information. Furthermore, the integrity of datalasgely improved by the use of the more sturdy
mechanism, the Michael Message Integrity Check (RMI

WPA did a great deal to address the concerns agedanith WLAN security, and can be hailed as
an important step in increasing acceptance of Wia&Nwn enterprise-ready technology.
Nevertheless, concern is expressed concerning gsheofi RC4 encryption algorithm in TKIP as
opposed to the use of temporal keys, which areiderexl to offer relatively superior security
solutions. For this reason, most institutions viegWw&PA as a provisional measure purposed to
reconcile the gap between WEP and the soon-totlieeda802.11i standard and thus opted to hold
off on their deployments. The year 2004 usheredlVirA2 after the WiFi Alliance upgraded the
WPA standard by replacing the RC4 encryption atgori with AES (Advanced Encryption
Standard).

245 VPN;
Tyson, 2001 defines a Virtual Private Network assamated network that utilises open networks to

remotely connect users or sites together. VPNs havile array of security attributes that facibtat
user connectivity to different networks while pneseg the integrity.

According to Tyson, 2001 a VPN is made up of foartp that guard its security and they include
firewall, encryptions, IPSec, and AAA Servers. ANP firewall acts exactly like any other firewall
that block and only allows certain ports whose ptxkave been filtered and deemed as malicious-
free through a designed mechanism. A firewall isnaportant unit in the VPN as it ensures viruses
and Trojans do not jeopardise the server. Thergtexio defined encryption mechanism in a VPN
setup; nonetheless, three key approaches havarbplEmented.

First is the Symmetric Key Encryption whereby eveonnected device is allocated a unique key
that affords each the capacity to decrypt packetthay are received. Notably, the symmetric keys
used on each device are identical and thus reducgrient reassessment to deter efforts made by

intruders to compromise the network.
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The second is the Public Key Encryption that ogerdiy both communal and personal keys to
enhance network security. The private key is agplig the sender to encrypt data packets (which
they only know), while the public key is employeyl the receiver to decipher the packets using the
source's public key. Public key is identical to siyenmetric key, with only difference being that two
divergent keys are applied as opposed to one.Heopurposes of a successful connection every user
should obtain an access key, which guaranteesdll@aticonnectivity.

The third way of encryption is by use of Pretty @dtrivacy (PGP) that relies on a generated session
key to promote and secure protection. Sessiona &ey generated per session for each user, and are
renewed in every session or for each user see&ingrinect. The PGP system then transforms into a
public key system as it encrypts the packet antjassessional keys to available public keys. The
newly encrypted packets and keys are then sertigadéstination device where private keys are
applied to decrypt information.

While these are the most common techniques, therena limitations to govern the encryption
systems within VPN, thus the lack of a defined gption standard in the setup.

Internet Protocol Security Protocol (IPSec) prosidéernative security to VPN setups by enhancing
privacy protection through message encryption. fivedthods are sought in IPSec where one (tunnel)
involves the encryption the whole packet encompagstsie header.

The second method is transport, whose only role encrypt the data section of the packets and not
the header. These methods demand that the useéhamdcess point have the same key in order to
decrypt the message as it arrives.

Lastly, is the use of an Authenticating, Authorggsirand Accounting (AAA) server in which
connection requests are passed on to a proxy sehexe the user is determined and authenticated
according to the scope of what he/she is allowedotagainst what he/she is actually doing Tyson,
2001. This system has extra security because ittarerwhat the user is doing. Through monitoring
efforts, the system establishes a pattern andakefime likelihood of a security breach based on use
activities. Although the VPN setup does not compasmpetitively in terms of security with the

802.11i standard, it facilitates flexibility with&n institution.
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CHAPTER THREE: RESEARCH METHODOLOGY
3.0 Research Methodology

3.1 Introduction
General the section addresses the research appspdleé activities, method and procedures for the

study are discussed. Specific issues to be disduse include the research design, the data
collection instrument, the population, the sampte,sand methods of analysis. Moreover, the study

relied on both primary and secondary sources @ ttagéstablish its findings.

3.2 Research Approaches
The key activities undertaken during the researchept include collection of data both Secondary

and primary, State of the Art Literature Review,rrRalation of questionnaires and interview
guestions; generally, the techniques focused oeniiews, depth interviews and projective
techniques. Identification of data sources (keyoeslents/ informers; selection of sample sizes
among others), Administration of questionnairegeriviews and field visits for data collection. Data
collection and analysis of research findings wdgesiied to a web based application for designing

surveys, collecting responses, analyzing data.

3.3 Methodology
The study’s main aim is establish an effective eamrk that should enhance security of a wireless

local area network environment. A step by step itatale study by first identifying the security
weaknesses or Vulnerabilities, and Threats prevalenthe WLAN Environment; discuss the
effectiveness of the solutions in the market inradsing these security weaknesses, Vulnerabilities,
and Threats; identify WLAN security frameworks dahle, their limitations and implementations.

A literature survey was carried out to help additbssfirst objective and then a questionnaire was
raised coupled with interviews to help clarify ezdhat are not clear from the questionnaires on
selected institutions/organizations to help idgntithether there are existing frameworks and ifeher
are, their weakness.

As much as Security challenge is a global issue,vithr drive was however done within Nairobi
(Kenya) given the constraint of time and cost fextd\ few education institutions and government

institutions employing the use of WLAN were targkter the survey.
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3.4  Population and sampling
The respondents to questionnaires from the selecteerprises are people knowledgeable with the

guestions at hand and are the most senior pergane firm, for example technical managers or

Network administrators.

3.5 Data collection and analysis
Data was collected using a semi-structured quesdios served to respondents. Snort, which is a

compact utility application that operates in thekmgound of computers, was used to assess the
activity of wireless networks. For each wirelesgwugk connection established, the application
displayed an in-depth analysis to reveal detailshenSSID, signal's quality, Algorithms employed,
MAC Addresses, Channel Frequencies, among others.

The system requirements for snort utility includeieeless network adapter with appropriate drivers
that various operating systems such as Windows SR\ .

The questionnaires were administered through alvesled application while the participants were
called and some visited in order to explain theppse of the study. This was then being followed
with a telephone interviews and instant chats witle respondents to verify facts on the
guestionnaires. The methods were chosen becawstectiveness, time, and cost. The total numbers
of participants (wireless network experts) that gnestionnaire was send is thirty-eight (38) though
only twenty-eight (28) responded representing parse of 74% with 26% abstaining.

To achieve a full interpretation, understanding émaextract useful information from the primary
data, a formal statistical analysis methodologyital. In this study, therefore, the researcherduse

the web application tool called survey “monkey”.
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CHAPTER 4: CONCEPTUAL DESIGN AND FIELD STUDY

4.1 Research Design
Viehbook, December 27, 2011 discovered that Wi-Fotétted Setup (WPS) was found to be

Vulnerable to Brute Force Attack and this was bhadgy the design flow, which allowed an attacker
to guess an access points, WPS Personal IdenboficAlumber (PIN) in a reasonable amount of
time.

The sad thing is that Software, like Reaver Prat gerforms this attack is freely available oves th
internet. An attacker would need to be within rafe/our wireless network for several hours or
more to conduct the attack.

With the WPS PIN, an intruder could gain accesydar wireless network where it they may
observe the network traffic before mounting furthdacks and the only solution so far is to disable
the WPS.

WEP employs the CRC-32 mechanism to perform integtecks where the Cyclic Redundancy
Code (CRC) is defined as a class of algorithmsdpatate by treating any message as a large binary
number and then dividing it in binary without oueri by a fixed constant. In this light, the overfio
that is referred to as the "checksum”. As CRC isangptographically robust, it was not conceived
for the purposes of message digest or hash furscsomce it fails to provide sufficient integrity
protection.

Since CRC-32 is linear, it is feasible to calculdte bit variance between two CRCs by taking into
account the bit differences in the messages anthémmer of grouping. In essence, inverting the bits
in the message results in a distinctive set ofihithe CRC that when examined generate the correct
checksum on the modified message. The conceptppiriy bits sails through an RC4 decryption,
which allows attackers to flip bits randomly withan encrypted message before adjusting the
checksum to reveal a seemingly valid mes$ageng to this characteristic, the CRC fails to pdav

the required integrity protection, and thus expdeesNVLAN to vulnerabilities.

A media access control (MAC) address is a unigeatifler assigned to a particular computer with
the aim of authorising an access point to conreet ¢ertain wireless network. Relying fully on this
filtering can result in a security breach sinceadmersary can obtain valid MAC addresses easily by
sniffing the traffic System Authentication theret@gulting in identity theft, as is the case with Q1A
spoofing attacks.

In Off-hours, traffic/war driving scenario an unietld hacker drives into parking lot with equipment

loaded with software like NMAP, or using other dditen devices in an attempt to gather data from
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enterprises with unprotected LANS. This is refertedas off-hours traffic and “some enterprises
even take steps to turn off the access points guvam-office hours” to frustrates they would be war

driving unethical hacker.

4.2 Data Collection
This section presents the finding and analysisr dfte WLAN analysis using “Monkey survey”.

Snort tool was used in war drive to assess thear&tsySSID, signal's quality, Algorithms employed,
MAC Addresses, Channel Frequencies, among othetonidhg variables.

The activities in WLAN survey was carried out frétst June — 31st September 2012 in order to
gain a better understanding of the use and deplolyofeVLAN in organisations. The questionnaire
and subsequent results of the survey are indicatadabulated format.

A total of 76.8% WLAN professional from various argsations responded. Overall, 71.4% of the
respondents have implemented or planning to depldAN; 21.4 % Have plans to implement
(including trial/pilot); 7.1% do not have plans tomplement WLAN; the remaining are either in
WLAN pilot trials or planning to implement WLAN idear 2014.

When asked if there is a security policy in theigamisation that addresses the use and security
aspects of wireless technology, including WLAN;886. of WLAN professional responded. 60.7%
said yes and 35.7% while 3.6% said that the padigyot specific or it's intertwined in the policy.
WLAN professional respondents majority agreed thate organizations are aware of the Wireless
LAN Security Best Practices; 71.4% said yes whBe62 said no. Despite the organisations being
aware of the Wireless LAN Security Best Practiegsen the WLAN professional were asked: Have
your organization adopted the security best prestio your deployment? WLAN; 76.8% of WLAN
professional responded, 53.6% said no while 46.d4f%b ywes. Procurement and luck of management

will to invest in security was pointed as one & tirawbacks.

The major security concerns in implementing WLANarganizations were rated as 1 to 7 with 1

being the lowest and 7 being the highest as shovabie: 2 below;
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N/A

Rating

Average

Response

Count

a) How to
secure Data

on WLAN

39.%
(11)

18.%
(6)

4% (2)

3.6%
(1)

5%
(3)

14.%
(4)

0.0%
(0)

17.%
(5)

2.482

28

b) Weak
authentication
implementati
on provided
by IEEE802.11
WLAN

standards.

25.%
(7)

35.%
(10)

7.%
(2)

10% (3)

0.%
(0)

7.1%
(2)

3.%
(1)

10.%
(3)

2.56

28

c) Weak
cryptographic
implementati
on (i.e. WEP)
provided by
IEEE
802.11WLAN

standards.

10.%
(3)

10.% (3)

35.%
(10)

7.1%

7.1%
(2)

7.1%
(2)

0.0%
(0)

21.%
(6)

3.14

28

d) No
effective
solution in
detecting
unauthorized

equipments

3.6%
(1)

17.% (5)

17.%
(5)

32.%
(9)

10.%
(3

0.0%
(0)

3.6%
(1)

14.%
(4)

3.50

28

e)
Degradation
in network
and system
performance

over WLAN.

10.7%
(3)

3.6% (1)

14.3%
(4)

7.1%

28.6
% (8)

10.7
% (3)

7.1%
(2)

17.9%
(5)

4.22

28
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f) No effective
solution in
preventing
Denial-of-
Service on

WLAN.

3.6%
(1)

10.% (3)

7.1%
(2)

17.%

25%
(7)

17.%
(5)

10.%
(3

7.1%
(2)

4.58

28

g) APs and
WLAN being
listed or
published by
entities
conducting

War Driving.

3.6%
(1)

0.0% (0)

10.%
(3)

10.%

7.%
(2)

17.%
(5)

39.%
(11)

10.%
(3)

5.56

28

Table: 1 what do you think are the major security concerns in implementing WLAN in your

organization?
APs and WLAN being listed or published by entit@sducting War Driving was considered was
the major security concerns in implementing WLANarganizations as shown in table; 2 being
rated at “7” with 39% out of 76.8%. Degradationn@twork and or system performance with VPN
over WLAN was rated second with 28.6% out of 76.8%ile; No effective solution in preventing
Denial-of-Service (DoS) within WLAN was a third a®rned by WLAN professionals who
responded rating it at “6” with 25% out of 76.8%ndther issue of concern was, No effective
solution in detecting unauthorized equipments (tleent devices and access points) deploy by
malicious entities, WLAN Professionals who respahdave it a rate of “6” with 32% out of 76.8%.
It was observed that Some of the security meaghedsorganizations have implemented or would
consider implementing for WLAN according the WLANoRessionals respondents to this question
85.7% felt that User Authentication would be a ptyp 75% Physical Security , Access Controls
71.4%, Logging & Audit Trail 60.7%, Confidentiali& Integrity 57.1%, APs Management 25.0%
and the remaining percentage others .
The survey revealed that the primary use of WLANiganisations was to provide; wireless access
to Internet 92.9%, wireless access to corporateuress and information that are classified up to
confidential 35.7%, wireless access to corporagoures and information that are unclassified

32.1%, Provide wireless access to corporate regsuand information that are classified above
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confidential 17.9% and the remaining percentage Wdan for other activities outside the
organisation.

Majority of organisations according to the survenpport the following security services ; WEP,
WPA & WPA2, WPS 71.4%, Integrated Stateful Firdwalthe AP 50.0%, Authentication: Open,
MAC, 802.1x, Web Page Redirect 46.4%, switchingfggened at the Access Point 35.7%,
Integrated IDS/IPS sensor 17.9%, Is encryptionigemn performed at the Access Point 17.9%,If
encryption/decryption performed at controller 10,7%ireless Distribution Services (WDS)
available in the AP 10.7%, QoS tagging appliedcaeas point 7.1% and the remaining percentage
of 7.1% was for other security measures supportadhwere not within the scope of the survey.
Snort (network sniffer) tool was used in war drigecapture the, SSID, Last Signal Quality, Average
Signal Quality, Detection Counter, Authenticatiomgdtithm, Cipher Algorithm, MAC Address,
RSSI, Channel Frequency, Channel Number. Accortbngollbrecht (2002), an attacker can gain
the knowledge of basic information on WLAN securitihe information can be used to launch an
attack on the Wlan.

The Result from Snort can be used by hacker usimgher sniff software like Wireshark, The
attacker can sniff IP address and MAC addressvalid Access Point and this will allow an attacker
direct access to all devices on the network, etgetie network to gain access to the wider Internet
When this happens it will be difficult to identifize attacker (or intruder or hacker) since theuoher

appear to be valid user of the attacked network.
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4.3 A Conceptual Model of Wlan framework

Wireless Network

USER f ACCESS POINT
(Mobile device) ;

Y

v

Authentication

DATABASE
AUTHENTICATION

protocols

Decision

ALERT

YES

Figure: 5 Conceptual Model

The users are largely associated with the WLAN A& the AP must have capability to connect with
the network. For one to use the network one hgsass through the Authentication protocols and
standards of a Wlan. The security mechanism shbeléfficiently proficient to identify the users
and access points. The security method should ke tabdo Authentication, Authorization, and
Accounting (AAA) through server. When a user re¢gi@sconnection, the request is forwarded to a
server that determines who the user is, as shofigure 5. The authentication protocols determine
whether a user is authenticated or not which detesnwhether a user is granted access to the
network or not. The decision made is either Yedlorwhere an affirmative response means users
are authorized to access the network with conttdlecess privileges, which is determined based on
nature and level of tasks and activities to bequeréd by users. The system has additional security
control since it controls all the operations of theer. By monitoring activities, the system has the
ability to predict if an attack is about to hapased on certain user’'s habits.

Although no security system can ever be consideredly unbreakable, one Halil, 2006 stated that

802.11i RSN security seems to be a dependable. WhaANknown for the reducing costs in an
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organization network infrastructure because of #tesence of wires and its mobility. Data is

4.

r

Implementation Model

transmitted via radio frequency, which can be gdajpped using sniffer software’s
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Figure: 6 Implantation model of Framework for entiag wireless local area network security

The model enhances security by addressing the \Wilagamentals by identifying users, the AP
associated with them and the AP identities, Macresies, usernames, and ssid. Wlan standards
802.1i which is the Major secure security protoctds wireless LANs in figure 6 shows
Authentications protocols for Wlan that is, CCMMdaRSNA, which validates and verifies
credentials, secrets certificates of user who wintse the network resources
The Framework for enhancing wireless local areavort security has method to detect wireless
based sniffer software’s, by actively searchinguesq frame on each channel where it is able to
detect wireless activities.
The installation of a radio frequency monitoringamanism such as RFMON, which offers detection
wireless AP by specifically monitoring raw 802.Trhrhes to sense if there any broadcast frames

should be considered. A framework, which provides duthentication protocols and authorizes
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devices connecting to a network should also beidered, as this prevents a device from accessing
the network until such device is cleared.

Authorisation and access control; allows accessetworks and affects capabilities which has The
security method for Authenticating, Authorising afsccounting (AAA) through server, that is, The
security mechanism (AAA systems ), that is, Closedwork with WPS, Firewall plus IEEE 802.1x
and VPN. In this case, the VPN serves as a suppl@meprotection mechanism for the highly
sensitive data including personal information.

While model 8 deals with message integrity and nbagonfidentiality. Wlan encryption and data
integrity protocols, protocols for bootstraps, kexghanges, key refresh TKIP, CCMP are handled at

this level.

~
MAC Address/ Authentication
T, A
— —
User Info DB
> Policy Management

Security Policy DB Unit

Log Info DB
‘\‘:_ _':/ Authentication Unit
Response Unit Securnity Unit
# Authentication
Alarm Reporting Intrusion
Detection System

Figure: 7 Security Mechanisms

The Table below outlines a checklist for a sec@@alyable WLAN framework; this should be done

after assessment;
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S/No

Proposed Security Measure

Have WLAN Security Policy

WLAN To Be Broken Into SSIDS

Put Into Operation Access Controls

Utilize Virtual Private Network (VPN)

Application Of Encryption In Wireless Data

Solidify WLAN Infrastructure

N O o1 B~ W N

Secure Wireless Clients/Implement MA
Address Filters

Scrutinize Wireless Traffic

10

Prevent Wireless Intrusions/ Activate
Authentication Credentials

11

Enforce Network Security

Table 2: Framework for securing WLAN
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CHAPTER 5: IMPLEMENTATION AND TESTING

An expanded form of what goes on in Figure 7 isasshbelow:

N
Log info
/ Authentication
o
User info
J
\

AC sensor app.

Security policy

Security unit

MAC address and authentication
\4

Policy management unit

Authentication Unit

A
\ 4

\ 4

Response unit and alarm
reporting (in case of intrusion)

The figure above is a clear explanation of whatsgmeinside the authentication management unit.

. In stage one, the user information is taken in

. In stage two, MAC filtering application comes in.

. The policy management unit ensures the WLAN prdsace followed

. The authentication unit provides basic authentecati

. Response and alarm reporting unit notifies the adnator in case of any attacks or illegal

access on the system.
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The security mechanism has a couple of featurdsetiables it to ensure security over a wireless
network as the thesis aims to illustrate. Among kbg features, is a MAC/IP address filter, an
application that runs through the database everge®®nds to check for any unauthorized MAC
addresses, there is also a feature that allocatestk the users for access. This feature enables k
distribution to users/clients in wireless networBgaring in mind that this has to be done in an
unsecure environment elicits significant difficuttyat necessitates establishment of a means to cate
for those with and without deployment knowledge.

It is a security management approach to handleyaistribution by using the specific locations of
data delivery using their MAC addresses, which egssthat data is not compromised during transit.
In this case, the study implemented an applicatioa database that is in between the user and the
main database where the data is stored in the netwothis first database, the information stored
here is the user details, and in it lies the apgibo for MAC filtering, intrusion detection appditton
system and alarm unit. This database is our baserstand has no other information that a hacker
can benefit from if he accesses it. The ‘exteraghldase’ acts as a secure base station.

The use of a different key pool in storage of uegin information details results in reduced
connectivity over multiple deployments because sodkedifferent deployments do not share any
keys and this enables easy auditing of securityhaatpls in detection of intrusion. Communication
with the main database once a user log in, is irgady using path key establishment, a secure
direct link is created if there exists secure pgagtween them, which is confirmed by connection
history or user privileges.

In this cases, traditional schemes such as Kerbéatsrely on trusted third party infrastructure,
become less practical with regard to sensor netsyarkich function autonomously over a limited
communication range. Similarly, lack of adequatesotgces render the implementation of

Asymmetric Cryptosystems inconceivable owing tlgisicant demand with regard to computation
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and memory, which makes algorithms such as DiffeghHan key agreement and RSA undesirable.
Furthermore, symmetric key ciphers and hash funstibave been indicated as relatively fast in
contrast to digital signatures. Asymmetric crypgisyns cannot be used even to establish session
keys because that would leave the nodes vulnetalidenial of Service attacks A popular technique
for key distribution for nodes with limited resoas; little or no deployment knowledge is key
redistribution.

This involves the loading of information requirey the nodes for key establishment before their
deployment. However, when a node is physically camised, the keys present within the node are
revealed to the attacker, which not only exposes lthk of the captured node, but also the
connections of the remaining nodes.

The nature of sensor networks is such that itnsoat impossible to know which nodes would be
within communication range of each other after dgplent. There are instances when some nodes
are more likely to be neighbours than others adeaansuch, the keys in each node can be decided by
priority for security purposes. The precision invgd when deploying a large number of nodes
remains impracticable even as the exact positioin@fodes is known. The approach illustrated in
this study works for cases with and without depleyptrknowledge.

Our application enhances security by addressing/flen fundamentals by identifying users, AP
identities associated with them, Mac addressesnas®s and passwords and SSid. Wlan standards
802.1i, which is the Major secure security protedolr wireless LANS, is also used in the part with
the authentication protocols. Confirmation of detaut in during login is done at this stage.
Authentications protocols for Wlan, that is, CCMESNA validates and verifies credentials, secrets
certificates of user who wants to use the netwedources, at this stage, the user if confirmed is
able to access the network if not, the user isrntddeek to the login page to star again with nevinlog
details.

Our framework for enhancing wireless local areavoek security has a method to detect wireless
based sniffer software’s, by actively searchinguesq frame on each channel where it is able to
detect wireless activities. On identifying sniffaftware or an unrecognized/unaccounted for user, i
triggers the alarm system, notifies the administratnmediately, and terminates the connection
immediately.

In this study, the adoption of RFMON, a radio fregqoy monitoring mechanism, is highly
recommend. It can detect a wireless AP by spedlificaonitoring raw 802.11 frames to sense if
there any broadcast frames. This mechanism provatesuthentication, before authorizing devices
to connect to a network, which prevents device femoessing the network until adequate vetting is

done.

32



Authorization and access control facilitates acdeshe network and affects capabilities of various
users in terms of their access levels and priviedée security measure involving Authenticating,
Authorizing, and Accounting (AAA) through serveraten used. The AAA systems closed Network
with WPS, a firewall, plus IEEE 802.1x and VPN wdedhe VPN provides a supplementary
protection mechanism for the sensitive data ondaibase such as user information, as earlier
mentioned, hidden from the hacker in the secure bion pool.

The encryption level deals with message integnity ehannel confidentiality. Wlan encryption and
data integrity protocols, protocols for bootstragey exchanges, key refresh TKIP, CCMP are
handled at this level. Similarly, it is at this &where our encryption mechanism enables us to
encrypt our packets with the individuals MAC addessfor safe delivery to the user who sent the
requests. This ensures that if a hacker triesteyaapt the packets, they cannot decrypt themesinc
the messages use the MAC addresses for decryption.
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CHAPTER 6: DISCUSSION OF RESULTS

6.1 Discussion of Results
This study hoped to develop an efficient framewthrkt enhances data security in a wireless local

area network especially within institutions. Theudst was to identify security weaknesses,
vulnerabilities, and threats prevalent in the WLENvironment that limit enterprise deployment of a
WLAN, and evaluate the effectiveness of the WLANcwdy frameworks in addressing the
Vulnerabilities identified, and then come up witlhieployable WLAN security framework that will
enhance security within the WLAN Environment.

In the past recent times, wireless networks hawen beidely spread and their use has become
rampant in homes and corporate settings. This éstdithe ease and convenience they come with,
that well relates to the increasing innovation oftgble devices that use wireless technology. The
most outstanding problem with current WLANSs is thecurity vulnerabilities that come with it.
Presently, the IEEE 802.11b standard that emplogsWEP algorithm to encrypt data, remains a
popular wireless pre-set in various institutionewdver, flaws with regard to the execution of the
RC4 algorithm within WEP have led to compromisedwoek systems that employ the IEEE
802.11b standard. As such, it is critical that tifamsmission of confidential data via WLANs under
IEEE 802.11b standard be curtailed to a minimal.

Due to their unsecure nature, many algorithms lheen created and improvements done to see to it
that security is prioritized. In the wake of teclogical advances, it is prudent that wireless nekso
will grow more secure and wade off malicious attack

In the meantime, regular security risk assessmemés necessary in order to generate a
comprehensive list of vulnerabilities in a netwarkd appreciate the severity each. This creates the
need of coming up with a good security policy whishmade to defend the network in all possible

ways.

Our method of implementing the explained configoratand setup of a wireless architecture and
embedding the application in the data bases asrsiowhe implementation model have proved to
raise security levels of the wireless WLANs netvgoronsiderably. It does not entirely stop
hackers/intruders from attacking the wireless neétwdiowever, the framework does the most
important thing in the network protecting data.sTensures that even if the attacker gains access in
the network he does not benefit much since he doeget access to the secured data, which is our

main objective in trying to secure the network. Bielreless, it is important to appreciate that
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security threats will always be there owing to tneer-evolving technology, which facilitates

development in hardware and software with subsdquesm threats.

6.2 Conclusions
Based on the finding of this study, the followiranclusions were drawn:

1. The structure of WLAN technology has natural sdgugsues, which expose the signals to
attackers because the nodes and the end clieniseaé¢q announce their presence through beacon
frames.

2. Attacks are always inactive to active-on wirelegsNls, and are aimed at compromising the
network credibility through violation of confideatity, integrity of information and network
availability. Some of the attacks are less likadyiriflict more damage than others are while their
frequency varies significantly.

3. The flaws detected in Wi-Fi Protected Setup (WP®) book, 2011 have not been fixed,
however, a combination of security measures isirequo increase further the security offered by
WLAN technologies as shown in the implementatiordeio

4, Protection of networks against any attacks hasegatampossible leaving prevention as the
only option to minimize and bring down the riskstoterable state. IEEE 802.11 standard provide
initial security however, it is not fully recommesatifor high-level protection required for corporate
network structures. This brings the need of crgatitomplex security structure to enhance security
at different levels.

5. Risks evaluation procedures should be used to lestathe mechanisms that should be

deployed in for purpose of mitigating the risks wected with deployment of wireless technologies.

Wireless technology enjoys a growing popularitytdesent to the bundled convenience, cost
sufficiency, and easy compatibility with other netl setups and components. Wireless networks
characterized by successful transmission of infeionaover an electromagnetic wave system, such
as radio waves to initiate communication as indhges of Wireless PAN (Personal Area Networks)
and Wireless LAN (Local Area Networks).

The WLANSs are often identified by their standardyiet is the 802.x with variations that include
802.11, 802.11a, 802.11b, and 802.11g. While thvaratdges of using wireless networks relate to

mobility, and convenience, security concerns renta@ngreatest disadvantage of the platform.
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6.3 Future Research
The security of wireless networks faces new threatsh day due to the way it is rapidly evolving

with cropping up of new technology. The researd¢ioges updated with regard to issues surrounding
networking and work to establish new solutions vétlery arising challenge in the field. However,
the following issues need to be looked into furtinathe future research;

To study the cycle of the WLAN intruder, the reséatries to help the network administrator think
like a hacker, and this enables them to come up wdgunter attack measures. Due to the rapid

changes growing with technology, continuous regeaft¢he same is recommended.

The databases have several limitations that reguivanced improvements in future. This includes
enhancing it in a way that not all the outcomes mmaerialise.The database should be converted
into an executable file that can e used on anyesysprecluding that the MS Access application has
to be installed on that particular system.

Coming up with a WLAN security policy would be uset$ if people do not take heed of it. Is
therefore very important to create a user awaremeskel to create awareness to the users and equip

them with necessary skills.

The researcher’s interests include security anchareless sensor networks, ad hoc networks, and

cellular networks.

6.4 Summary
In this research, the study reviewed how secunityireless data networks has evolved over the last

years. Moreover, the study highlights the role mkegence within the data transfer media, namely
wired and wireless networks, in exposing the sysiepossible attacks. These are just but a few of
the security issues experienced in WLAN wireledsvoeks. Security hazards will always be around;
they can only be avoided if the correct policied atandards are put in place. The 802.11i protocol
promises to sort out most of the security issuesdan its predecessor WEP, but since the standard
is relatively new and many more protocols are cgmip each day, only the future can tell us if the
current standards are secure as they promise. Mengihe study reveals some of the ways that can
be utilized to improve the security of the wirelestworks broadly, including those that have been
tested in the past. However, the researcher sttivedme up with a way of enhancing the security of
data on a wireless network by implementing the sgcmanagement unit in in the framework.
Network security will continue elicits heated debgiven that the integrity of networking remains at

risk with numerous means to threaten data secBih security and wireless communication will
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remain an interesting subject for decades. Thegstga the need of ease of use and flexibility of

communications in the computer world without je@izng the communicated content.
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Appendix
A total of 25 Wireless local area network spectalisom various agencies responded out of 35

surveyed. Certain questions have been sanitiztegscontain sensitive information.

1. Is your organization currently using or planning to deploy WLAN? Create Chart  Download

Response Response

Percent Count

Implemented 71.4% 20
Have plans to implement {including trial/pilot) 21.4% i}
Ho plans T.1% 2
Other (please specify) 0.0% 0
answered question 28

skipped question 0

2. Is there a security policy in your organisation that addresses the use and Create Chart  Download

security aspects of wireless technology, including WLAN?

Response  Response

Percent Count
Yes 60.7% 17
No 35.7% 10
g:ﬁ: I:?pelse :E: :eﬂfﬂim 3.6% 1
answered question 28
skipped question 0
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3. Is your organization aware of the Wireless LAN Security Best Practices? Create Chart Download
Response Response

Percent Count
Yes 71.4% 20
No 28.6% 8
answered question 28
skipped question ]

4. Have your organization adopted the security best practices in your

deployment?

Create Chart Download

IFYES, what are some areas of improvement to
make it more useful to your organization?

If NO, Why?
Show Responses

39

Response Response

Percent Count
46 4% 13
53.6% 15

answered question

sKipped question
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5. What do you think are the major security concerns in implementing WLAN in your organization? Create Chart Download

Rating Response
1 2 3 4 5 G 7 MNIA
Average Count
a) How to secure WLAN
implementation (i.e. Design & 39{'31’; 1?'9[;‘; 3'5;‘; 3'5(3“} 3'5[:‘; 14'3;‘; u.n(ge} 1?'9(;‘; 248 28
configure)
B T L 250% 357%  7.1% 107%  0.0%  7.1%  36%  10.7%
implementation provided by 10) 2) (3) )] 2) () (3) 2.56 28
IEEE&02.11 WLAN standards. M {
c) Weak cryptographic
implementation (i.e. WEP) 10.7% 10.7% 35.7% 71% 71% 7.1% 0.0% 21.4% 314 28
provided by IEEE 802.11WLAN 3) (k) {10) (2) 2 2) (0) (6) :
standards.
d) o effective solution in
detecting unauthorized
equipments (i.e. client devices 3'5?' 17'9? 17'9? 32'1:' 10'7? D'D?f 3'535' 143:" 3.50 28
and access paints) deploy by (1) () (5) 9) (3) (@ (1 4)
malicious entities
e) Degradation in network and/or
system performance with VPN 10.‘;;:&; 35[:‘; 14'3&?3 ?1(;‘; 28'?;; 10'7(;2; 71(;&} 1?'9(?; 4.22 23
over \WLAN.
f) No effective solution in
preventing Denial-of-Service 3?3‘; 10_?‘[:{; 7'1(;&} 1?'9(?; 25'?_:: 1?'9(?; 10'?(25; ?1(;6} 4.58 28
(DoS) within WLAN.
g) APs and WLAHN being listed or
published by entities conducting 3'53& D.D;ﬁ ‘ID_?;& ‘I[J_?;ﬁ ?'1;& 17'9? 39'13_? 10_?;& 5.56 28
War Driving. Q] ) @) @) @ ) (11 @)
answered question 28
sKipped question 0
6. What are some of the security measures that your organizalion have Create Chart Download

Implemented or would consider implementing for WLAN?

Response Response

Percent Count

A) Physical Security 75.0% 21

B) APs Management 25.0% 7

C) User Authentication 85 24

D) Confidentiality 8 Inteqgrity 57.1% 16

E) Access Controls T1.4% 20

D) Logaging & Audit Trail 60.7% 17

Other (please specify) 7 1% 3
Show Responses

answered question 28

skipped question 0
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7. What is the primary use of WLAN in your organisation for? Create Chart Download

Response  Response

Fercent Count

a) Provide wireless access to Internet 82.9% 26
b) Provide wireless access to corporate 12 1% 9
resources and information that are unclassified ’
c) Provide wireless access to corporate
resources and information that are classified up 35.7% 10
to confidential
d) Provide wireless access to corporate
resources and information that are classified 17 9% 5
above confidential
Other (please specify)
Show Responses S z

answered question 28

sKipped question 0
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8. Are the following security services supported: Create Chart Download
Response Response
Percent Count
A) WEP, WPA & WPA2, WPS ? 71.4% 20
B) A_nthentication: Open, MAC, 802.1x, Web Page 4.4 13
Redirect?
C) Integrated Stateful Firewall in the AP? 50.0% 14
D} Integrated IDS/NPS sensor? 17.9% 5
E) Integrated RADIUS server in the AP? 10.7% 3
F) Is switching performed at the Access Point? 35.7% 10
G) Is QoS tagging applied at access point? T.1% 2
H} Is encryption/idecryption performed at the
. 17.9% 5
Access Point?
@) If encryption/decryption performed at controller
how many APs can it support before being 10.7% 3
oversubscribed?
H) Are Wireless Distribution Services (WDS) 10.7% 3
available in the AP? ’
Other (please specify) 7.1% 2
Show Responses
answered question 28
skipped question 0
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